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The communications sector is inherently dynamic: the only
certainties are that tomorrow our audiences will be a little different,
the technology and techniques available to us a little more
advanced, and our methods and practices a little better refined.
Evolution is continuous, creativity is vital and innovation is simply
business as usual.

As Government Communicators our purpose is straightforward:
deliver world-class communications that support government
priorities, enable the effective and efficient operation of public
services, and improve people’s lives. Our challenge is not merely
to keep-up with the pace of change, but to actively lead the way.

This report, produced in collaboration with WPP Government
and Public Sector Practice, is designed to ensure the
Government Communication Service (GCS) does just that.
Through research, analysis, and case studies, we explore recent,
current and predicted trends across the profession, providing
prompts to inform best practice and stimulating thought around
longer-term strategies.

Comparing these trends with those of the first version of this
report, published in 2015, the rate of change is striking; however,
the issues driving this change should come as no surprise. Ethics
always has been, and likely always will be, top of the agenda;
disinformation is as old as communication itself; and whatever
form it takes, successful engagement is as critical as ever to
effective communications.

The future, then, is not entirely unpredictable. Indeed, while
the new developments we explore in this report present

fresh challenges for us to master, we are confident that HMG
communicators will continue to evolve and adapt to future
change in the same way we successfully incorporated the
trends of 2015: we now regularly partner effectively with social
media influencers, engage with the public more intelligently
and blend communications across channels and platforms
almost automatically.

In fact, we are already starting to master the latest trends of 2018
and beyond, as the case studies in this report show. Public Health
England and the Department for Transport lead the way in adopting
new technologies and behavioural targeting strategies to reach
previously untapped audiences with great success; the Rapid
Response Unit (RRU), although barely six months old, is already
transforming how social media insight is used to strengthen HMG's
voice online; and the newly launched Accelerate programme will
massively develop digital skills across government to ensure we
remain at the leading edge of communications.

The 5 Trends

Disinformation and misinformation
now spread further and faster than
ever before; how can we ensure HMG’s
messages reach the public and that
discussion is driven by the facts?

AN

Voice technology offers new opportunities
to personalise our connections with
citizens and tailor our messages to help
them with specific needs.

Advances in data analysis and the
transition of the government’s four-
year media-buying agency contract
offer new opportunities for unparalleled
transparency and increasingly intelligent
audience engagement.

With the Fourth Industrial Revolution no
longer fast-approaching but very much
upon us, it's time to future-proof our
workforce to excel in this digital age.

GDPR is now in force. Have we
entered a new era of data regulation
and communications ethics?

However, in such a fast-paced and increasingly complex sector,
our work is never done. As you delve into the trends presented in
this report, we hope you feel encouraged to experiment in your
role, confident to consider new strategies and above all inspired
to continue to deliver world-class communications that improve
citizens’ lives.

GCS Futures Council, with support from WPP Government
and Public Sector Practice
October 2018



1.NEXI
GENERATION
FAKERY

From video face-swaps to voice—morpﬂpg,
how can communicators address
continued advances in disinformation?




Misinformation and disinformation are spreading further, faster
and with greater ease than ever before, even out-performing
verified content.! This can generate concern and confusion,
reduce trust in institutions and media organisations, and disrupt
attempts to communicate HMG messages effectively.

Misinformation is inaccurate or
misleading content.

Disinformation is false content
deliberately spread with intent
to deceive.

With Twitter reported to have suspended 70 million malicious
accounts over the course of just two months,? the sheer volume
of misleading and inaccurate information shared on a daily basis
is immense. It is also the focus of widespread discussion, with
the general public increasingly aware of the need to evaluate the
reliability, accuracy and possible bias of the material they digest.®

Why it is important?

Citizens are exposed to
an increasing number of
misleading messages.

Influence has shifted from traditional
media outlets to individuals and
online organisations, who are not
bound by the same ethics standards.

Content can be shared at an
exponential rate, with rapid and
widespread effects.

=

Misleading stories have the
potential to misrepresent
government and confuse the public.

Growing interest in the issue does not, however, automatically
translate into a refined ability to distinguish fact from fiction—

the average UK internet user is able to pinpoint the source of
content only 15% of the time.* Furthermore, increasing cynicism
is reducing people’s trust in content generally, potentially limiting
their engagement with genuine and important messages— only
28% of the population trusts the news they see online, even from
well-established outlets.®

As government communicators, we therefore face three
challenges:

How can we identify misinformation and disinformation?
How should we respond?

How do we ensure our messages achieve cut through and are
highly visible to the public?

It is only possible to identify misinformation or disinformation

if we are actively looking for them, and simply monitoring
mainstream media is no longer sufficient—by the time this
information has spread to broadcast and print media, their
damage has already been done. With more than half the
population now getting their news from online sites or social
media platforms, we need to actively track emerging stories in
these environments rather than waiting for misinformation and
disinformation to spread even further.

The UK Government’s Media Monitoring Unit (MMU) monitors
print and broadcast media activity everyday and has recently
undergone significant modernisation, expanding its services
to include social news updates. These reports provide a
convenient summary of social media activity, but subscription
to MMU products should be just one element in your team’s
monitoring approach. It is also important to remember that
misinformation is still spread offline, as well as online.
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Response

Our response to disinformation and misinformation

must be rapid but considered, and founded on an
authoritative presentation of the facts. Our content must
also be engaging and accessible —despite the need to
respond rapidly, insight, creative guidelines and standard
publication best practice still apply and should not be
sacrificed for the sake of speed. Above all, we should
remember the citizens’ perspective—as disinformation
can be highly emotive and alarming (and intentionally so),
our message should be one of reassurance, not rebuttal.

Additional training for GCS
members is being launched in
Spring 2019.

While the tone of our response will have a significant
impact on its effectiveness, citizens will only hear our
message if we reach them in the first place. We will

not achieve this by attempting to remove weaponised
content or directly engaging with its creators, but tighter
messaging, search optimisation, paid targeting and the
co-ordinated use of multiple platforms, including our
own (such as GOV.UK), are all effective methods for
strengthening our voice. Despite the need for speed, it is
still important to comprehensively evaluate our response
to disinformation after the event to help inform and
improve future responses.

Pre-emption

While it is essential to monitor the media continuously, we can
go one step further by intelligently preparing for scenarios in
which disinformation is likely to be particularly disruptive. For
the unforeseen, such as emergency incidents, it is important
to have a response plan in place, while the predictability of
major political events allows us to anticipate social and media
activity and implement a strategy in advance.

With 74% of Twitter users turning to the platform as a news
source,’? it is increasingly important that we pre-empt the
spread of disinformation by ensuring our fact-based message
is highly visible and engaging from an early stage.

The Future?

As technology becomes increasingly sophisticated, the
challenges posed by disinformation and misinformation

are only likely to become more complex. As government
communicators we need to develop our practice accordingly
and continue to respond intelligently.
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CASE STUDY
“Deepfakes”

Disinformation combines with Al in so-called ‘deepfake’
videos. These merge a range of ‘real’ sources to create highly
convincing ‘fake’ content, using sophisticated software to
blend audio, source images and existing footage.

One of the most effective deepfakes was produced by actor
and director Jordan Peele in collaboration with BuzzFeed
CEO and co-founder Jonah Peretti. They used the free tool
‘FakeApp’ to amalgamate Barack Obama’s head with Peele’s
mouth and facial expressions, combined with an original
audio of Peele speaking (in a similar accent to Obama’s).
The resulting video appears to present the former president
discussing his concerns about disinformation and making
some unexpected comments, until it is revealed that Peele
himself is speaking and the footage of Obama has been
manipulated to match the script.

GCS CASE STUDY

RRU

In April 2018, the Cabinet Office launched the Rapid Response
Unit (RRU). The team operates across No10 and the Cabinet
Office, working to counter misinformation and disinformation,
and reclaim a fact-based public debate. Using a range of
cutting-edge tools, a central team of analysts, data scientists
and media and digital experts work round the clock to monitor
online breaking news stories and social media discussion.

The team produces topical email briefings, deep-dive reports
and live dashboards. This accurate, actionable and audience-
specific insight helps government understand the current
media environment and assess the effectiveness of their
public communications. Additionally, using the FACT model,
the unit can identify and work with departments to respond

to misinformation and disinformation quickly and intelligently.
This includes working closely with the National Security
Communications Team (NSCT) during times of crisis to ensure
official information is highly visible.

BuzzFeed produced the video to encourage its viewers to be
aware of disinformation, and published it alongside advice on
how to identify other deepfakes.”

e N =Rs)

A screenshot from the deepfake video showing genuine footage of Jordan Peele
alongside doctored footage of Barack Obama, manipulated to mimic Peele’s
expression and lip movement to match an original script delivered by Peele.

For example, during the military action in Syria, the team
worked continuously to identify misinformation, implementing
targeted digital communication activity to key audiences
where appropriate.

RRU analysts were the first to flag instances of misinformation
(such as Russian Foreign Minister Sergey Lavrov’s claim
about the origin of the nerve agent used in the Salisbury
poisoning) and highlighted the lack of prominence of HMG
information when people searched for Syria news.

£))]124249,

Rapid Response Unit



GCS FACT model

The Rapid Response Unit developed a “FACT” model to identify and respond to
misleading narratives and content appearing online. It consists of four steps:

Find

Constantly monitor online
news sources and publicly
available social media
posts to identify themes/
discussions/stories

that promote false and
misleading information
relating to HMG. This

may be misinformation or
disinformation.

Assess

Assess the scale of
engagement with the risk
identified and establish
whether it is appropriate
to respond to the content.
Flag to relevant press
offices and advisors, with
a recommended approach
to response. This is almost
never direct rebuttal.

Do | understand what misinformation and disinformation

are and what forms they take?

Is my team actively monitoring the whole media landscape

and prepared to respond?

Do | know how to use the FACT model to accurately

identify and intelligently respond to false stories?

Are we actively strengthening our team’s online voice and
social media presence on a daily basis?

Is our own content engaging, accurate and clear?

Create

Create appropriate content
with the aim of rebalancing
the narrative and promoting
official HMG information.
This may be a press office
line, a social media post, or
the creation of a new asset.

Rushing responses.

Target

Target content to ensure
HMG information is highly
visible and accessible to
the public.

Directly engaging with creators of false content.

Dismissing citizens’ concerns.
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As speech replaces fmgerhps advances
IN Al extend the scope of voice-
controlled intelligent personal assistants
(IPAs), providing new opportunities for
us to connect with citizens.



Technological developments continue to help us

travel further and faster, build bigger and better, and
experiment with greater accuracy and automation, but
the way we interpret and interact with information is
undergoing complete revolution. As a result, individuals,
institutions and infrastructures are more intertwined
with technology than ever before, and it is increasingly
difficult to isolate the human from the artificial.

2./M

UK homes already own at least
one Amazon Echo or Google
Home smart speaker device.'

These changes present an array of fresh
communication opportunities, allowing us to connect
with citizens in new places, at new times and in new
ways. This will enable government to engage the public
on a more personal level, tailoring our messages to
their specific needs and sharing important information
exactly when and where they want it.

The challenge for us as communicators is to blend
our activity across multiple channels effectively —not
just offline with online, and visual with audio, but now
screen-based technologies with interactive voice
platforms too.

Why itis important?

VUIs and IPAs are at the
leading-edge of wider change
in information technology.

The use of voice search
and smart devices is
rapidly increasing.

We need to ensure our
content remains highly
visible on all platforms.

Voice technology provides
new opportunities to engage
citizens and personalise

our communication for their
specific needs.
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Voice-user interfaces (VUIs) are no longer just an additional
feature for familial screen-based systems. The last decade
has seen the development of a growing number of

‘smart devices’ designed specifically to host increasingly
versatile virtual assistants, such as Amazon’s ‘Alexa’ and
Apple’s ‘Siri’, and these products are rapidly increasing in
popularity —UK smart speaker ownership doubled in the six
months from 2017 Q3 to 2018 Q1.2

As part of our strategy to help those with accessibility
requirements, content on GOV.UK is already designed
to be screen-reader friendly, but the rise in voice search
throughout the general population means we will soon

Optimising for voice search will ensure we remain visible and
accessible, but other advances in voice technology present fresh
opportunities for completely new connections. A wide variety of
smart devices are now used to answer questions, play music
and control household appliances, and the range of functions

need to ensure all the content we create is optimised for offered by IPAs will only increase. Aimost anyone can develop the

spoken, as well as typed, searches of all variety.

3%

of adults now use voice
technology on a weekly basis.®

This optimisation depends on consideration of two
factors: how users are likely to search by voice

and how these searches will be returned by voice
assistants. Compared to typed searches, voice
requests will be inherently more conversational and
natural, but also longer and more complex, so the
keywords or phrases we use should reflect this. As
search results will often be spoken rather than visually
presented on a screen, they should provide important
information simply and succinctly.

‘skills’ or ‘actions’ that sit on these platforms, opening up the use
of virtual channels to companies and communicators beyond the
tech firms that first introduced them.

‘Skills’ are the apps that sit
on Amazon’s Alexa virtual
assistant platform. ‘Actions’
are Google voice apps.

As a result, brands are reinventing their relationship with
consumers, and businesses are being founded on the
concept of voice apps alone. As government communicators,
developing our own voice applications will allow us to achieve
unique levels of interaction with citizens and more meaningful
engagement with the public. This will make the information
we share more accessible, and help us to personalise our
messages and campaigns for specific audiences—and these
audiences won'’t just be young: 33% of smart speaker owners
are over the age of 55.4
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CASE STUDY

ZYRTEC

Different people are affected by different allergens in different This tailored report doesn’t just allow users to predict

ways and at different times of years. Existing pollen forecasts symptoms and medicate accordingly—with time, the data and

can help sufferers, but these aren’t personalised and are often  algorithms behind the app allow it to determine which pollens

buried at the bottom of long weather forecasts. affect users and how, helping them understand their allergy on
a level not previously attainable.

To address these challenges, allergy medication brand

ZYRTEC developed an Alexa skill from their existing website When skills such as this work, they provide a frictionless
and mobile apps; “Your Daily AllergyCast’ combines pollen and essential service. However, delivering such a highly
counts, humidity, weather, wind-speed, time of year and personalised service does present significant challenges,
location to provide users with a unique forecast and personal and other brands have been less successful, failing to meet
‘Allergy Impact score’. customer expectations.

GCS CASE STUDY

PHE Breastfeeding Friend

In Spring 2018, Public Health England (PHE) launched the
Start4Life ‘Breastfeeding Friend’ Alexa skill to provide round-
the-clock advice and support to breastfeeding mothers. This
was in response to the results of PHE research, which found
that many mothers do not breastfeed their babies for as long
as is recommended, stopping because of challenges. Some
mothers are embarrassed to seek support in person, but
would be encouraged to continue breastfeeding if advice was
more widely available and accessible.®

The app features three main functions: a menu to explore
NHS-approved advice on a range of topics, general
breastfeeding tips, and the capacity to answer specific
questions based on those asked by thousands of new mums.®

The success of the skill lies in the fact it addresses a clear
user need and is carefully tailored for a well-defined audience.
It also has clear benefits over screen apps and websites,
providing instantly accessible and hands-free advice that is
perfectly suited to the home environment and breastfeeding
scenario. The ‘dialogue’ facilitated by a voice app also offers
a greater sense of support and empathy, while keeping

this ‘conversation’ clear, consistent and considered lends it
credibility and prevents it being invasive.




Do | understand the VUI environment?

Can we optimise our content for voice search?

Could we create a voice app to enhance our campaign,
improve our service or reach a new audience?

Does our voice strategy meet a clearly defined user need?

Have | tested existing voice apps to better understand the
user experience?

Catering only to young audiences—all generations are using
voice technology.

Stopping at voice search optimisation—smart devices offer
many more opportunities.

Simply replicating screen content—apps must be carefully
adapted for voice platforms.
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Advertising technology (‘ad tech’) is driving a sea-change

in how we buy and measure both online and traditional
media. This is leading to increasing levels of transparency for
advertisers, and offers them access to previously untapped
data sources that can more effectively tell the story of
advertising impact on our audiences.

As traditional media including radio, TV and outdoor
accelerates its transition to a more personalised model, in
particular through programmatic (i.e. the automated buying
and selling of advertising space), a joined-up view of media
performance for the advertiser across multiple channels can
start to emerge.

To fully capitalise on these new opportunities and ensure
government continues to be a leader in the industry, our new
£600 million four-year media buying contract, recently awarded
to Manning Géttlieb OMD, is underpinned by the principles of
value, transparency and safety rather than cost alone.

These principles also define HMG’s approach to ad tech and
the partners we choose to work with.

Programmatic
Advertising

The overarching term for

the software and tools that
help communicators target,
deliver and analyse their
digital advertising efforts.

Why itis important?

Advertising technology is improving
how we reach audiences across
multiple platforms.

Understanding the role of advertising
technology enables advertisers to
become smarter, better informed
clients for our agencies.

Smarter targeting based on
behaviours, interests and attitudes
can build a more relevant picture
of our audience.

Advertisers are gaining increased
transparency and access to data as
ad tech advances.

Advertising
Technology

Different types of analytics
and digital tools used in the
context of advertising.

Advances in ad tech offer opportunities to better understand our
audiences but also place more significant ethical responsibility
on advertisers. As GDPR and other e-privacy regulations

give people better control of their data, advertisers must use
information in more responsible and ethically appropriate ways.

In fact, these regulations, coupled with advances in ad

tech, offer new opportunities to use attitudinal, behavioural
and interest targeting to build a more realistic picture of our
audiences. Efficient targeting can help build more personalised
communication, while programmatic buying can help ensure it
reaches the desired audience.

Smarter segmentation has a critical role to play in keeping
government communications relevant. The last 20 years have
seen a fundamental shift in communication: messaging has
become ever more personalised.

When done well, personalisation avoids the kinds of clumsy
messaging that shows a person a pair of shoes they already
bought; when done badly it creates a feeling of pestering, and is
a primary factor behind more and more people using ad blocking
technology. Smarter programmatic buying must use behavioural
and interest targeting, not just contextual targeting.
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Government is already running campaigns that utilise
smarter targeting by using known and predictive signals to
match individuals’ requirements to the service office; this
targeting makes no assumptions about personas but builds
personalised paid media interventions.

Campaigns such as Think! and Change4Life have embraced
these techniques, using predictive models to analyse
outcomes based on an audience-led approach to targeting.

Redefining the Modern Marketer

With Chief Marketing Officers now regularly investing more in
technology than their Chief Technology Officer counterparts,
and clients taking a far more vested interest in their agencies’
ad tech, the modern marketers are equipping themselves with
a new set of core skills to operate in the data-driven world.

The GCS Accelerate programme is identifying these skills and
the accompanying culture change needed for communicators
across government to operate in this tech-first marketing
landscape. These are not brand new capabilities to replace
traditional marketing principles but will enable marketers to
apply those principles in new and innovative ways.

The challenge is identifying the skills that underpin the
understanding and use of technology as it continues to evolve
and best practice changes from one day to the next.
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Mastering Tech

As ad tech advances continue to evolve at an exponential
pace, harnessing the most robust technology and best
practices is vital to deal with brand safety, viewability and
ad fraud.

These collective issues require an industry-wide
collaborative approach to defeat. Government has been
regularly testing viewability and brand safety best practice
and new technology through the Engage Programme, in
collaboration with our media agency.

Spending taxpayers money also comes with added
responsibility, not only to deliver outcomes that save lives,
improve living standards and increase the reputation of the
UK, but also to be open and transparent about how those
outcomes are achieved.
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CASE STUDY
L’Oréal

Brands lead in innovative use of personalised data. In an
award-winning campaign, L'Oréal Paris used precision
targeting to reach potential customers from minority
ethnic groups.

Offering shades for ethnic skin tones, L'Oréal’s 23 ‘True
Match’ foundation shades provided highly desirable but
hard-to-find products for a specific audience. To effectively
target potential customers, L’Oréal first had to identify
their skin tone preference. To achieve this they created an
interactive campaign.

Partnering with 23 key beauty influencers, lifestyle bloggers
and brand ambassadors, ‘#YoursTruly’ was launched, with
a combined reach of 12 million people. Promotional videos
feature clips of each influencer discussing their struggle
to find a foundation that matched their skin tone, inviting
viewers and readers to click a link to ‘find your True Match’.

Those who clicked were redirected to a site, where their
engagement with longer-form influencer videos and other
content revealed their likely skin tone, allowing the company
to segment audiences based on their interest in specific
shades of foundation. This led to a 39% increase in sales
during the campaign period.

CASE STUDY
DfT Drink-Driving

In December 2017, the Department for Transport (DfT)
adopted a new data-driven strategy to deliver their annual
Christmas drink-driving campaign with significantly
improved success.

Statistics identified a clear target audience: young men aged
17-24 are the riskiest drivers and five times more likely to be
killed or seriously injured (KSI) than those aged 25 and over.
Analysis showed a plateauing of drink-driving deaths and a
reduction in the effectiveness of previous THINK! strategies:
the 2016 campaign generated only a 1-2% shift in attitudes.
Insight revealed a growing aversion to shock tactics and
graphic imagery, and highlighted the unrealised potential of
peer influence and relatable content.

"Oréal also won international awards and received
widespread praise for its focus on diversity.

DfT responded accordingly with a clear call to action—“A mate
doesn’t let a mate drink drive #matesmatter”—intelligently
delivered to the target audience through popular platforms,

at optimised times and with influencer involvement, achieving
impressive reach and engagement.

The campaign resulted in the most significant attitudinal shift
in over a decade: post-campaign, there was an 11% increase
in young men saying it was unacceptable to let a friend drive
after drinking.




How can | utilise ad tech for better cross-channel targeting
and measurement of my audiences?

How do | segment audiences taking into account their
attitudes and mindsets as well their online behaviours and
demographics?

How will learning and understanding more about ad tech
help me become a smarter client?

Is my audience targeting appropriate and in line with data
privacy regulations?

Confusing targets with outcomes—successful campaigns
require clear behavioural objectives at the outset and
regular reviews to assess whether these objectives are
likely to be achieved.

Over-estimating the power of segmentation, which is no
substitute for a compelling message—both are necessary
for a campaign to succeed.

Trying to understanding everything about ad tech—
ensuring you're focused on outcomes and audiences is
more vital for a campaign to succeed.
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The Fourth Industrial Revolution is distinctly different from previous
periods of rapid industrial change. It is defined not by technological
development, but the unprecedented and disruptive integration of
this digital innovation and information into our physical, social, and
even biological worlds. This is a revolution in communication, and
the rate of change is exponential.

The Fourth Industrial Revolution
“will fundamentally alter the way
we live, work and relate to one
another. In its scale, scope

and complexity [it is] unlike
anything humankind has
experienced before.”

Klaus Schwab,
Founder and Executive Chairman, World Economic Forum

The implications of this are uncertain, but the challenge is clear:
as well as adopting current trends in technology, we must also
prepare our workforce for a future of rapid and continuous
adaptation. To achieve this our organisation must transform.

Why it is important?

The Fourth Industrial Revolution
presents new opportunities, but these
will only be available to organisations
positioned to harness them.

It is no longer sufficient to
have a digital team—the entire
workforce must be tech-savvy.

As the rate of change in the
communications sector accelerates,
organisations must develop the
capacity to continuously change.

The success of any organisation
depends upon its people, so we
must make sure ours are equipped
and empowered to succeed in an
uncertain future.

All of us should maintain a broad awareness of the
technological environment, develop an understanding of

the implications for communications, and actively consider
emerging opportunities for government every day. Today’s
digital landscape includes programmatic advertising, search-
optimisation, Al, predictive insights, social listening and new
media platforms, but tomorrow’s will certainly be different. The
workforce challenge is defining what digital literacy and fluency
will mean when tomorrow comes.

From design labs to press offices, developing individual
analytical, technical and coding skills will certainly enhance
collective performance,? but our capacity for fast learning and
forward-thinking, adaptability and agility, will prove increasingly
valuable as the rate of change in the sector accelerates. Our
success will therefore depend on finely tuned soft skills.®



Expected emphasis on workforce skills as Al/robotics are integrated in the enterprise

Technical skills
Complex problem solving skills

Cognitive abilities

(6]

Process skills
Resource management skills
Social skills

Content skills
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Psychomotor abilities

Physical abilities
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n=11, 070
Source: Deloitte Global Human Capital Trends Survey, 2018

Chief among these is the ability to lead—to inspire innovation,
encourage collaboration and invite critical thinking. This applies
to everyone at all levels, not just senior managers—in such

a dynamic and fast-paced environment we are all leaders.
Indeed, mindset is as fundamental as skillset. Cultivating a
supportive culture of knowledge and resource sharing will
allow individuals to become highly specialised without limiting
the collective capability of teams as a whole, while growing
flexible structures and operating models will enable rapid
adaptation to change.

The best-performing companies are spending more on
learning than ever before, directly attributing their success to
staff development.* To position ourselves at the leading-edge,
government must do the same.

Comprehensive and intensive training will upskill practitioners in
new technologies and methodologies; forums and knowledge-
sharing provide regular exposure to leading practice at all

levels in our specific fields; and secondments enable hands-on
development in areas of expertise outside the traditional remit of
our roles. As roles become increasingly specialised, maintaining
this balance between generalism and specialism, and tailoring
professional development for different roles and grades, will be key.
Career pathways and capability frameworks help achieve this, but
must themselves evolve to keep pace with change. However, even
as automation changes skills requirements, career development
and training should maintain a human approach.
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Beyond upskilling existing talent, it is important to feed the
workforce pipeline for future success. Developments in Al have the
potential to radically disrupt our workforce, with recent research
suggesting that half of all jobs could be automated within the next
half century or even sooner.® In this new environment, analysts,
programmers, mathematicians and scientists can make an
increasingly significant contribution to any communications team,
from insight and evaluation to content creation.

Recruiters are changing not only whom they approach, but also
how they select them, filing positions that didn’t even exist ten
years ago with able applicants from less conventional occupational
and educational backgrounds, and reaping the rewards that result
from this diversity of experience. The Civil Service has already
started replacing its competencies-based framework with new
Success Profiles, assessing applicants against the hard and

soft skills, technical expertise and intellectual abilities that enable
success in this digital environment.

As well as leading our teams to adapt to the latest trends

in communications, we can also adopt the latest trends in
organisational management. Increasingly popular ‘black-box
thinking” empowers productivity and improvement by accepting
mistakes and diligently learning from them, and it is the ‘fail-
fast’” experimentation of numerous start-up companies that has
propelled them to unprecedented success.
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CASE STUDY

BBC

Introduced to make the BBC a simpler, more efficient place to Key to this development is digital upskilling — a third season
work, the BBC’s two-year simplification programme recently of digital training for all BBC staff has taken place, with over
reached completion.® The BBC has also introduced the Career 13,000 people having attended in the last three years.

Path Framework to have a clear career structure and simplify
job titles.

However, ongoing organisational restructuring continues to
improve efficiency and maintain a strong workforce across
the country - more than half of employees are now located
outside the M25, while BBC Three has begun the move
from London to Birmingham to establish a centre of digital
excellence there.

The corporation also places a strong emphasis on

developing its people, delivering training to all staff through

the BBC Academy. This learning is constantly updated to
track trends in both the media industry and training practice -
remote learning is available to offer flexibility, and last year 64%
of courses were completed online.

GCS CASE STUDY

Accelerate

The new GCS Accelerate programme is a world-first and Transformation will be achieved through seven hubs

hugely ambitious project to transform digital skills at all corresponding to the MCOM 2.0 pillars, from Media to

levels across the government communications profession. External Affairs. It will be delivered in a 70:20:10 (on the job /
Deliverables include: structured secondments, capability coaching / formal) learning ratio.

frameworks, learning modules and immersive training with
industry leaders.

The programme will enable all government communicators to:

S
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Think Feel Do

More critically about what digital Empowered to challenge Commit time, resource and energy
transformation means on an assumptions, identify knowledge to personal, team and corporate
individual, specialist, departmental gaps and drive innovation. improvement across the profession and
and industry level. increase the impact of communications.
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Future skills to master

How can | effectively apply these trends in communications to

projects | work on, and even use them to improve my personal @ @ Ag Il IJ[y
work methods? 1\ / rapid responses, agile

management and critical thinking
Am | proactively developing myself and my team every day?

How can | share my specialist knowledge and expertise with Behavioural Science
colleagues? @ using data to effect citizen

behaviour change
Is our resource need best met by upskilling current talent,
collaborating with other teams or rethinking team structures

and operating models? W\ \/, Context
/ our communications should
Which skills do | need to develop to prepare for the trends of be visual by default

tomorrow?

Thinking digital skills are only for digital specialists. . l l l l l I l l . I .
Outsourcing expertise that could be developed in-house. —_—

Forgetting the fundamentals — critical thinking, creativity and I I l . . l . . l l . . l
agility remain core skills for all communicators.
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The commumcahons sector is changlng at
an unprecedented pace, but one constant
remains: ethics.
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As organisations become increasingly connected

to individuals, individuals increasingly dependent on
technology, and technology increasingly artificial, the way
we live, work and play is radically changing. The legal and
practical implications of this disruption are significant, but
the answers are not always clear. Current developments
in communications technology and practice are thus the
focus of extensive debate.

Do platforms and publishers have a moral responsibility
to actively remove disinformation and misinformation from
their sites, or is such intervention unnecessary at best and
restrictive of free speech at worst? Is voice technology
offering innovative and convenient solutions to everyday
problems, or does it invade our privacy (or both, as

many smart device users feel)'? And is the role of Al in
the workforce an enormous boost for the economy and
efficiency, or hugely threatening to our livelihoods?

However, the topic at the centre of most communications
ethics debate is also at the core of most modern
communications: data.

Why itis important?

Ethics underpins every aspect of
communication practice, from data
to disinformation.

Many people do not understand
how their data is used.

Transparent data use
builds trust.

Ethics goes beyond the letter of
the law —the citizen perspective
is just as important.

Modern communications are primarily data-driven: we use
data to research and strategically plan our campaigns,
intelligently target and share our messages, and accurately
analyse and evaluate the effectiveness of our content. The
general public, however, remains unsure how or even if
their data is used —recent research found only 7% of the
population understand how companies use their data,

and almost half feel they do not understand at all.? As
communications become more complex, this number is
only increasing.?

Not only do people not understand when or where their
data is used, but they also do not understand why it is
used. It is unsurprising then that only a fraction of the
population trusts businesses to be transparent in their data
use.* Transparency is therefore the key to gaining trust—
dismissing concerns or providing half-hearted explanations
will win no friends, but the more organisations are open
about how and why we use data, the more willing the
public is to share it.

People are also more trusting if they can see a clear,
personal benefit to be gained from the use of their data,
as shown in the streaming-platform case study. We should
therefore ensure we are not only transparent about how
data is used, but also that there is a clear and justified use
in the first place. Presenting the positive benefits of data
use, as well as the legally-required detalils, is thus both
more transparent and an effective way to gain trust.



The General Data Protection Regulation (GDPR) came into
effect on 25 May 2018. Effective across the whole EU and
already adopted by many companies worldwide, it improves
the protection of personal data and increases people’s rights
to decide how their data is handled. As a result, organisations
must have a legitimate reason for collecting data, and

cannot keep it after it has been processed; equally, citizens
must actively provide consent for organisations to use their
personal data, and can request for it to be deleted.

Personal data is information that
relates to an identified or identifiable
individual.

The Department for Culture, Media & Sport (DCMS) Data
Ethics Framework provides guidance for the whole public
sector, helping government lead the way in appropriate,
transparent and accountable data use.® Inspired by the Civil
Service Code values of integrity, honesty, objectivity and
impartiality, the framework sets out seven clear principles
for responsible data use. These principles recognise the
increasing value of data science, not only in communications
but also policy design and general government operations.
They equip public servants with the knowledge and
understanding required to ethically harness innovations in
data science for the benefit of citizens.

On the horizon

Blockchain is expected to disrupt the way we use the internet,
offering the opportunity for increased data transparency,
security, accessibility, trading transparency, authenticity and

accountability. Businesses are just starting to innovate in this
area, but radical developments are likely in the next few years.

It is important to remember our overarching purpose of
public service. Our communication activities must therefore
not only deliver results, but must also deliver good value for
money. In addition, there must be a clear user need for all our
objectives and a clear public benefit from all our outcomes;
we should inform but not promote, and explain the complex
but not the obvious. All our activity should ensure the efficient
and effective running of government, and change or reinforce
public behaviours to support policy objectives. These
objectives should be delivered with maximum impact, but not
at any cost.
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CASE STUDY

In 2017, Spotify used subscriber data to run a marketing This example emphasises an important point: ethical
campaign based on the entertaining presentation of highly considerations do not stop at legal regulation. It is essential
specific user statistics.® For example, one print advert read: that we also seriously consider the citizens’ perspective and
“Take a page from the 3,445 people that streamed the critically assess if what we are trying to achieve directly serves
“Boozy Brunch” playlist on a Wednesday this year”. their user need.

The campaign was well received and widely regarded
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as amusing and entertaining. However, other streaming 3t Gt tne""e % P 1""‘?‘,:; ﬁ:‘,' o’
platforms have attempted similar strategies with less positive | ** cet s uP chi® f": nlt '" ro’ e
results, displaying messages that have been criticised as " cnat e H“:uppﬂ” 2 ¢ -
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Spotify was successful because it has steadily built user i . o ul""-
trust over time, and its campaign was unusual but not ,uﬂ“
out of character—subscribers are used to personalised .
recommendations and quirky ads from a platform that /
already feels friendly and familiar to them. The tone of f /
Spotify’s message reinforced this, while other platforms’ less - -
successful campaigns felt overly-personal and targeted, over- -

stepping social boundaries.

GDPR Principles

The General Data Protection Regulation (GDPR) sets out seven key principles.’

D R @& & & U

Lawfulness, Purpose Data Accuracy Storage Integrity and Accountability
fairness and limitation minimisation limitation confidentiality
transparency (security)

These principles should lie at the heart of your approach to processing personal data.
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Data Ethics Principles

+ + +

éhs ©
+*000 +

T =

Public Benefit Protect the Public Value for Money

What is the gap in public Abide by codes of practice, use only Ensure that the outcomes of any data
understanding or available the minimum data necessary to meet use not only benefit the public but
information you are trying to fill, the user need, and be transparent also deliver good value for money.
and is there a clear need to fill it? about how data is used.

Do | process or control personal data?

Do | know who my Data Protection Officer (DPO) is?

Do | understand how GDPR and data ethics principles apply to
my work?

Is there a clear purpose for the data we collect and are we
transparent about how we use it?

Are we using data to its full potential to harness the benefits for
citizens?

Overstepping the mark—don’t be too personal.

Being nervous—if used responsibly, data offers positive
opportunities.

Acting out of character—even if legal, citizens won’t respond
well to sudden changes in the way their data is used.
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Putting Progress Before Process

To successfully adapt to the latest trends in
communications we need to adopt the latest
methodologies in adaptability.

In a world where the only certainty is uncertainty, the best
people and skills for today’s digital environment are unlikely to
be the perfect fit for tomorrow’s. Thus the challenge we face
as a profession is not only to adapt to current developments,
but more importantly to establish behaviours, frameworks and
ways of working that allow us to continuously anticipate and
adapt to future change.

To achieve this, our organisation must be as reactive and
responsive as the individuals within it, developing structures
and strategies that encourage experimentation and
innovation. However, preparation for the next development
must not limit our optimisation for the current environment,
and we cannot afford for either planning or experimentation to
delay delivery or compromise the standards of our work.

The question, then, is how we simultaneously increase our
adaptability and accelerate our performance. One answer
is ‘Agile’.

‘Agile’ is designed to facilitate evolution with change while still
delivering maximum impact. It is not a single methodology
but an overarching approach - and one that is being applied
to every discipline in every sector, from where it began in
software development to fast-moving consumer goods
(FMCG) marketing management.

Fundamental to the effectiveness of Agile is an iterative and
incremental process: projects are approached with a broad
vision and progressed in small, quick steps (‘sprints’); plans
are amended as products are delivered; and results are not
instantly perfect but can be rapidly refined.

The Agile approach is founded
on four key principles:

P,
+O+
P

Individuals and interaction
over processes and tools.

Customer collaboration
over contract negotiation.

Responding to change
over following a rigid plan.

Prototyping over comprehensive
documentation.



Some brands, including Marks and Spencer (M&S) are already
applying Agile methods to their marketing and communications
functions." Unsurprisingly, there is no set procedure for
adopting the Agile approach, so we must be creative,
innovative and experimental if we are to embrace its principles.

At a communications planning level we should consider how
large-scale campaigns can be broken-down into smaller
tasks and tackled stepwise, led by a longer-term vision. This
may involve testing working objectives from an early stage,
using initial results to repeatedly analyse, evaluate and
adapt our message and strategy before a final campaign

is delivered to the public. By placing greater emphasis on
the project vision, this approach not only facilitates regular
adaptation, but also ensures that our ultimate aim does not
become distorted by inefficient processes.

The Engage Programme

Engage comprises four products:

0?1%:0

A ‘Knowledge
Hub’

(S ool
]

Campaign
dashboards

A cloud-based
‘Data Lake’

At a workforce level Agile encourages the formation of small,
highly specialised teams working in short-term stages with clear,
accountable roles. This structure empowers individual team
members, simplifies internal sign-off processes and simultaneously
allows for improved focus and increased collaboration.

The use of data should be integral to any Agile communications
approach, informing the initial insight of campaign strategies and
communications objectives, and providing the feedback that
allows for iterative improvement and development.

The GCS Engage programme, now in it second year, is both a
case study in the effective application of Agile to project delivery,
and itself a useful tool for Agile ways of working, developing tools
and platforms that encourage knowledge sharing and cross-
government coordination.

i

An interactive
‘Mapping Tool’

The programme is being developed through Agile teams and has started to deliver a suite of tools that will allow
communications to be driven by data and research, operate with greater effectiveness and efficiency, and return

better impact and value for money.
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Serving our Purpose

In all this change it is important to remember what we do,
why we do it, and how we can succeed at it.

Informing the public is vital, but to characterise communications
as little more than the dissemination of information both
underestimates the importance, and misunderstands the purpose,
of our profession.

The aim of most government campaigns is in fact more impactful
and complex — to actively encourage or change citizen behaviour.
Fundamentally, despite exponential changes, continuous
development and evolving practices in the sector, this core
communications aim remains constant. We must therefore ensure
that our response to recent and future developments always

and actively advances this aim. We have frameworks to help

us achieve this, but our strategies for reinforcing or changing
behaviour must themselves evolve with trends in communications.

To address this exact challenge, the Department for Work
and Pensions (DWP) Behavioural Science Team has worked
with GCS colleagues to produce the newly launched (October
2018) “Strategic communications: a behavioural approach”
toolkit, drawing extensively from comprehensive University
College London research. This new guide is designed for

use in conjunction with the GCS OASIS planning model to
improve the intelligence and effectiveness of our leading-edge
communication activities.

A ‘behaviour’ is an
observable action.

Stay SMART

All effective campaign activity begins with clear objectives.
These objectives must be focused on the specific behaviours
that will help realise policy objectives, and they should be
SMART: specific, measurable, achievable, relevant and
timely. Published in Summer 2018, the updated Evaluation
Framework 2.0 helps set quantitative and qualitative targets
for achieving these objectives.




Adopting a more Agile approach to communications,
objective-setting and audience insight should be concurrent,
stepwise processes. The OASIS guidelines already
encourage constant review and feedback loops between
the different elements of campaign planning, but the new
COM-B model takes this one step further by actively using
audience insight to shape and refine objectives and inform
the strategy for achieveing them.

The model outlines three requirements for behaviours to
happen, helping us to identify both the possible barriers that
must be overcome, and the potential behaviours that can
best deliver against policy objectives.

These three requirements for
behaviour are:

Capability
can your audience actually do
the behaviour?

Opportunity
does your audience’s environment
allow the behaviour to happen?

Motivation

does your audience want to do
the behaviour at all?

Derived from extensive research, COM-B it is a simple
and effective way to directly apply the basic principles
of behaviour science to communications strategy.

The EAST framework facilitates effective Easy - make the behaviour as simple and achievable as possible.
strategy and implementation, simplifying

complex science into straightforward Attractive - ensure your audience has a reason for doing the behaviour.
guidelines:

Social - collective involvement can increase individual commitment.

Timely — consider how you can time your campaign to have the greatest impact.
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What Next?

In this report we have presented an overview of the top five current
communications trends, suggesting prompts and sharing essential
guidance to help you apply them to your work; however, it is up to you
and your team to learn more about areas are of relevance and interest.

GCS colleagues are a valuable resource for knowledge and ideas, so I
reach out for advice and share your own learning in return. Basecamp
is a great way to collaborate online. Do specialist colleagues have a
Basecamp group? If not, could you set one up?

To give you a head start, we have provided some suggestions for
further reading below.

Introduction
® The GCS Handbook is available on the GCS website.

® The 2015 report is available on the GCS website: ‘7 trends in
leading-edge communications’.

Trend 1 - Next Generation Fakery Trend 5 - A Question of Ethics

® RRU: Alex Aiken introduced the RRU on the GCS News website. ® GDPR Guidelines: can be found at the Information

® MMU: Please get in touch to subscribe to their services. Commissioner's Office (ICO) website.

® Data Ethics Framework: the full document is available on

® Disinformation: the DCMS Committee Interim Report on
GOV.UK.

Disinformation is available on the Parliament website.

Trend 2 - “Hey Sir, Who's Alexa?” Applying the Trends

® Agile: the APM (Association for Project Management)

@ VUIs: More information on ‘Alexa Skills” and ‘Actions on Google’ i ) .
provides various online resources.

can be found on their respective websites.
® Agile: McKinsey & Company has published a
comprehensive online guide.

Trend 3 - Super-charged Segmentation
® Behaviour Science: Professor Susan Michie and her

team’s full research behind the behaviour change wheel
can be found online.

® Industry Body, ISBA: blogs and video guides on targeting
available on their website.

® GCS Frameworks: details of OASIS, COM-B, EAST

Trend 4 - Disrupting the Disruptors and the new ‘Strategic communications: a behaviour
® Accelerate: Alex Aiken introduced the programme in a blog post approach’ can be found on the GCS website.
on the GCS website.
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Introduction

The Russian military build-up along the Ukrainian
borders' is being accompanied by an information
offensive. This Working Paper analyzes the infor-
mation flow around the undeclared Russian war
in Ukraine, and its evolution in the second half of
2021.

Firstly, the “public diplomacy” element, namely
the public statements by high-level representatives
of the Russian government, will be examined.

Secondly, the paper will consider whether there

is any quantitative data showing anincrease in
Russian information activities targeting Ukraine,
and how the tone of the messaging has changed.
Finally, the narratives of these information activi-
ties, that is, what the Russian channels are actually
saying, will be examined.

1 Michael Sheldon, ‘Russia Continues to Expand Military Presence near Ukraine Border, medium.com/dfrlab, 17 December 2021, https://medium.com/
dfrlab/russia-continues-to-expand-military-presence-near-ukraine-border-c2d527f58052. [Unless otherwise indicated, all links were last accessed on

18 January 2022.]



The decision-makers’ instructions

Ukraine has been the prime target of the Kremlin's
disinformation ecosystem ever since the Maidan
revolution in 2013,2 and hence it is not easy to
pinpoint the moment when the Russian authorities
increased their information pressure against the
country since then. But it seems that a new and
stronger wave of information aggression began
with Vladimir Putin’s article On the Historical Unity
of Russians and Ukrainians in July 2021.% In his arti-
cle, the Russian President claims that independent
Ukraine is an “anti-Russia project” constructed
by “Western authors”; and that “the formation
of an ethnically pure Ukrainian state, aggressive
towards Russia, is comparable in its consequences
to the use of weapons of mass destruction against
us”. Putin also blames the Kyiv authorities for the
“civil war” (in fact Russia’s war against Ukraine) and
the 13,000 victims - people who have fallen as a
result of Russia’s aggression against Ukraine.*
After a few calmer months, the full campaign
began in October with another attack by a high-
level speaker, former President Dmitry Medvedev.?
Medvedev, currently Deputy Chair of Russia’s
Security Council, denounced the leadership of
Ukraine as “vassals” with which Moscow should
not negotiate at all; and, using crude language,
he reiterated the claims about Ukraine’s depend-
ence on the West, and the US in particular. The
Kremlin later said that “MedvedeV’s article

‘runs in unison’ with Russia’s view of the current
Ukrainian government”?

The Deputy Chair of the Russian State Duma
and previously a prominent propagandist for
Channel One, Pyotr Tolstoy, lashed out against
Ukraine in a similarly aggressive fashion a few
days later. “There has been no Ukraine for a long
time! Donetsk and Lugansk are Russian. And all
of Ukraine will be a part of Russia, there will be no
Ukraine,” Tolstoy said on NTV.”

Also in October, Putin strengthened the
anti-Western messaging when he said that NATO
is already active in Ukraine, which he alleges is
creating a threat for Russia®

In a November speech for Russia’s diplomats,
Putin claimed that the West is “exacerbating the
situation” by providing Kyiv with weapons and con-
ducting provocative military exercises. The Rus-
sian leader also talked about the West constantly
crossing Russia’s “red lines” and about the “NATO
expansion eastward”, which he again portrayed
as athreat to Russia. “Mr Lavroy, it is imperative
to push for serious long-term guarantees that
ensure Russia’s security in this area””

Two days later, Vladislav Surkov, the Kremlin's
éminence grise, who used to be responsible for
Ukraine and Donbas in particular, published an
article in which he claimed that constant expansion
is “existential” for Russia. “Russia will continue to

2 EUvsDisinfo, The Kremlin's Main Target of Disinformation...., euvsdisinfo.eu, 16 December 2021, https://euvsdisinfo.eu/the-kremlins-main-tar-

get-of-disinformation/.

3 Vladimir Putin, On the Historical Unity of Russians and Ukrainians, kremlin.ru, 2021, http://en.kremlin.ru/events/president/news/66181.

4 In December, a Russian court confirmed what Ukrainians have been saying for years, and what Russia kept denying against all evidence — that there
are Russian soldiers fighting in Ukraine: Ukrinform, ‘Russian Court Inadvertently Acknowledges Russia’s Military Presence in Occupied Donbas -
Journalist’, ukrinform.net, 16 December 2021, https.//www.ukrinform.net/rubric-polytics/3370089-russian-court-inadvertently-acknowledges-rus-
sian-military-presence-in-occupied-donbas-journalist.ntml. For further debunking of the claim that Russia is not part of the conflict in Ukraine, see e.g.
EUvsDisinfo, ‘Disinfo: Russia Is a Victim of Anti-Russian Rhetoric and It Is Not a Threat to Ukraine, euvsdisinfo.eu, 2021, https://euvsdisinfo.eu/report/
russia-is-a-victim-of-anti-russian-rhetoric-and-it-is-not-a-threat-to-ukraine.

5 Measenes, Imutpuii, Tlouemy beccmbicnenHsl KoHTakTsl C HbiHewHm Ykpavtckium Pykosoacteom’ ['Why contacts with the current Ukrainian leadership
are meaningless’], kommersant.ru, 11 October 2021, https://www.kommersant.ru/doc/5028300?from=glavnoe_1#id2123318.

6 The Moscow Times, ‘Russia Shouldn’t Negotiate with “Vassal” Ukraine, Ex-President Medvedev Says’, themoscowtimes.com, 11 October 2021,
https://www.themoscowtimes.com/2021/10/11/russia-shouldnt-negotiate-with-vassal-ukraine-ex-president-medvedev-says-a75263.

7 Ukraine Today, ‘New Hysteria: Deputy Speaker of the State Duma of the Russian Federation Noted an Absurd Statement About Ukraine, ukrainetoday.
org, 19 October 2021, https://ukrainetoday.org/2021/10/19/new-hysteria-deputy-speaker-of-the-state-duma-of-the-russian-federation-noted-an-ab-
surd-statement-about-ukraine-video/.

8 TASS, ‘Putin Speaks on Foreign Agents, His Achievements, Taliban at Valdai Club Session), tass.com, 22 October 2021, https://tass.com/poli-
tics/1352767.

9 Vladimir Putin, Speech at the Expanded Meeting of the Foreign Ministry Board, kremlin.ru, 2021, http://en.kremlin.ru/events/president/news/67123.




expand not because it is good or bad, but because
it is physics.*®

Days later, the Russian external intelligence
service, SVR, accused the US of provoking an
escalation in Ukraine, claiming that the widely
reported news about Russia’s military build-up was
an absolute lie. Even more worryingly, the Foreign
Intelligence Service likened the situation in Ukraine
to the situation in Georgia in 2008, namely before
another Russian invasion of a sovereign country.*!

November ended with Putin issuing another
threat. He once again complained about NATO
and claimed that the missile defence system in
Poland and Romania posed a threat for Russia.
Should a similar system appear in Ukraine, Russia
would see it as crossing a “red line” and would be
forced to act.’ As the last NATO diplomat posted
to Moscow, Robert Pszczel, summarized, Moscow
essentially announced that they wanted to deprive
Ukraine of the right to self-defence.*

At the beginning of December, Putin announced
that Russia would seek “reliable and long-term
security guarantees” from NATO not to expand
eastwards, and not to deploy weapons near
Russia.*

Putin also made use of the old Russophobia
myth,’ claiming that “Russophobiais a first step
towards genocide”, adding that what is happening
in Donbas “certainly looks like genocide”¢ The
Ukrainian anti-disinformation project StopFake

later deconstructed this accusation, showing that
Russia was actually responsible for the humanitar-
ian catastrophe that had reduced the populationin
Donbas by 50%."

In mid-December, Deputy Foreign Minister Ser-
gei Ryabkov threatened that if NATO did not meet
Russia’s demands to guarantee an end to eastward
expansion, the response would be a military one.'®

After months of building up tensions, Moscow
announced Russia’s demands in the third week of
December: apart from non-expansion of NATO
eastwards, the Kremlin also wants to ban NATO
from deploying troops to eastern NATO countries
like Poland, the Czech Republic or the Baltic repub-
lics.® In a highly cynical statement, Deputy Foreign
Minister Ryabkov rejected the idea that Russia
should provide any guarantees in return, claiming
that Russia had already provided full guarantees
towards Ukraine in the 1994 Budapest Memoran-
dum.?® In this memorandum, Moscow promised to
respect Ukraine’s territorial integrity and not to
use force against the country; Russia has been in
violation of this agreement since 2014.

In the run-up to Christmas, the escalation
continued. On 21 December, Minister of Defence
Sergei Shoygu claimed that “US mercenaries were
preparing Ukrainian special forces and radical
armed groups for ‘active hostilities’ in eastern
Ukraine, and had delivered ‘an unidentified
chemical component’ to the region ‘to commit

10 Cypkos, Bnagucnas, ‘Kyaa [lenca Xaoc? Pacnakoska CtabunsHoctv’ ['Where has the chaos gone? Unpacking Stability’], actualcomment.ru, 20 November
2021, https://actualcomment.ru/kuda-delsya-khaos-raspakovka-stabilnosti-2111201336.html.

11 ‘CBPm Cuwa lMposoumpyiotr ObocTperme Ha Boctoke YkpauHsbl' ['USA provokes aggression in East Ukraine’], svr.gov.ru, 2021, http://www.svr.gov.ru/

smi/2021/11/ssha-provotsiruyut-obostrenie-na-vostoke-ukrainy.htm.

12 Vladimir Soldatkin and Andrew Osborn, ‘Putin Warns Russia Will Act If Nato Crosses Its Red Lines in Ukraine, reuters.com, 30 November 2021,
https://www.reuters.com/markets/stocks/putin-warns-russia-will-act-if-nato-crosses-its-red-lines-ukraine-2021-11-30/.

13 Robert Pszczel, There We Go Again - Moscow Wants to Abrogate Art. 51 of the UN Charter - the Right of Self-Defence - for #Ukraine. What Next:
A Demand That Neighbouring Countries Apply to Join the Russian Federation - or Else? These Threats to Ukraine and #Nato Are Reaching Unheard of
Levels’, Twitter, 30 November 2021, https://twitter.com/RobertPszczel/status/1465671851145891847.

14 VOA, ‘Putin Demands Nato Guarantees Not to Expand Eastward’, voanews.com, 1 December 2021, https.//www.yoanews.com/a/putin-demands-na-

to-guarantees-not-to-expand-eastward-/6336106.html.

15 EuvsDisinfo, The “Russophobia” Myth: Appealing to the Lowest Feelings’ euvsdisinfo.eu, 4 July 2017, https://euvsdisinfo.eu/the-russophobia-myth-ap-

pealing-to-the-lowest-feelings/.

16 BBC, ‘Russia Ukraine: Putin Compares Donbas War Zone to Genocide’, bbc.com, 10 December 2021, https://www.bbc.com/news/world-eu-

rope-59599066.

17 Oleksandr Zamkovoi, ‘Putin Claims Genocide Is Happening in Donbas. But Real Devastation Comes from Russian Occupiers), stopfake.org,
11 December 2021, https://www.stopfake.org/en/putin-claims-genocide-is-happening-in-donbas-but-real-devastation-comes-from-russian-occupiers/.

Similarly, the US Embassy in Kyiv: U.S. Embassy Kyiv, ‘False Accusations of Genocide Are Dangerous and Irresponsible. Russia’s Proxy Authorities in
Occupied Donbas Have Committed Human Rights Abuses, lllegally Imprisoned Ukrainian Citizens, Suppressed Free Speech and Forced Ukrainians to Take
Russian Passports, Twitter, 13 December 2021, https://twitter.com/USEmbassyKyiv/status/1470309765205176321.

18 The Moscow Times, ‘Russia Threatens “Military Response” to Nato Expansion, themoscowtimes.com, 13 December 2021, https.//www.themoscowtimes.
com/2021/12/13/russia-threatens-military-response-to-nato-expansion-a75800.

19 Samantha Berkhead and Pjotr Sauer, ‘Russia Issues Demands to Limit Nato's Influence in Post-Soviet Space, Eastern Europe, themoscowtimes.com,
20 December 2021, https://www.themoscowtimes.com/2021/12/17/russia-issues-demands-to-limit-natos-influence-in-post-soviet-space-eastern-eu-

rope-a/5857.

20 Interfax.ru, ‘B Mua Pd Counv HeymectHbimu Tpebosatua Cua O “Hekmx MeponpusTuax” Ha Ee Tepputopun’ [The Russian Foreign Ministry considered
inappropriate US demands for “certain events” on its territory], interfax.ru, 18 December 2021, https.//www.interfax.ru/russia/810178.
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provocations™?! As highlighted by Eliot Higgins
from the investigative group Bellingcat,? the
Kremlin is simply recycling the same disinforma-
tion campaign that they conducted in Syria.?®

By the end of December, the Russian MFA
stated that Kyiv was planning to kill innocent
Ukrainians with NATO weapons.?*

To sum up, the Kremlin tried to spread the
following messages to strengthen the “besieged
fortress” syndrome, and justify any future aggres-
sion as merely a defensive, reactive measure.

e That the victim of Russian aggression
(i.e. Ukraine) is actually the aggressor.

e That Russiais in conflict with the collective
West / NATO / US, who are just using Ukraine
as an anti-Russian project.

e Thatitis NATO, a defensive alliance, that is
threatening Russia with invasion, and not Russia
(which, according to some statements, is not
building up its military presence along the
Ukrainian border at all but, if it is, it is only
a defensive measure).

21 David M. Herszenhorn, ‘Russia Claims Us Mercenaries Plan Chemical Attack in Ukraine’ politico.eu, 21 December 2021, https://www.politico.eu/

article/russia-us-mercenaries-plan-chemical-attack-ukraine/.

22 Eliot Higgins, ‘So Lazy They're Recycling Lies They Used in Syria’, Twitter, 21 December 2021, https://twitter.com/EliotHiggins/sta-

tus/1473253344374407170.

23 Bellingcat Investigation Team, ‘Chemical Weapons and Absurdity: The Disinformation Campaign against the White Helmets’, bellingcat.com,
18 December 2018, https://www.bellingcat.com/news/mena/2018/12/18/chemical-weapons-and-absurdity-the-disinformation-cam-

paign-against-the-white-helmets/.

24 PUA HosocTu, ‘Knes byaet PacctpenvisaTs MupHoe Hacenenwe V13 Opyxus Hato, 3assuna 3axaposa’ ['Kiev will shoot civilians with NATO weapons,
Zakharova said’] ria.ru, 30 December 2021, https:/ria.ru/20211230/ukraina-1766159130.html.




The extent and tone of Russian

information activities

According to a source from the US administration
quoted by the Washington Post at the beginning

of December, the Russian media and proxies had
started spreading content denigrating Ukraine
and NATO to pin the blame for a potential military
escalation on Ukraine in the previous month.?° The
Ukrainian anti-disinformation project StopFake
arrived at a similar conclusion: “Russian propagan-
dists have intensified the ‘militarization of Ukraine’
narrative particularly since the end of October”
Despite this, it is not easy to find publicly available
evidence that would indicate a conclusive quan-
titative increase in the Russian disinformation
campaign.

KPU3KC

The EU’s EUvsDisinfo project maintains the only
publicly available database of pro-Kremlin disin-
formation messages.?” But the database is more
indicative than exhaustive, as it monitors some of
the main channels of disinformation, but not all of
them. Surprisingly, the number of mentions of the
word “Ukraine” decreased in recent months - from
142 mentions in June 2021, to just 47 in Novem-
ber. Likewise, the search for the words “war” and
‘conflict” did not show any significant increase.
The Ukrainian Texty project runs an algorithmic
monitoring of Russian websites.?® Here, the search
for some of the keywords already showed a sharp
increase during the last two months or so of 2021:

+~— HATONOBHY

Bucoma cmoBnyuxa nokasye % mamepiania 3 2pynu calmis 3a deHs,

AKI MICMAME NOLWYKOBUL 3anum «Kpusuc»

30% Ve Poc3MI ana YHpaiHW, MaHinynATHeHI

30% Mposigxi pocifceki calitk, Boi maTepiann
D6panul nepiod: 01.01.21 — 26,12.21

bt il

MONITORING OF THE WORD “KPU3UC” (CRISIS) DURING THE PERIOD 1.1.2021-26.12.2021.
Sources: Russian channels for Ukraine (pink) and Major Russian websites (3rey).The percentage indicates how many materials from a given
group of sources spread the given keyword per day.

25 Shane Harris and Paul Sonne, ‘Russia Planning Massive Military Offensive against Ukraine Involving 175,000 Troops, U.S. Intelligence Warns',
washingtonpost.com, 3 December 2021, https://www.washingtonpost.com/national-security/russia-ukraine-
invasion/2021/12/03/98a3760e-546b-11ec-8769-2f4ecdf7a2ad_story.html.

26 Oksana Polulakh, ‘Kyiv Attacks, the West Incites: Russian Propagandists on the Donbas Escalation’, stopfake.org, 2 December 2021,
https://www.stopfake.org/en/kyiv-attacks-the-west-incites-russian-propagandists-on-the-donbas-escalation/.

27 See https://euvsdisinfo.eu/disinformation-cases/.

28 For details about Texty’s methodology, see https://topic-radar.texty.org/#/.
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BTOPXEHMWE

+~ HA FONOBHY

Bucoma cmoBnyuka nokasye % mamepiania 3 epynu calmis 3a deHs,

AKI MicmAME NoLLYyKoBUL 3anum «BMOopPWEHUED

%% ~PoC3MI AnA Yupainu, MaHinynaTUBHI

ufrlu« i ’%H‘ ﬂﬂ"'ﬁ“-“ﬁf‘!‘!‘rﬁr'“ﬂﬂ1"!*1‘5#*"""#

3500 Mpaeigni pocifcexi caiimy, BCi MaTepiany
OBpanud nepiod: 01.01.21 — 25.12.21

MONITORING OF THE WORD “BTOPXEHMUE” (INVASION) DURING THE PERIOD 1.1.2021-26.12.2021.
Sources: Russian channels for Ukraine (pink) and Major Russian websites (grey).The percentage indicates how many materials from

a given group of sources spread the given keyword per day.

In Texty’s monitoring, there was also a significant
increase in the recent period when searching

for “red lines” or “escalation”. On the other hand,
searches for “war”, “provocation”, or “Donbas”
returned similar results throughout the whole of
2021. The search for “escalation” showed a higher
increase during the time of the spring military
build-up, and less so in the final weeks of the
year; the search for “aggression” revealed a minor
increase during the last weeks of 2021, similar to
that in spring.

The Czech company Semantic Visions monitors
big data on the internet. According to their analysis
of 19 million items with Russia’s “ru” domain, the
negative sentiment in the Russian media culmi-
nated at the beginning of December and has been
on the decrease since then.?”

Moving from traditional media to social media,
Mythos Labs focused on analyzing the data related
to Russian military activity on Twitter.>® One of

their findings pointed to a dramatic increase

in activity: “Accounts spreading pro-Russian dis-
information/propaganda tweeted about Ukraine
213 times a day on average in November, com-
pared to just 6 times a day in the period between
January and November. This represents a 3,334%
increase in daily activity.” Despite the impressive
number, it is important to bear in mind that the
dataset is relatively small: 58 accounts identified
as a coordinated network spreading pro-Russian
disinformation.

The next question is whether the level of hos-
tility has increased in the Kremlin's disinformation
ecosystem. Although the answers might be subjec-
tive, they seem to run in unison.

Apart from the dashboard shown above, Texty
also produces regular disinformation monitoring.*
“The tone clearly changed. It got more aggressive
and much more focused on the military conflict
and US, NATQO,” says Peter Bodner from Texty

29 Marc Champion, ‘Russia’s State Media Is Curbing Its Hostile Coverage of Ukraine, bloomberg.com, 10 January 2022, https://www.bloomberg.com/
news/articles/2022-01-10/russia-s-state-media-is-curbing-its-hostile-coverage-of-ukraine.

30 For the whole report and further reading e.g. on the methodology, see Mythos Labs, ‘Analyzing Twitter Disinformation/Propaganda Related to Russian
Aggression against Ukraine, mythoslabs.org, 9 December 2021, https://mythoslabs.org/wp-content/uploads/2021/12/Analyzing-Twitter-Disinforma-

tion-Propaganda-Related-to-Russian-Aggression-Against-Ukraine.pdf.

31 See e.g. Texty, ‘Presidential Talks and Attacks on Zelensky. Disinformation Monitor #109, texty.org.ua, 17 December 2021, https://texty.org.ua/arti-

cles/105167/disinfomonitoring-109-eng/.




about a qualitative change in the recent pro-Kremlin
disinformation.®

Yevhen Fedchenko from StopFake concurs:
“The level of attention in Russian media towards
Ukraine has definitely increased. And it is not just
the quantity of time in the TV shows, but also
the quality - the speakers on Russian TV are not
talking just about invading Donbas or invading the
whole of Ukraine, but it is already also Europe, and
Ukraine is just the starting point.*3

Quotations from popular Russian TV shows
seem to confirm this evaluation. “[W]hy should we
stop at Ukraine? Why not solve all of our problems
at once?. [Russian TV propagandist Vladimir] Solo-
viev argued that since it's unlikely that the major
world powers would resort to nuclear war, Russia
can move forward with achieving its objectives
undeterred: ‘If we have to end up behind the

32 Inaninterview with the author of this paper.
33 Inaninterview with the author of this paper.

[ron Curtain, why not collect some more lands
and peoples first?” wrote Julia Davis at the end of
November, a journalist who regularly covers the
main Russian TV shows.®* A month later, she found
that the already aggressive rhetoric had escalated
even further: “Russian state TV is increasingly hys-
terical in its forecasts of an upcoming war, warning
domestic audiences that the conflict could even
become nuclear.®

Some sources show that the amount of con-
tent targeting Ukraine increased, while in other
sources, it is hard to find conclusive evidence.
According to the monitoring by Semantic Visions,
the volume of negative messages peaked at the
beginning of December and has been decreasing
since then. As for the tone of the messages,
it seems that the level of hostility has increased
since autumn.

34 Julia Davis, The Russian Public Is Being Primed for Another of Putin’'s Wars', thedailybeast.com, 24 November 2021, https://www.thedailybeast.com/

will-putin-invade-ukraine-russians-are-being-told-to-get-used-to-the-idea.

35 Julia Davis, ‘Russian Citizens Are Now Being Prepped for Nuclear War’, thedailybeast.com, 21 December 2021, https://www.thedailybeast.com/rus-

sian-citizens-are-now-being-prepped-for-nuclear-war.
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The narratives of

pro-Kremlin disinformation

Having looked at the quantity and tone of the mes-
sages in the pro-Kremlin disinformation ecosys-
tem, this paper will now examine the content of the
messaging. The analysis aims to find out whether
the messaging of the “media” controlled and influ-
enced by the Kremlin mirrors the messaging of the
official Kremlin representatives described above.

The Ukrainian Detektor Media project ana-
lyzed 70,000 posts on various social media.?® They
found that the pro-Kremlin sources diverged from
the military narratives towards messaging about
domestic unrest and Ukraine’s internal difficulties.
They also identified that in the world of pro-Krem-
lin media, it is not just Ukraine, but rather the col-
lective West that is provoking Russia, constantly
pushing the narrative about external governance
over Ukraine. Another line of messaging tried to
discredit Ukraine’s efforts to counter the Kremlin’'s
aggression in the country.

The aforementioned Mythos Labs identified the
following key narratives:

1) The US'is pressuring Ukraine to launch an
offensive in Donbas.

2) Ukraine is acting aggressively and is preparing
a military offensive.

3) Ukraine is committing war crimes against
civilians in Donbas.

4) NATO expansion poses a threat to Russia,
and joining NATO would be a mistake for
Ukraine.®”

The EU’s monitoring found similar narratives in
the ecosystem of traditional media: they denied
the existence of military deployments, but if there
were any deployments, this was due to aggression
from Ukraine / US / NATO, and because Russia is
encircled by hostile forces.®®

Oleksandra Tsekhanovska® of the Ukraine Cri-
sis Media Center# arrived at similar conclusions.
“According to our manual monitoring, with regard
to the escalation and possible intervention, there
are several key narratives:

1) Ukraine is an aggressor state and is preparing
to launch an offensive operation.

2) NATO is pushing Ukraine towards escalation
(as it views Ukraine as an anti-Russian political
project).

3) Western partners will abandon Ukraine and
it will not be able to stand up to Russia.

Most of these narratives are in line with the mes-
saging of the politicians and other Russian repre-
sentatives described in the first part of this paper.

36 On the methodology and the full study, see llyuk, Ksenia, ‘Will There Be a Russian Offensive? Analysis of the Kremlin's Tactics in the Ukrainian Segment
of Social Media’, detector.media, 15 December 2021, https://detector.media/monitoring/article/194825/2021-12-15-will-there-be-a-russian-offensive-

analysis-of-the-kremlins-tactics-in-the-ukrainian-segment-of-social-media/.

37 Mythos Labs, Ana\yzmg Twitter D\smformaﬂom/Propaganda Related to RuSS|an Aggre55|0n against Ukraine, mythos labs. org 9 December 2021,
bs. - da-

38 EUvsDisinfo, ‘Behind the Smokescreen of Kremlin Lies Lurk the Russian Military Deployments’, euvsdisinfo.eu, 9 December 2021, https://euvsdisinfo.
eu/behind-the-smokescreen-of-kremlin-lies-lurk-the-russian-military-deployments/.

39 In aninterview with the author of this paper.
40 See https://uacrisis.org/en/.



Conclusion

At the time of writing, it is not possible to state
with any confidence whether or not a renewed
Russian invasion of Ukraine is going to happen.*!
However, a few observations can be made:

e The messaging of the highest Kremlin rep-
resentatives and of the Russian “media” seems
to runin unison. After the “opening shot” in the
shape of Putin’s article in July, the level of
hostility and aggression in the pro-Kremlin
disinformation universe increased sharply after
the end of October / beginning of November,
both in the “public diplomacy” domain and in the
“media” landscape. The accumulation of state-
ments by the highest Russian authorities, and
the fact that they seem to serve the same
strategic purpose, just like the key narratives
in the media, also seems to indicate that there
is at least some level of organization vis-a-vis
the current communication campaign.

e The content of the messages aims to shape the
information environment in a way that portrays
Russia as a victim of the aggressive West / US /
NATO, where Ukraine is just being used as a
tool against Russia. It appears that at least in
Russia, this message finds fertile ground: 39%
of Russians see the probability of a war between
Russia and Ukraine as either very high or
certain; and 50% blame the US and NATO allies
for the escalation, not the country that is
actually amassing thousands of soldiers on the
border.4?

e Although the campaign started out by targeting
Ukraine, it soon became clear both in the
“media” ecosystem and in the “public diplomacy”
statements that the Kremlin's aim is more gran-
diose and concerns the whole security order in

the Euro-Atlantic space. Thus, it is in fact Russia
that is using Ukraine and the aggression against
Ukrainians as a tool for other goals.

In drawing these conclusions, it should be noted
that there is a lot we do not know. Future research
could usefully address three gaps in our knowl-
edge, specifically:

e Despite the gravity of the situation and despite
years of expert warnings that we need better
data on disinformation campaigns,*® it is not
very easy to find publicly available material that
would provide irrefutable and conclusive evi-
dence about the waves of pro-Kremlin disin-
formation. It would be highly useful to know, for
example, how the amount of airtime devoted to
Ukraine or to the conflict with the West evolved
on the major Russian TV shows; or how the
number of mentions of certain keywords
evolved in the whole pro-Russian disinformation
ecosystem, not just in some segments of it.

e |t would also be useful to see data (e.g. regular
polls on the shifts in public opinion) showing the
effect of the Kremlin's messaging on audiences
in the Euro-Atlantic space, to be able to find out
how many people buy into the Kremlin’s mes-
saging portraying Russia as a victim of the
aggressive West.

e |tisnoteasy todraw an unambiguous conclu-
sion about the purpose of these disinformation
campaigns. Similarly close attention was already
being paid towards Ukraine by the pro-Kremlin
information ecosystem in the spring, and it was
not followed by more significant activities in
the kinetic domain - but that does not mean
that it will also be the case with the current

41 Anton Troianovski, ‘Putin’s Next Move on Ukraine Is a Mystery. Just the Way He Likes It) nytimes.com, 11 January 2022, https://www.nytimes.

com/2022/01/11/world/europe/putin-ukraine-russia.html.

42 Nesapa-LleHTp, ‘O6ocTperme B [lon6acce’ [Aggravation in Donbas’], 14 December 2021, https://www.levada.ru/2021/12/14/obostrenie-v-donbasse/.
43 Jakub Kalensky and Roland Freudenstein, The EU’s Action Plan against Disinformation: Good First Step, Now We Need a Follow-Up, disinfoportal.
org, 2018, http://web.archive.org/web/20201013230210/https://disinfoportal.org/the-eus-action-plan-against-disinformation-good-first-step-now-we-

need-a-follow-up/.
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propaganda wave. As announced by the MFA, about the purpose of the most recent dis-

Putin wants to “keep the West on its toes”** information wave: the Kremlin wants to engage
which is definitely happening. Indeed, this may the West in a nervous guessing game about
be the only solid conclusion that can be drawn Russia’s next steps.

44 MFA Russia, '#Zakharova: 220 years ago - in 1802 - @mfa_russia was created. The President instructed us to keep the West... “on its toes”..
“electrified”. 220 (i.e. voltage) is fitting in this context. Our partners (the West) will have to get used to the new rules #Mfa220’ Twitter, 13 January 2022,
https://twitter.com/mfa_russia/status/1481614232110223371?s=20.
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