Transparency in the
Security Sector
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A Decade of Revelations

The 1990s were a decade of horrible revelation. Around the world,
walls of secrecy that had been built in the name of national security
collapsed, giving proof of the terrible abuses done by military, intel-
ligence, and police forces in the decades of the Cold War.

In 1992, a dissident KGB archivist, Vasili Mitrokhin, seized the
opportunity created by the collapse of the Soviet Union to smuggle
out thousands of documents that revealed how Soviet leaders had
wielded power over seven decades. The “Mitrokin Archive” provided
evidence of Moscow’s attempt to liquidate “enemies of the people,”
its disinformation campaigns against Western leaders and its own
dissidents, and infiltration of Western governments, political parties,
and media.’

The collapse of military regimes throughout South America also
unveiled evidence of systematic terror. In Paraguay, activists dis-
covered tons of documents—dubbed an “Archive of Terror”—that
traced the torture and execution of dissidents. Proof of collaboration
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among national intelligence agencies in “disappearances” was found
in a court archive in Buenos Aires.? In Chile and Argentina, truth
and reconciliation commissions provided more evidence of human
rights abuses by military and police forces.

In the Soviet bloc, the end of the Cold War led to the opening
of the archives of the state security services. One million Germans
applied within five years to read surveillance files of the Stasi, the
East German secret police—sometimes discovering that friends or
co-workers had betrayed them as Stasi informers.’ The collapse of
other authoritarian regimes led to further revelations of secrets once
hidden in the name of public security. South Africa’s apartheid re-
gime had relied on emergency laws that prevented the distribution
of information about activity of the police and defense forces; the
postapartheid regime established a Truth and Reconciliation Com.-
mission that laid bare the cruelties of apartheid and adopted a new
constitution that guaranteed a right to government information.* In
June 2002, Mexican President Vicente Fox Quesada released 60,000
files that documented the government's long “dirty war” against its
left-wing opponents, and signed the country’s first right to informa-
tion (RTI) law.®

The United States itself tore down walls of secrecy throughout the
decade, revealing many cases of governmental misconduct. Special
projects were undertaken to declassify documents that revealed the
government’s complicity in the Chilean coup of 1973, and its knowl-
edge of human rights abuses by Chilean and other South American
security forces.® Other declassification efforts uncovered the support
given by U.S. officials to former Nazi officials in the earliest years of
the Cold War,” as well as radiation experiments undertaken by gov-
ernment scientists on unwitting American citizens.?

These exercises in disclosure might have taught us something
about the perils of allowing state actors to insist on absolute secre-
¢y in the name of national security. Unfortunately, the lesson was
not taken to heart. Even as right to information laws spread around
the globe, the national security establishments within most govern-
ments remained enclaves in which the presumption of secrecy held
fast. In fact, there is evidence that for a combination of reasons,
the problem of undue secrecy is becoming more severe. Such se-
crecy is indefensible in principle, because it undermines political
participation rights and other basic human rights. It may also be

imprudent: as we shall see, secrecy actually corrodes the c.apacity
of government agencies to perform their mission of promoting ]?et-
ter security. A sound policy is one that allows for open deliberation
about the boundaries of secrecy and effective independent review of
government decisions to deny access to information.

The Security Sector as a Protected Enclave

Throughout the Cold War, the security sector of govemment.-——com-
prising agencies responsible for defense, intelligence, and }ntemal
security>—was regarded as a special enclave of secrecy, even in coun-
tries that professed a general commitment to open government.
Security imperatives seemed to overwhelm any possible case for
transparency in this sector. But the first decade of the post»Qold War
period provided grounds for challenging the wisdom of this policy.
Secrecy, justified in the name of national security, had provided cover
for serious abuses of power. The rapid diffusion of right to informa-
tion laws—throughout Central and Eastern Europe, South America,
and South Africa—seemed to suggest that in many places the old
practice of blanket secrecy would no longer be followed.

But for a combination of reasons, the security sector of govern-
ment remained a protected enclave in which transparency norms hgld
little or no sway. In many countries—Russia, China, and Indonesia,
to name a few major cases—there was little success in establishh.lg a
statutory right to government information at all. Elsewhere, the right
to information was carefully bounded to preserve secrecy norms.

One difficulty was the limited scope of the many new RTI la\ﬁ{s.
The United Kingdom’s Freedom of Information Act, adopted in
2000, explicitly acknowledged that a portion of the cour?try’s se-
curity sector would continue to be protected. Some securlty' agen-
cies—such as the intelligence service (M16) and counterintelhgen.ce
service (MIg)—are not subject to the law at all.*® There is’also a strhlct
prohibition on disclosure of information sent by secu1.'1ty agencies
to other government departments, or relating to security agencies.
India’s Right to Information Act, adopted in 2002, took a surmla'r ap-
proach: it did not apply to sixteen of the country’s security and intel-
ligence organizations. (In 2005, the Indian government responc.led
to criticism of this rule by promising a limited right to information
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from security and intelligence agencies in cases of alleged human
rights abuses.) South Africa’s National Intelligence Agency has lob-
bied for a similar exclusion from the South African law.!!

Other techniques were also used to protect an enclave of secre-
cy. In the United States, four intelligence agencies have successfully
lobbied to have their “operational files” completely excluded from the
country’s Freedom of Information Act.’? Several countries give elect-
ed officials the right to issue “conclusive certificates” that can block
any attempt to apply an RTI law to national security information. "

Elsewhere, more liberal RTI laws have been confounded by the
judiciary’s unwillingness to challenge official claims that disclosure
of information would compromise national security. In the United
States, the Supreme Court said in a 1974 decision that the national
RTI law gave it “no means to question any Executive decision to
stamp a document ‘secret,’” however cynical, myopic, or even corrupt
that decision might have been.”'* The U.S. Congress amended the
law to expand the court’s power, but judges still proved reluctant
to challenge executive claims that disclosure of information would
jeopardize national security."s

In the United States, and in many other countries, the field of
national security is still protected by a distinctive aura of impenetra-
bility. Its influence is evident in the tendency of officials to deny
categorically that there is a right to information relating to the work
of institutions in the security sector. “The right to classified informa-
tion is not a human right,” the head of Slovakia’s security bureau
said in 2002." The Latvian Supreme Court reached the same conclu-
sion in 2003."7

Other forces have also compromised recently adopted RTI
laws. One of these has been the diffusion of new state secrecy laws,
which set rules for the handling of information classified as secret
by government officials. The trend was most obvious in Central and
Eastern Europe (CEE), where the spread of RTI laws in the early
1990s was followed, a few years later, by the spread of new state
secrecy laws. These statutes affected access to information in two
ways. Some—such as those in Belgium and Spain—simply deny any
right to information that has been classified as secret by officials.®

The grounds on which information can be classified may be very
broad. In addition, these laws may impose severe penalties for the

unauthorized disclosure of classified information by officials, or its
subsequent publication by journalists.*

The diffusion of state secrecy laws was one result of the recon-
struction of political and military alliances in the post-Cold War era.
In the early 19g9os, CEE countries abandoned secrecy rules that had
been imposed to preserve security within the Soviet bloc. By the end
of the decade, however, many countries in the region were striving
to join the North Atlantic Treaty Organization (NATO)—and NATO
expected that its members would adopt laws that ensured the secu-
rity of information shared within the alliance. Precisely what NATO
required in the way of new secrecy laws has never been made clear:
NATO itself has refused to publish its standards. Nevertheless, many
CEE countries said that their new state secrecy laws were tailored
to meet the organization’s requirements. The European Union also
tightened its secrecy rules as it began collaborating more closely with
NATO. In several countries, the new laws prompted protests or con-
stitutional challenges from civil liberties groups.

The decade also saw more intergovernmental agreements on de-
fense and intelligence cooperation that restricted the capacity of gov-
ernments to respond to citizens’ pressure for increased openness. In
2003, for example, the United States and the United Kingdom nego-
tiated an agreement on the sharing of information relating to British
participation in the development of the United States’ controversial
ballistic missile defense (BMD) system. The agreement prevents the
United Kingdom from releasing any information received from the
United States without its permission. The agreement itself, although
unclassified, has been withheld by the British government, which
relied on the national security exemption in its code on access to
government documents.”

Secrecy within the security sector has also been bolstered by
the increased reliance on private contractors. As Peter Singer has
shown, private firms have taken on a larger role in defense, police,
and intelligence work, often fulfilling functions once thought to be
the exclusive responsibility of government employees.? Although
the security work undertaken by private firms can have a profound
effect on hurman rights—as controversies over the role of contractors
in Trag, Kosovo, and Colombia have recently shown—contractors are
rarely required to comply with RT! laws.® “Company contracts are
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Protected under propriety law,” says Singer, “often making their ac-
tivities completely deniable.””

‘ The terrorist attacks of September 2001 also led to a consolida-
tion of the rule of secrecy within the security sector, particularly in
Fhe United States. Government agencies withdrew much published
1§f0rmaﬁon about vulnerable facilities and systems. Federal agen-
cies also developed new policies for the sharing of unclassified in-
formation that threatened to undermine federal and state RTI laws,
The Bush administration resisted demands for disclosure of infor-
mation about individuals detained by the immigration service, about
combatants or civilians held within a chain of secret prisons run
by the Department of Defense, and about its motivation and plans
for the invasion of Iraq. Other countries also restricted transparency
following September 2001. Canada amended its RTI law to restrict
access to national security information and adopted special review

Procedures for information requests that appeared to have security
implications.”

Consequences of Excessive Secrecy

The case for greater openness in the security sector does not rest on
a challenge to the importance of public security itself. As Thomas
Powers has recently argued, public order is a prerequisite for the
cgnstmction of a viable liberal democracy. A society cannot honor the
civil and political rights of its citizens if it has not already obtained
a reasonable level of security.® A widespread sense of insecurity can
also compromise the legitimacy of a democratic state.” And a cer-
tain level of secrecy is essential for public order to be maintained.
Complete openness would compromise efforts to collect intelligence
about looming threats and to plan for national defense or investigate
criminal behavior.

There is a need for secrecy within the security sector. But this
does not imply that the security sector should be a protected en-
clave, in which a national security claims always trump demands
for openness. Officials often argue that national security claims
should take precedence, and that officials themselves can be trusted
to exercise power responsibly behind that wall of complete secrecy.
However, experience has shown that a policy of total secrecy can

create an environment in which power is abused, and civil and po-
litical rights undermined.

In the early years of the United States’ Freedom of Informa-
tion Act, public officials made a determined effort to preserve the
absolute secrecy of the security sector, arguing that any increased
transparency would jeopardize vital national interests. Responding
to President Johnson's concern about greater openness in the sector,
Congress included a broad exclusion for national security informa-
tion in the first Freedom of Information Act, adopted in 1966. That
law, a Supreme Court justice later said, “ordained unquestioning def-
erence to the Executive’s use of the ‘secret’ stamp.”” In the Pentagon
Papers case (1971), the Nixon administration again warned about the
dangers of interfering in «difficult and complex judgments” about
the disclosure of national security information.”” In 1974, President
Ford made an unsuccessful attempt to block statutory changes that
improved access to national security and law enforcement informa-
tion, arguing that the proposals would endanger vital interests of the
United States.”

Throughout the 1970s, a succession of leaks and special investi-
gations revealed how the United States’ police, intelligence, and de-
fense forces had wielded power behind this wall of complete secrecy.
The Pentagon Papers revealed how several administrations had es-
calated U.S. involvement in the Vietnam War while publicly exag-
gerating the threat to the United States and the effectiveness of the
American intervention.” The Federal Bureau of Investigation had
twisted legitimate counterintelligence efforts into a program aimed
at monitoring and crushing legitimate political dissent. The Central
Intelligence Agency had engaged in domestic spying, sponsored ex-
periments with LSD on unwitting patients, and plotted efforts to as-
sassinate foreign leaders and overthrow unfriendly governments.”

The same cycle—demands for deference, followed by revelations
of abuse—has been repeated more recently. Senior officials in the Bush
administration have criticized legislative controls such as the Free-
dom of Information Act as “unwise comprormises” that “undermine
the ability of the President to do his job.”# As the administration’s
“global war on terrorism” has expanded, officials have become more
forceful in asserting the need for greater deference to executive branch
judgments about the balance to be struck between security concerns
and civil liberties. In January 2004, White House counsel Alberto
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Gonzales deployed this argument to rebuff calls for greater scrutiny of
the administration’s handling of detainees. Congress and the public,
Gonzales said, needed to rely on the administration’s assurance that it
was doing its best to reconcile security needs with detainees’ rights.*
Unfortunately, revelations of abuse within American prisons
and interrogation centers have provided new proof of the foolhardi-
ness of a policy of blind trust. The U.S. government resisted scru-
tiny of its detention systems through the Freedom of Information
Act, by the courts or by nongovernmental organizations, such as the
International Committee of the Red Cross, in the name of national
security. But its practice of complete secrecy created an environment
that resulted in unjustified detention and torture, and ultimately in a
collapse in the legitimacy and effectiveness of U.S. security forces.
In general, the power to obtain information held by government
is important as a tool for protecting a range of basic human rights.’
Obviously there may be circumstances in which basic rights have to
be weighed against more fundamental security needs. But the dan-
ger, now demonstrated by much experience, is that governments that
are able to operate in secrecy will give little or no weight to basic
rights. The Abu Ghraib prison scandal has showed how easily highly
trained military and intelligence forces, operating with no expectation
of public accountability, could descend to grievous abuses, including
violations of the right to protection against arbitrary detention (Article
9 of the Universal Declaration of Human Rights) and the right to
protection against torture or cruel, inhuman, or degrading treatment
(Article 5 of the declaration). Of course, the decade of revelations that
followed the end of the Cold War revealed more widespread abuses of
these rights by governments operating under the mantle of secrecy.

Political Participation Rights

A policy of strict secrecy can also undermine the right to participate
effectively in political affairs. The Universal Declaration of Human
Rights says that individuals have the right to take part in the gov-
ernment of their country, and that government should exercise its
authority on the basis of the will of the people (Article 21). Political
participation is obviously compromised if citizens lack access to the
information they need to make informed decisions about national

policy. Secrecy compels the public to defer to the judgment of a nar-
row elite.*

This has been illustrated by the debate over the process by which
the American and British governments decided to invade Irag. A de-
cision to go to war is arguably one of the most important choices that
a nation can be expected to make because it involves an explicit gam-
ble with human lives. Citizens are entitled to expect that they will be
given an opportunity to make an informed judgment about the need
for war. In the case of preventative rather than defensive war, this
expectation cannot be dismissed on the grounds of urgency.

There is good evidence that citizens in the United States did not
make an informed judgment about the Bush administration’s pro-
posed war with Iraq. In the months before the start of the war, opin-
ion polling showed that a large majority of Americans believed that
the Iraqi regime had weapons of mass destruction, and that it had
played an important role in the September 2001 terrorist attacks. On
the eve of war, almost half of Americans believed that Saddam Hus-
sein had been “personally involved” in the attacks, and that some or
most of the attackers had been Iraqis.”

In fact, the evidence available to U.S. government agencies did
not establish that there was an immediate threat that the Iraqi re-
gime would develop or use weapons of mass destruction. Nor was
there good evidence that the regime had involvement with the Sep-
tember 2001 attacks.®® Nevertheless, senior policy makers in the
Bush administration succeeded in contorting the available evidence
to bolster the case for war with Iraq. National security concerns were
invoked to justify the suppression of dissenting views held by offi-
cials within the intelligence community.* In the United Kingdom,
the Blair government made similar efforts to bend the available evi-
dence to make the strongest case for war——a project made easier by
the secrecy that habitually covers the British intelligence community
and that hid internal disagreements about the meaning that should
be put on the evidence at hand.®

Citizens of the United States and the United Kingdom had a
right to participate in the decision to go to war that was undercut
by overreaching secrecy. Much of the information withheld did not
relate to pieces of intelligence or sources of intelligence, which if
released would compromise security. Instead, much of it related to
the conflicting interpretations of available intelligence by specialists
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within each government. The widespread disclosure of information
in both countries as a result of inquiries following the war now show
the extent to which the withholding of information was driven by
political and not security concerns.

Transparency During Emergencies

Many well-established democratic states, facing uncertain but poten-
tially fundamental threats to their security, resort to the use of emer-
gency powers. Security agencies insist on a loosening of rules that re-
strict search and surveillance, arrest, detention, and deportation. Policy
makers insist that extraordinary circumstances demand immediate
action, and that the usual processes for law making must be circum-
vented. In moments of crisis, it is difficult for citizens to resist these
calls for stronger state powers. Nevertheless, the resort to extraordi-
nary powers is perilous. Under conditions of uncertainty, it is unclear
how far the state should go, and there is the risk that it will overreact.

There is an understandable tendency for governments to insist
on greater secrecy during emergencies. However, this is the moment
at which openness actually plays an especially important role. Open-
ness allows citizens to understand precisely what a grant of emer-
gency authority means in practice—how it is used, and how far it
appears to compromise basic rights. Openness helps electorates to
debate policy and correct overreactions, and can maintain the ac-
countability of entire electorates by subjecting them to scrutiny by
citizens in neighboring democracies. And openness also limits the
capacity of security agencies to abuse new powers.*

In sum, openness is a critical safeguard against abuse or over-
extension of emergency powers. This point has been affirmed in the
United States since the terrorist attacks of September 11. The exis-
tence of a free press and unrestricted rights to free expression have
allowed journalists and civil liberties groups to protest government
policies on the detention of aliens who are alleged to pose a national
security risk. (The new policies allow detention of aliens based on
minor violations of immigration law, or detention without charges
“in times of emergency.”) Such scrutiny—and the risk of embarrass-
ment in world opinion—have probably discouraged more dramatic
steps against suspect aliens.

On the other hand, the capacity of civil liberties groups to moni-
tor government has been compromised by excesses of secrecy re-
garding these detention programs. As David Cole has observed,
many of the details about the Bush administration’s preventative
detention program have been “shrouded in mystery.”** The U.S.
justice department has refused to disclose the names of detainees
or the place of their detention. In November 2001 the department
also stopped providing a weekly statement on the number of detain-
ees, already more than 1,000, and subsequently refused requests
for information about the detainees made under the Freedom of
Information Act.®?

By May 2002, more than 600 of these detainees had been sub-
jected to deportation hearings that were closed to family members,
journalists, and any other member of the public. The justice depart-
ment did not rely routinely on classified information in these hear-
ings, or impose nondisclosure requirements on the detainees or
their lawyers—actions that might explain or reflect a serious worry
over national security. “The real concern,” says Cole, “may not have
been that Al Qaeda would find out what was going on, but that the
American public would find out.”*

The secrecy that surrounded the 660 foreign nationals held at
the U.S. military base at Guantinamo Bay, Cuba was more profound.
The government did not identify all of the detainees or acknowledged
their right of habeas corpus, which would compel the presentation of
reasons for their detention. Although the International Committee
of the Red Cross was permitted to visit the prisoners, it attempted to
preserve its neutrality by providing opinions in confidence to U.S. of-
ficials. Remoteness and military restrictions limited media coverage.
The government said that the Guanatinamo detainees could be tried
in secret proceedings, using secret evidence, and with proscriptions
imposed on defense lawyers against consultation with outside experts
or public disclosure of information about the trials.®

The wisdom of this emphasis on secrecy could be questioned on
purely tactical grounds. The government's treatment of aliens within
the United States following September 11 had the effect of discourag-
ing cooperation within immigrant communities, thereby undermin-
ing security efforts in the long run.* Its excesses also stoked popular
protests in allied nations and soured diplomatic relations with coun-
tries that should be partners in the war on terror.
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More importantly, this secrecy also undermines the capacity of
citizens to determine whether a new balance of security concerns
and basic rights has been struck. Secrecy denies citizens the ability
to understand the real impact of new policies——such as the accuracy
of the government’s suspicions about detainees or the psychological
effect of prolonged and indeterminate detention. Secrecy makes it
easier to forget the individuals who have borne the burden of ex-

traordinary measures, and in this way abets the process of normal-
izing emergency measures.

How Openness Promotes Security

Secrecy has been justified in the name of national security for so
long that we naturally assume that the two ideas are perfect cor-
relates, and that any limitation on secrecy necessarily implies some
weakening of security. In many respects this is incorrect. For at least

three reasons, improved openness may actually improve the capacity
of societies to preserve security.

Better Policy Decisions

In April 1968, Professor James C. Thomson Jr. wrote a widely ac-
claimed article in The Atlantic magazine that attempted to explain
the weaknesses in the United States government’s policy toward
Vietnam. Thomson, who had served in the Kennedy and Johnson ad-
ministrations, predicted that historians would look back at the Viet-
nam years and wonder how “men of superior ability, sound training,
and high ideals” could have made decisions that were “regularly and
repeatedly wrong.” The answer, thought Thomson, could be found
laFgely in the process of decision making itself. The concentration
of responsibility at the top led to executive fatigue and an inability to
respond to new and dissonant information. This was compounded
by a lack of expertise within key agencies and “closed politics” of
policy making on sensitive issues.”

Detense Secretary Robert McNamara understood the weakness-
es of the process by which decisions on Vietnam were being made.
Unknown to Thomson, McNamara had taken the unusual step a few

months earlier of commissioning a large study of American decision
making on Vietnam. Unfortunately the resulting Pentagon Papers—
as they were eventually known—did little to improve the quality of
government policy. Classified as “TOP SECRET,” the papers were
largely inaccessible inside government until leaked by Daniel Ells-
berg in 1971.

The problems identified by Thomson were not unique to the
Vietnam controversy. On the contrary, they are typical of large public
bureaucracies. The concentration of authority at the top of the bu-
reaucratic pyramid means that leaders and their advisors are over-
whelmed with information, juggling problems that are often outside
their area of expertise. Fatigue, confusion, and ignorance about key
facts are commonplace, and the damage that can be done by flawed
decision making can be substantial. The price that America paid for
the series of missteps on Vietnam was incalculable. An intervention
begun with the aim of promoting the United States’ own security
turned into a “calamity,” Thomson concluded—a brutal, unwinna-
ble, and immoral war.

Increased openness can help to solve problems such as these. By
granting access to internal documents, governments give nongov-
ernmental organizations the capacity to spot bad analysis or contrib-
ute data not already collected by public agencies. Nongovernmental
organizations can also share the burden of synthesizing analysis
and reaching conclusions about policy. The public sphere is a more
powerful analytic engine than even the largest public bureaucracy,
but it cannot be harnessed to serve the decision-making needs of
government leaders without transparency. Of course, this policy may
require the disclosure of information that would otherwise be pro-
tected in the name of national security. But the important point is
that disclosure improves security in the long run—by avoiding the
tremendous costs that can be associated with poor bureaucratic deci-
sion making.

Openness certainly would have improved the U.S. government’s
policy on the administration of postwar Iraq. There are strong simi-
larities between the Bush administration’s approach to postwar plan-
ning and the problems observed by Thomson thirty years earlier.
The Bush administration carefully avoided a public presentation of
its estimate of the cost of postwar reconstruction in Iraq and likely
troop requirements,*® as well as other elements of its occupation
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plan. This precluded effective public scrutiny and allowed decision
makers to act on assumptions about the nation’s long-term obliga-
tions in Iraq that have since proved to be grossly inaccurate.

Moreover, it stretched the administration’s internal resources to
the limit. James Fallows, writing in The Atlantic magazine in 2004,
provides a description of postoccupation planning that is similar to
Thomson’s 1968 summary. “Everyone had that ‘Stalingrad stare,”
a senior administrator told Fallows. “People had been doing stuff
under pressure for too long and hadn’t had enough sleep.”®

Improved Agency Coordination

Citizens outside government may not recognize that their com-
plaints about lack of access to government information are often
shared by officials who work inside public agencies. Rules designed
to protect sensitive information can also impede the flow of informa-
tion within government agencies, sometimes with disastrous con-
sequences for national security. The United States’ Congressional
Joint Inquiry into September 11 concluded that such impediments
contributed to the country’s inability to prevent the terror attacks in
New York and Washington.>

This problem is not unique to the United States. In the southern
Chinese province of Guangdong, a similar obsession with secrecy
in the name of national security also imposed a terrible cost. In the
early weeks of 2003, the province’s health department received a
warning from a government health committee about the emergence
of a dangerous new pneumonialike illness—Ilater identified as severe
acute respiratory syndrome, or SARS. Unfortunately, the warning
came in a document classified “TOP SECRET,” and for several days
there was no employee in the health department with the security
clearance to read it.

Guangdong's health officials, fearful of criminal penalties for
disclosure of state secrets, later failed to share the information with
colleagues who had begun to encounter the mysterious new disease
in Hong Kong.*' At the same time, China’s government-controlled
media were restrained from publishing information about the epi-
demic.® This chokehold on information produced the disruption
that secrecy had been intended to avoid: needless deaths, broad dam-

age to the Chinese economy, and further corrosion of the credibility
of government officials.

The weaknesses of conventional approaches to information
security are now widely recognized, even within government. The
rules on management of classified information that were designed
in the early years of the Cold War are now seen to encourage the
overproduction of “classified information” and impose excessively
strict limitations on its circulation to other officials.”> As a conse-
quence, this is an area in which internal pressure for reform of
information controls coincides with external pressure. For govern-
ment agencies to do a better job of protecting national security, they
will need to reduce the incentives for overproduction of classified
information and liberalize rules on the distribution of classified in-
formation within government. Incidentally, this will make it easier
for nongovernmental organizations to argue that the benefits of
public disclosure of information outweigh the potential harm to
national security.

Public disclosure of information can also be an effective way
of circumventing information blockages within large bureaucracies.
Frontline officials in government agencies do not rely exclusively on
internal sources for information on how to do their jobs effectively;
they rely on public sources—the print and electronic media—as
well. The sheath of publicly accessible information that surrounds
every government organization plays an important but unacknowl-
edged part in maintaining the organization’s effectiveness. As Tom
Blanton points out, it was publicly accessible information, not
internal communications, that provided a U.S. Customs official with
the clues needed to detain a suspicious visitor to the United States—
and thereby thwart a terrorist attack apparently planned for Los An-
geles or Seattle on the eve of the millennium.** Improved transpar-
ency enriches the informational environment in which frontline
officials do their work.

Fighting Bureaucratic Inertia
National security is a function that stretches the capacities of public

organizations to their limits. It requires that intelligence and defense
bureaucracies stay on alert for events that rarely occur. Unfortunately,
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we know that bureaucracies find it hard to maintain vigilance and
readiness at a high level for prolonged periods of time. Human and
organizational factors can conspire to make security agencies inat-
tentive and sluggish.

Oversight by political leaders and legislators is one way of ensur-
ing that security agencies maintain their vigilance and readiness.
But this kind of oversight has its own limitations. Top decision mak-
ers have limited time and are distracted by multiple problems, many
of which can seem more urgent than the hypothetical dangers posed
by inadequate readiness.

Oversight by nongovernmental organizations—made possible
by access to information held by security agencies—can compen-
sate for inadequate supervision within the political process. How-
ever; the ability of these organizations to exercise oversight is often
constrained precisely because access to information is denied on the
grounds of national security. This is, of course, another irony: long-
term risks to security created by weak oversight are allowed to fester
because of a short-term concern with risks posed by openness.

This has become a common problem since the September 2001
terrorist attacks. For instance, Canada’s transport ministry stopped
releasing the results of its routine airport security screening tests,
previously made available through its RTT law. Government officials
justify the decision by arguing that the data would provide a road
map to terrorists looking for vulnerable points in the Canadian air-
port systerm. But the Canadian government could have released sum-
mary data for the entire system that would have showed whether
efforts to improve security were making headway. A legislative com-
mittee later complained about “unreasonable secrecy” surrounding
the test results. The committee’s chair argued that secrecy “hides
incompetence [and] inefficiencies” and warned that the refusal to
release information could endanger lives,

Secretiveness has also compromised efforts to monitor progress
in securing ports. In June 2004, a spokesman for the International
Maritime Organization complained that the agency had little infor-
mation about national efforts to comply with new security require-
ments, because of governments’ reluctance to alert terrorists to vul-
nerabilities.”® The United States Department of Homeland Security
has denied Freedom of Information Act requests for information
about inspection practices at U.S. seaports, as well as information

about grants given to seaport operators for security improvements,
on similar grounds.”’

New rules developed by the Department of Homeland Securi-
ty to protect “critical infrastructure information,” contained in the
U.S. Homeland Security Act of 2002, create similar difficulties of
accountability. The rules absolutely prohibit the public disclosure of
information about the vulnerabilities of privately owned infrastruc-
ture, such as communication or water systems. Obviously this sort
of information needs some protection. But critics have complained
that the complete ban on disclosure will actually increase the danger
in the long run, by reducing the capacity of citizens to exert pres-
sure for improvements.®® As Joseph Jacobson says, efforts to restrict
information about vulnerabilities in critical infrastructure will easily
be overcome by determined terrorists—so the restrictions will do no
good, and serve only to compromise public monitoring of govern-
ment efforts to fix vulnerabilities.”

Defining the Limits to Secrecy

There have been at least two efforts by nongovernmental bodies
to draft general principles about openness and national security.
In 1995, a group of leading experts on freedom of expression and
transparency met in Johannesburg and prepared a declaration—
the Johannesburg Principles—that sought to define the limits to
secrecy in the security sector.®” The declaration included four key
propositions:

« That the public’s right to information held by the security sector
must be recognized;

. That agencies within the security sector should permitted to
withhold only “specific and narrow” categories of information,
enumerated in law, to protect national security;

. That these justifications for withholding information must be
put aside if some larger public interest would be better served by
disclosure; and

+ That there should be independent review of a government deci-
sion to deny access to information on the grounds of national

security.”!
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In 2001, the freedom of expression group ARTICLE 19 proposed
a model RTT law that would allow government agencies to withhold
information if disclosure would be likely to cause “serious prejudice
to defense or national security,” unless there is a broader public in-
terest in disclosure, and subject to the requirement of review by an
independent tribunal.®

There is an important distinction between the Johannesburg
Principles and ARTICLE 19’s Model Law. The two documents share
an interest in keeping the bar for nondisclosure high. But the 1995
Principles attempt to achieve this goal by enumerating the “specific
and narrow” categories of information that could be withheld for na-
tional security reasons, while the 2001 Model Law proposes a rigor-
ous but general test of serious prejudice to national security. Which
approach is more appropriate? This question has often provoked
spirited debate—as it has recently during the revision of the Czech
Republic’s Classified Information Protection Act.%

The rationale for insisting on a precise enumeration of the cat-
egories of information that might be protected on national security
grounds is clear enough. The expectation is that this will check the
temptation of governments to invoke national security considerations
indiscriminately, thereby withholding information that properly be-
longs in the public domain. However, the effectiveness of this check
should not be overestimated. American law defines six circumstances
in which information can be withheld on national security grounds,*
but complaints about the indiscriminate withholding of information
in the name of national security have persisted in any case.®

There are, in addition, potential dangers associated with a too-
detailed enumeration of the categories of information that can be
withheld for national security reasons. Any such enumeration may
be inflexible and incapable of adapting to shifts in perceptions about
threats to national security and the degree of secrecy needed to coun-
ter those threats. It is arguable, for example, that rules of thumb
about secrecy and openness that were developed in the Cold War era
are no longer suited to a world in which security threats are posed by
loose networks of nonstate actors. The practice of withholding infor-
mation about intelligence agency budgets may have had some justi-
fication in a world dominated by superpower rivalries, but seems to
have little justification today. By contrast, our calculus about the risk
of disclosing information about private chemical facilities—which

during the Cold War would have faced a low risk of sabotage from
other governments outside a state of war—has clearly changed. As
noted earlier, a shift in threats might also lead to greater openness,
by prodding a reassessment of the practice of holding information
about homeland security threats closely within a small group of se-
nior decision makers.*

There are two truly critical elements in a policy within the se-
curity sector. The first is an insistence that the standard for with-
holding information should be rigorous. A law that requires a mere
apprehension of possible harm is likely to be abused, resulting in the
denial of access to information that properly ought to be in the pub-
lic domain. (In Vietnam, the ordinance on state secrets is so broadly
drawn that economic data routinely published elsewhere is classi-
fied, its disclosure punishable by death.)®” It ought to be necessary
for officials to substantiate that disclosure of information would pose
a serious threat to public security.

The second critical element is that decisions to withhold infor-
mation on security grounds should be subject to effective review by
an independent office. Independent review accomplishes several
goals. In general, the threat of independent review encourages of-
ficials to make their initial decisions about disclosure more carefully.
It also provides a remedy in cases where agencies have attempted
to use national security as a pretext for avoiding embarrassment or
accountability for misconduct. Finally, the process of independent
review encourages public discussion about where the line should be
drawn between secrecy and openness.

The extent to which government agencies may abuse the discre-
tion given to them by the absence of effective independent review has
been illustrated in two high-profile cases in Europe and the United
States. The first case arose in 1979 after a Swedish carpenter, Torsten
Leander, was denied work at the Swedish Naval Museum, follow-
ing an unfavorable decision in the security vetting process. Leander
suspected that he had been denied a security clearance because of
his earlier and lawful involvement with radical organizations—an
outcomne that was explicitly barred by Swedish law. Leander asked
to see the information that had been used to reach the decision,
and was denied on national security grounds. The case was appealed
to the European Court of Human Rights, which decided in 1987
that the Swedish government was justified in denying access to the

&
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information. Although the court did not itself inspect the informa-
tion, it was satisfied with the safeguards imposed on the security
clearance system, such as the statutory restriction on collection or
use of information about lawful activities and the oversight role
played by the Minister of Justice, legislators, and special officers,
such as the Swedish Chancellor of Justice.®® The Leander decision
became a leading case in European human rights jurisprudence.

A decade later, after the end of the Cold War, Leander finally re-
ceived his file, which showed that the Swedish government had lied
to the European Court of Human Rights. Leander had in fact been
denied work because of his political affiliations. Other documents
showed a spectacular corruption of the security clearance system.
The Swedish Security Police, operating under secret instructions
that flatly contradicted national law, had routinely collected infor-
mation about the lawful political activities of Swedish citizens. A
succession of government ministers had sanctioned the practice.
Legislators and other overseers had either neglected to monitor the
Security Police or quietly approved of their work. In 1990, the Chan-
cellor of Justice had issued a public report clearing the government
of wrongdoing—and at the same time prepared a secret report to the
government that documented systematic abuses of national law. In
1997, Leander received a public apology from the Swedish govern-
ment, while the Security Police—in the understated words of his
lawyer—*“suffered certain legitimacy problems.”®

A comparable controversy has recently arisen in the United States.
In 1952 the United States Supreme Court heard arguments in a case
that arose following the death of three civilians in the crash of an Air
Force B-29 Superfortress. The widows of the three men had asked for
the Air Force’s investigation report, and the Air Force refused, argu-
ing that release of the information would seriously hamper national
security by revealing details about the test of highly secret electronic
equipment. The U.S. Supreme Court, without inspecting the report it-
self, acceded to the Air Force’s position and ruled that the report need
not be released to the widows. Relying in part on the Reynolds deci-
sion, the federal government made comparable arguments against
disclosure in a growing number of cases in succeeding years.””

In 2000, a daughter of one of the three victims finally obtained
the investigation report, which had become publicly available as
part of routine declassification effort a few years earlier. The report

contained no information about experiments with secret electronic
equipment. On the contrary, it showed that the B-29 had crashed
because of the Air Force's repeated failure to deal with mechanical
problems that ultimately caused the plane’s engines to catch fire.
The Secretary of the Air Force and other senior officials had misled
the Supreme Court when they said in 1952 that the threat to national
security was so dire that even the court could not see the documents.
“In other words,” as Tom Blanton says, “the Reynolds precedent—
cited in more than Goo subsequent cases . . . rose directly from gov-
ernment fraud and lies.””!

Most of the devices used to preserve the security sector as an
enclave of secrecy—such as the wholesale exclusion of security or-
ganizations or security files, a demand for unqualified deference to
classification decisions, or ministerial certificates that trump access
laws—are designed to thwart effective independent review of gov-
ernment judgments about the weighing of security and transpar-
ency claims. They are problematic precisely because they deny an
opportunity for independent review. Experience has showed that
discretion given to government officials is easily misused to prevent
accountability for abuses of authority and block public participation
in critical decisions about government policy.

Governments sometimes resist the principle of third-party re-
view out of concern that this may lead to unauthorized disclosure of
sensitive information. However, steps can be taken to minimize this
risk. Ombudsmen or commissioners and their staff can be subjected
to the same security clearance procedures that are applied to other
public officials, and equally strong rules on the physical protection of
sensitive information that has been delivered for review can also be
maintained. The office of the Canadian Information Commissioner
has operated under such rules for two decades without any instance
of unauthorized disclosure of sensitive information sent for review.”?

The Broader Context

Despite important advances in the last decade, the security sectors
of many governments remain enclaves of secrecy, largely unaffected
by transparency norms. A combination of factors—deeper network-
ing among security agencies, privatizatjlon of security functions, and
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new concerns about security against terrorist attacks—rmay actually be
deepening the commitment to secrecy.

For several reasons, excessive secrecy within the security sector
is troubling. Experience has shown that secrecy corrodes account-
ability and increases the likelihood that basic rights will be abused.
During periods of emergency, secrecy also compromises citizens’
ability to monitor and control the use of extraordinary powers. Se-
crecy can also restrict the ability of nongovernmental actors to sort
out complex questions of national policy and monitor bureaucratic
performance in preparing for threats.

The principles that should govern transparency in the security
sector are essentially the same as those that operate in any other sec-
tor of government. Agencies should be subject to a justifiable right
of access to information. National security claims can be invoked
to defend decisions to withhold information, but the bar should be
high. The possibility that reasons for withholding information might
be outweighed by broader public interest considerations should be
anticipated. The decision to withhold should be subject to indepen-
dent review, not left to government officials.

These rules, codified in an RTI law, are a necessary condition for
greater openness in the security sector. However, other laws may also
play an important role in discouraging the outflow of information. In
some British Commonwealth countries, the ability to obtain govern-
ment information is compromised by Official Secrets Acts that im-
pose severe sanctions on public servants for the unauthorized disclo-
sure of information. These laws are often said to perpetuate a culture
of secrecy that undermines the influence of new RTI laws.

Restrictions on free expression could also dampen the effect of
RTI laws. In Israel, censorship laws allow the government to block
the publication of information regarded as sensitive on national secu-
rity grounds. Felipe Gonzilez has documented the chilling effect of
Latin America’s desacato laws, which may be used to impose criminal
penalties on writers whose work shows contempt for public figures.”
Governments may also resort to cruder measures—such as the ex-
pulsion of individuals whose reports are critical of security agencies.
In June 2004, the Indonesian government attempted to expel the
Jakarta-based representative of the International Crisis Group. The
decision was said to be dictated by security forces that had been stung
by the group’s complaints of human rights abuses.”

Finallj—and perhaps most critically—the effectiveness of an
RTI law hinges on the capacity of journalists and nongovernmen-
tal organizations to exploit the potential it creates. If media outlets
cannot invest the resources needed for thorough investigative work,
the value of an RTI law is less likely to be realized. Independent
oversight groups—such as the United States’ National Security Ar-
chive, the South African History Archive, or the United Kingdom’s
LIBERTY—also play a critical role.

In short, transparency in the security sector requires a combina-
tion of steps that improve the right to information, eliminate barri-
ers to free expression, and build up civil society’s capacity to exercise
these rights.
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WHAT ARE OMBUDS INSTITUTIONS FOR THE ARMED
FORCES?

Ombuds institutions for the armed forces (hereafter, “ombuds
institutions”) are independent oversight bodies that receive
complaints and investigate matters pertaining to the protection of
human rights and prevention of maladministration within and by the
armed forces. Through their investigations, reports and
recommendations, ombuds institutions improve the good governance
and effectiveness of the armed forces. Ombuds institutions are a
type of oversight institution that helps to ensure that the armed forces
fulfil their missions in a fair, transparent and accountable way.

There are various forms of ombuds institutions, ranging from national
human rights institutions mandated to oversee and address
complaints and concerns relating to all government bodies, to
independent bodies mandated to oversee only the armed forces.
Although they have varying mandates and powers, all ombuds
institutionsaimtopreventandrespondtobothmaladministration
and human rights abuses within and by the armed forces. By
receiving and investigating complaints, and reporting on thematic
questions and systemic problems, ombuds institutions can improve
security provision, management and oversight.

For an ombuds institution to be effective, it must be independent
fromboth the body itis mandated to oversee and the government
that has provided its mandate. Without independence, conflicts of
interest and a lack of confidence in the institution will undermine the
credibility of its work. Independence cannot be guaranteed simply by
setting up the office outside the chain of command. An ombuds
institution must also be granted operational independence,
which should include an independent budget and the ability to make
its own staffing decisions and to operate without undue interference
or instruction, including being free to conduct investigations. It is
especially important that the head of office and staff are personally
beyond political influence, because even if financial, legal and
operational independence is guaranteed, all this can be undone if
the institution’s personnel are perceived to lack independence. If
they are perceived to be too friendly or close to senior security
officials, or they themselves have served in the security service, this
may undermine trust. For this reason, the effectiveness of an
ombuds institution depends on the personal independence and
impartiality of its leader and staff. Achieving the institutional,
operational and personal independence of the ombuds institution is
a significant challenge, difficult to accomplish and sustain.



WHAT ARE THE DIFFERENT TYPES OF OMBUDS
INSTITUTIONS?

There are general ombuds institutions and specialized military
ombuds institutions.

General ombuds institutions: In many countries, the armed
forces’ oversight function is subsumed within the mandate of
a broader civilian oversight mechanism, such as a national
human rights institution orombudsperson. These mechanisms
are usually mandated to contribute to the protection of
the rights and freedoms of all members of society and to
address complaints and concerns relating to all branches of
government. Such institutions can hold a powerful position
within the political system.

General ombuds institutions with a broad mandate have
several advantages:

» A broad mandate can bring political importance that
makes their recommendations difficult for decision-
makers to ignore;

* Their prominent status means that the public (including
armed forces personnel) are more likely to know about
and understand their role and come forward with
problems or concerns;

» Civilians and armed forces personnel are more likely to
be treated equally and their interests balanced in any
recommendations;

» Concentrating oversight functions in one office can be
less costly than having several specialized offices.

General ombuds institutions can be disadvantaged by lacking
specific military knowledge and credibility within the armed
forces. A broad mandate can also distract attention from the
particular problems facing armed forces personnel. Insufficient
resources devoted to specifically military cases can cause
significant delays in the resolution of complaints. These
problems might be resolved by introducing specialized roles
within the ombuds institution’s office, such as a deputy to deal
specifically with military affairs.

Specialized military ombuds institutions: Several
countries provide for an independent ombuds institution that
has jurisdiction only over the armed forces but is a civilian
office, independent of the military chain of command. Such
an independent mechanism has the advantage of being able
to devote its attention exclusively to military matters, and thus
develop specialized knowledge in the field. Its ability to issue
public reports strengthens the oversight capacity of other
democratic institutions, such as the legislature, and ensures
greater transparency and accountability of the armed forces.
Its independent status and specialist knowledge give it
credibility in the eyes of complainants, the legislature and the
public. The main disadvantage is that independent oversight
institutions can be costly and, especially in States with a small
or inactive military, there may be insufficient complaints to
justify a stand-alone oversight institution.

INTERNAL OVERSIGHT

Independent Inspectors General (IGs) are often not
considered ombuds institutions because they are
integrated within the armed forces and are therefore
not institutionally independent. However, some I1Gs
are granted such a high degree of independence and
impartiality that they fulfil all criteria to be considered
ombuds institutions for the armed forces. IGs are
usually (though not always) serving armed forces
personnel situated within the chain of command,
reporting to and/or taking direction from superior
officers.

Integrating oversight within the armed forces has
advantages:

» More attention is given to command and control
issues affecting operational effectiveness;

* The overseer has specialist knowledge of
military life, making them more receptive to
military-specific issues;

* The overseer is more accessible to personnel
with whom they may be deployed, for example, in
remote or overseas postings.

The main drawback of integrated oversight is that its
position within the armed forces can reduce its ability
to address controversial issues or pursue
investigations that run counter to the interests of the
military hierarchy. This can undermine confidence in
the complaint mechanism in the eyes of complainants
or the public and reduce the credibility of the
institution and the armed forces. Having IGs report
directly to the Minister of Defence alleviates this
problem by giving them direct access to the most
senior defence official while also removing potential
conflicts of interest within the military hierarchy.
Another solution is to authorize IGs to report to the
legislature while remaining operationally within the
Ministry of Defence.
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HOW DO OMBUDS INSTITUTIONS CONTRIBUTE
TO GOOD SSG?

The filing of formal complaints through ombuds institutions
has several advantages for the functioning of the armed
forces and their relations with society. In particular, ombuds
institutions help realise the principles of good SSG (see box
below):

» Effectiveness and efficiency: Ombuds institutions
make armed forces more effective and efficient by
recommending ways to rectify systemic deficiencies
and verifying that personnel are acting appropriately
and professionally.

¢ Accountability and transparency: Ombuds
institutions investigate human rights abuses, injustice or
maladministration and call individuals and institutions to
account for their behaviour. By issuing public reports
and recommendations, ombuds institutions improve the
transparency of security provision and management.
These reports can draw attention to issues previously
concealed or neglected by the armed forces.

¢ Participation and responsiveness: Ombuds
institutions make it easier to seek redress for
wrongdoing. Anyone in the armed forces — regardless of
rank, connections, wealth, gender, identity or
importance — can file a complaint. Because all
complaints are of equal importance, ombuds institutions
encourage everyone to participate in good governance
of the security sector. In issuing recommendations,
ombuds institutions also help the armed forces fulfil
their mission in a way that is more responsive to public
concerns.

¢ Rule of law: Ombuds institutions are responsible for
investigating complaints of inappropriately applied or
dysfunctional laws or policies. They are a means to
rectify maladministration that could not or would not be
resolved by other grievance systems; their
recommendations contribute to respect for the rule of
law.

GOOD SECURITY SECTOR GOVERNANCE (SSG)
AND SECURITY SECTOR REFORM (SSR)

Good SSG describes how the principles of good
governance apply to public security provision,
management and oversight. The principles of good
SSG are accountability, transparency, the rule of law,
participation, responsiveness, effectiveness and
efficiency.

The security sector is not just security providers: it
includes all the institutions and personnel responsible
for security management and oversight at both
national and local levels.

Establishing good SSG is the goal of security
sector reform. SSR is the political and technical
process of improving state and human security by
making security provision, management and oversight
more effective and more accountable, within a
framework of democratic civilian control, the rule of
law and respect for human rights. SSR may focus on
only one part of public security provision or the way
the entire system functions, as long as the goal is
always to improve both effectiveness and
accountability.

For more information on these core definitions,
please refer to the SSR Backgrounders on “Security
Sector Governance”, “Security Sector Reform” and
“The Security Sector”.

FIGURE1 OMBUDS INSTITUTIONS CONTRIBUTE TO GOOD SSG IN A NUMBER OF WAYS
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HOW DO OMBUDS INSTITUTIONS HANDLE
COMPLAINTS?

Ombuds institutions deal with a wide variety of complaints but
most concern human rights, misconduct or maladministration,
which is the failure of an institution to respect the rule of law
or the principles of legal and efficient administration. Many
issues identified by ombuds institutions are only
confined to individual cases, but some problems concern
the whole system (e.g. bullying, gender-based violence and
discrimination, inadequate equipment) or laws and regulations
that are either non-existent, harmful or misleading.

Ombuds institutions can receive complaints from a wide
variety of persons, including currently serving armed forces
personnel, military and civilian staff, and, sometimes, non-
professional armed forces personnel, such as conscripts.
Other groups are also likely to benefit from the existence of
an ombuds institution (e.g. families of armed forces personnel
or civilians negatively affected by the armed forces), even
though notall are permitted to file complaints in all jurisdictions.

The right to file a complaint should be advertised as
widely as possible and the process should be as simple
as possible and tailored to the needs of the complainant.
Formal complaints might be filed by telephone hotline, online
form, email or in person. Complainants should receive advice,
service and accurate appraisals of their situation as quickly
as possible.

FIGURE 2 AN EXAMPLE OF A COMPLAINTS
HANDLING PROCESS
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WHY SHOULD COMPLAINTS BE ENCOURAGED?

Complaints indicate that people are using the system and
trust that the ombuds institution is able to address their
concerns. Though it may seem counter-intuitive, if an
ombuds institution is receiving complaints, it suggests
not that the system is broken but, rather, that the
institution is working as it was designed to do. Ombuds
institutions commonly experience the underreporting of
problems. If someone with a problem does not raise a formal
complaint, it may be a positive sign that they have managed
to resolve the problem informally; conversely, it may mean
they decided not to complain. A person might hesitate to file
a complaint for negative reasons, such as a fear of retaliation
or being labelled a troublemaker, a lack of faith in the ombuds
institution to resolve the problem, or not understanding that
they have a right to file a complaint.

WHAT KINDS OF INVESTIGATIONS CAN OMBUDS
INSTITUTIONS CONDUCT?

Complaints are the main source of investigations for
ombuds institutions and in some countries investigations
can only be triggered by an individual complaint. Sometimes
individual complaints can give rise to the investigation of
systemic issues, when numerous complaints are received on
a similar subject or from a similar demographic or geographic
context. In contrast, own-motion investigations are those
an ombuds institution can launch on its own initiative without
the need for a specific complaint or incident. They are
particularly useful for the investigation of systemic problems
or thematic issues and problems such as bullying, gender-
based violence and discrimination or harassment, where
victims may be deterred or inhibited from coming forward.
This type of proactive approach can also help to raise the
profile of ombuds institutions when they make site visits and
have closer contact with service personnel. Own-motion
investigations ensure ombuds institutions can investigate all
possible issues that come to their attention, regardless of
whether or not the source is permitted to make an official
complaint. Such investigations can be triggered, for example,
by the media, NGOs or other organizations, or friends or
family of an affected person, or by requests from members of
the legislature or other government agencies.

It is essential that ombuds institutions have access to all
information necessary to carry out an investigation. Any
limitation on their access to information must be clearly and
narrowly defined in law.

ARE OMBUDS INSTITUTIONS PART OF THE
JUSTICE SECTOR?

Ombuds institutions are not meant to be a substitute for
judicial bodies, including those that make up the military
justice system, but, rather, to complement them. While the
justice system is concerned with the application of
existing law, ombuds institutions are often concerned
with identifying deficiencies in laws or policies that
prevent justice. Ombuds institutions, therefore, seek to
supplement judicial institutions, as they generally deal with
non-criminal matters and typically offer comparatively easier
access to justice. The costs of pursuing a complaint in court
can be high and the process formal, whereas ombuds
institutions’ services are free of charge and far more informal
than a typical court proceeding. While criminal investigators
focus on a specific crime at hand, ombuds institutions can
review multiple related cases of repeated abuse or systemic
issues.

HOW DO OMBUDS INSTITUTIONS ENSURE THE
ENFORCEMENT OF THEIR RECOMMENDATIONS?

Ombuds institutions for the armed forces may complement
the justice system and uphold the rule of law, but they have
no enforcement capacity. Thus, they must rely on making
recommendations and persuading the armed forces to comply
with the findings of their investigations.

There are several ways that ombuds institutions can ensure
their recommendations are implemented:

e Moral authority: High levels of public trust in and
respect for ombuds institutions may grant them a
degree of moral authority that can persuade public
institutions to comply with their recommendations.

¢ Public pressure: They can draw public attention to
non-compliance with their recommendations through
special reports, engaging with the media and/or
releasing public statements.

¢ Political escalation: They can increase the pressure to
implement their recommendations by approaching
relevant authorities.

¢ Legal appeal: Some ombuds institutions have a right of
appeal to the judiciary in cases of non-compliance.
Similarly, some may initiate proceedings in court where
the legality of an act or regulation is in question.
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WHAT TO READ NEXT

For further details on ombuds institutions
for the armed forces

For further details on key standards and characteristics
of ombuds institutions

Benjamin S. Buckland and William McDermott
Ombuds Institutions for the Armed Forces:
A Handbook

(Geneva: DCAF, 2012).

Megan Bastick

Gender and Complaints Mechanisms: A Handbook
for Armed Forces and Ombuds Institutions to
Prevent and Respond to Gender-Related
Discrimination, Harassment, Bullying and Abuse
(Geneva: DCAF, 2015).

For further details on different models
of ombuds institutions

William McDermott and Kim Piaget (eds.)
Ombuds Institutions for the Armed Forces:
Selected Case Studies

(Geneva: DCAF, 2017).

Office of the United Nations High Commissioner for
Human Rights

National Human Rights Institutions: History,
Principles, Roles and Responsibilities Professional
Training Series No. 4 (Rev. 1)

(New York and Geneva: United Nations, 2010).

Shirin Sinnar

Protecting Rights from Within? Inspectors General
and National Security Oversight

(Stanford Law Review, 65, 2013: 1027-1086).

United Nations General Assembly

Principles relating to the status of national
institutions (The Paris Principles) (A/RES/48/134)
(United Nations, 20 December 1993).

For further details on the main responsibilities
of ombuds institutions

United Nations Development Programme

Guide for Ombudsman Institutions: How to Conduct
Investigations

Bratislava: United Nations Development Programme
(Bratislava Regional Centre, 2006).

Asia Pacific Forum of National Human Rights
Institutions

Undertaking Effective Investigations: A Guide for
National Human Rights Institutions

(Sydney: Asia Pacific Forum of National Human Rights
Institutions, 2013).

MORE DCAF RESOURCES

DCAF publishes a wide variety of tools, handbooks
and guidance on all aspects of SSR and good SSG,
available free-for-download at www.dcaf.ch

Many resources are also available in languages other
than English.

The DCAF-ISSAT Community of Practice website
makes available a range of online learning resources
for SSR practitioners at http://lissat.dcaf.ch
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