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Loyzomgao IE s6bs 96 dool, dsgMsd 9gmemgbomolbmgsb
Lobglb  3s0b3  0gdl. ol dbmermE  dggwo  web-
5303530900830l MBS, (obsdmMdgEmMsb Fgsmgdom
Microsoft Edge-bL “LsgzOMbMdOL  bsgzombgddo 159630
?30M5GIIMdS  gooBbos.  yggwsbg  860d36gcmzsbo 30
0 m3oMgmdL 08580, GmI Microsoft Edge §odmowyqbls
©6039MLOM®  53¢035305L Windows Store-qsb, Hmdgarog
LoLEBQAOLYD OBMWOMHGPIMWsE FMFomdL, GMYMEOEF  Y39Wd
Ubbgo Windows do639@Hob 53¢0035309. 9U BoJBH™OM0 3o bgmls
590530  89(3)93900Lgob 0@ogl 03 Tgdmggzsdos 30, 0
30330993H9M0 330  0b680E0MIOMWos. 290 5dobd
dmOHMEH3MmJdgolm3zoL  53e0353008 3MOL  IMPOTBOEFOMYOS
bo3dom@ Moo  sdmEsbss.  Edge-bLl  odgl  Lodreengds
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39b5bgds 30Ms3o® Windows Store-0sb doo@ml, s 6o
Windows Update-ols bobqd«emo 2560bengd9d0qsb.

Microsoft Edge-o SmartScreen-oll  «qlsgO®ObMgdOL
39bobegdmmo  LobGgds  ©o0bgeys. ol 93GHMI>GMMS©
5965¢00BHgdl ImdbIoGmdEols doge Aoblboer Lso@gdl LogFzm
06xmMdsgool 96 Bo3bg  3mol  sMLYdMBsDY,  HMIEOL
50dmBybols d9dombggzsdo 065 BgMHo 3ol dEM353U.
SmartScreen-o  sbgzg  BsdMEGHZ0M™M3900L  IGBIX IOMBsS
06393M0M90wo, Moz 3md30MEgmdo 95369 3m©ol ddmby
050 g30Ls M) 3OMYMFMo OO MB3gEymzgol dmbgzgcols
Log®bgl  d0bodMdsg  9930MPRL.  dbY3lg 9O Mbs
©53393009ogb MS Edge-l 3sMmegdol dgbgxg®ol dglobgd,
GO0dgroz  MLIROMbMYdOl Mgl BB EBL
53054mB09dL.

1.4 mbsgxgHmbmgdols EmBoL s3s0Egds

Windows 10-80 5369039 s0b96gs Virtual Secure Mode
&9Jomwmyos,  Gmdgewos  Hyper-V  306H@womobBsools
A996memyosbgs ©5331db9gdgero. sbgoo Loboom,
MBOBOHMBMIBOL  M35LsBOOLOm  LBoLEYIOL  3MO0EH0IMEIS©
86009369 m3560 3m83mb7bEgd0 s LgM30L9gdo (3939 IEIE
30039 30639069005  dmmoglgdo.  dMOME-
dmgdgds Windows-ob 306Hm30L 3003360mIgEH0Mgds3 3o Hma
d9deml, ob godBmdMogzs Ts0bi 396 8gofgzb  VSM-U
dopabom. VSM-L  3m6390obgéol  dogboomn  bgds  3m©ob
LoLOYEOL  dmdogzo  3MbGHOM®WoO, Go3 dob  TgmRbg3zgw
3050300700l dglsdegdMmdLl 2odmEmoEbogl (bsb.9).

15



Virtual Secure Mode

03@0JoBN0

Local Security
Auth Service
3NGHOVODIGN
TPM
Hyper-Visor
3MOOL
aMOOEMad

Virtual Secure Mode (VSM)

Windows

aMBIMaNMDMa

Bob. 9. VSM-ols 30D¢5¢00Bs30s

VSM-ob dogboor slggg LSASS (Local Security Subsystem
Service) 3.935mdL. gl M0l  Windows-ol  3m3d3mbgbdo,
OIgoi Mmoo dcmdbdoMmgdeol 53EGHMOM0D305DY 5390l
3oLbL 35390 30830093 9MT0. LgM3oLo IMOG03MWOs S
9ol 256939 M35emO ImIbToMmdgdol Lol gdsdo Tgbgers
294 BHMIM03500 899w gdgw0s. 5983565, g LSASS 535 v
00 30DgHob 259 3960 00185390l (Boo0ms, 30639 PsgMos
300do0), 095006 m3sermE®o  IMIbIoMgderol Windows-0o
53GMMH0Bs30s 899dwgdgo 0dbgds 0d dgdmbgzgzsdos 30, v
9mdbdoMmgdgwo LoLEGYIOL sEIObOLEBHMIGHMGM0S. gb 56 gbgds
00>m, 30b3 Azure AD 56 Microsoft-oll 56300039300 o000
93GMO0DoE0sL,  Moysh o  Tgdmbggzsdo  odmoygbgds
MBOBOMbMIdOL  MROM  Msbsdgm™m3g  LEIBIMEYdO,

O0Igdb3 339 30LIOOIO.
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1.5. Device Guard s EDP ¢)3d6memg0900 30060305 0v9en0
159396 ¢&olLomzol

Device Guard-ob 09939mdom 6560Ds3090L
056593dOMmIengdol 3033039690y 36OHMyMH53wo
MBHOHWD39wYmBol 25939008 3MBEHGMEOL  FglodErgdEMmds
dooBbosm. gl 994oboBdo  Windows 10-Bg  dmdmdszg
9mfymdowmdgdol  Lbgoslbgs  astg  Fg@gzgdols o
Bmwmgzsbo Eol Imfiyzesmdgdoligeb a3l Lodwowgdsls
00d935. 0965ddOMIoL dMfYmdOwMdsHg 09396 dga0dwosm
dbmem LIBEM 5303530900L 4583905 IYIZ50, HMIYdOS
dPo6Imgderols, Microsoft, Windows Store-ols s6 3335600 dogth
560 bowdmfgeoeo. Microsoft-ols 139(305YHO
bobsfymgdol obds®mgdom, md39b dga0dwosm dosboFmm
LYOGHOGR03GHO0  Gdmammi  Windows-ob  «960g39GOLogrme
33035309, 0y 3eoliog M Win3d2 3GmaMsdsl. yzgwsxgho qb
0565996OmIoll bMHoIb  IM3ombsgzs s BgdaMmM30L
390909  36MHMaGdMwo  BOHMB3gwymBol  ©oggbgdsl
399909l bEob, G0 30 0gmb 30335600l dos IT-
LAHOWYIHMOS.  0Lb  goos  Device  Guard Q969
39009390056 Bgdmmbligbgdmewo VSM-ol g08mygbgdom séols
QEYL0-

&9dbmemyos Enterprise Data Protection (EDP) 30935600l
dogbom dmdNTsgg 9303530900Ls s IMbo3789d0L (335U
MBOHM639wYmRL. 9L, 05659d0MImgdo  Lodwdom
mgxobgddog 30 L3OO IM{YmdOEMdGOom FMdomdgb, o
MmOQ060Bs300L  LyoMIm s 3mbxgoybgoswm®mo
068305300l (3358 9LOBIE30MYOMEO  250mYgbgdols o
3930630396 X9MHM36s© 5O gdL. EDP-I 30 8cmdbds®gdemols
30650 Qo 63560Bs300l 30bx09b305 Mo
06833300l 4obLb3539ds Fgderos. FogoomOlm3oL, MYy
EDP-ll 9096 580860 83500 ®d39b aomo0@sbgm Lbgs
dmfymdowmdsHg, ol  MLsMygderm  5©IMBbEgds  MoYb
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3oLoblbgs  dobo 993093305 2obgds  LoFo®m.  slggg
©5)9L9gdMgdoL  5EIOBOLEHMIGHMOL  5d> vy 0d  GHodob
2500obm30L  FgLodsdolo 53035300l sb0d36s Tgmdwos,
Gmdgewdog ol by gooblbsl.  dsgocmomobmgzol,  mvy
30035600 Gopaboo»  EDP-LL  99d39mdoom .doc  gs0gdo
wdmowm© MS Word-ob 36HmysdsBgs  doddmero, 95906
9cmdbdoMgdqeo dsb bbgs G9gdu@Ge M9od@mmTo 396 goblbob.
WRO® LOOBEIMOJLME PoTMOYMMHGdS 0L, 1) OHMYMO 509369l
035 EDP  g5330L  3953960L, Gm@qbsg dmdbds®mgdgeo
IEML? Bo0EMD FMTomdL. FoQd0MS, MJ396 o53Mm30M9g0
A9JuEHo  ©M39996F0©sb  0dobmgol, ®md  Rsligom ol
5696000330, Topa®sd dgdmbggzom Bobgom ol Skype-bs vy
Facebook-3o, EDP 9mdbds6gdgel 530l dqLobgd 9993093
2998OMbLOgdl  ImIbTomgdgeel. ol Fggdengds o3
39BOMboEYdol 0abmMm0Mmgds, FogMsd gl Jdggdgdo 9MH06
wmado 0gbgds  Tgbobmero, o3  0bgm®Bs300l  gogmbzols
090l 50396530 O MHMEL 0Msdsdgob.

m6o ool ob  Microsoft-ds  gobogbss,  O™I
dbmgwomdo 3 (gmoffowdo 1 dowosto Windows 10-bg
0m0M3s39  9mfymdomds by  ymxzowoym.  sbsgo
396530090 bobEGgIolb  49630msMYdOL  39MIYEIIMSE
3035605 3gMomEms©  9d39946gds  Windows  10-ol
36MHMaMgLoLs s JoLO Fog3MEIXYOOL YEHIWIIL. ssbEMgdom
3990 9Oobgw  J399469dm©s  M3gMo3omo  LolEGgdol
0bLGOs30gdol MoEbzo. dmwm dmbs3gdgdo Build 2017-%g
2970905, Losg 500 000 Windows 10-%g 0m03¢3s39
dmfymdoEMds oLabgws.

Microsoft-oll m50305¢H0  399-2390M06  30990m,
6md Windows 10-ob Logbom LsdsBOm foerolb 12,5% d0Bbgls
19gad9bAL M3930s. FoMGH030 J9TIMM3E0m 3BMdOwo bqgdy,
O3 59559500 gb HOEb30 ObWMgdom 62,5 Joeromb doBbyls
9mdbdoMm909l EHMEEIOS.
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Microsoft-ols 396530090 bobEgdolb Lsdmdsgwm
Bl d0BbgL  Lgadab@BHdo sbgzg  Pobs30MMOJIL  sbem
dmdsgocwdo Windows 7-0b dbs®oFgMol  d9%y39¢o3, Gob
3999009353 m62560B530900 MRO® bgHombMEs©
5830090056 Windows 10-0qg 2560bengdsBy. 50lsbodbsgos,
6md Windows 7 m®3030sew6s Bogmomst s®bgdmdsl 2020
09wl osliEOEgdLs.

Windows 8-096 @5 doom wdgdgb Windows 7-
056 99005690000  sbogo  m3gM30o  LolEgds  OMYMOS
B3999gd6030, 0y ZMO3MOSEGH0Io  dTbTsMgdEOLIM30L
09305  MLOFODMbM  gobs.  dgoigzows  Windows 10-8o
doamds  2obsbergdgdol  AbGM0ZsE.  9F0IMOED sV SGMOL
LoFoOm  2obsbargdgdologol  4sb3momgboen  13g0sMO
©EIJOOL IWMEIdS @S M30mMmb  gobobegds 30
9mdbdoMgdsdg dos  BgbGoMgdol 8gdwgy 8035, b
Windows 10-%9 9m3v9d539 439es 8mfymdormdsls gbgds.

1.6. Windows Autopilot

3035605 Microsoft-0s Windows 10-00 o535 sbogro
®9dsos Windows Autopilot. gl 30063mGs@G0mwo bgwlsfym
Windows 10 Fall Creators Update-osb gMomo@ 25bgdos
bgdobsfjgomdo.  sbowo  gmbdsos  Windows  Autopilot,
Autopilot Reset-bU o Device Health-ll dmo@3o3L. 5©0b0dbwyeO
Loosbgroom 9563030905 bodwdom 36Hm3gbobmzols
9mgmdomdol  ImIbogds ©@s dobo  “}ebIMmgEmdOl”
3MbGOHMo (bsb.10).

Windows Autopilot  o60mo@96L  $gdbmarmaogdol
3690, MMAEqd03 dmfymdowmdol 306039050
393560 mM30Lm30L  439L5F0MMYOS.  IMFYMOOEIMBOL  QOTIOMZS
9mdbs69d9wl  IT-530boLEBHMsGHMOOL BsOmMEMdoL gotgdy
9990gds.  3033099HIO0 MO39 93530060 ds  Intune-U
(0md0™dols dom»30L LoAdBobwEL ©0OHBM3560
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http://www.msinfo.ge/?p=18072
http://www.msinfo.ge/?p=18072
http://www.msinfo.ge/?p=18072

399003 gdol d5HYY), dg33woll Windows 10-ob Hgsgiosl
“3mO3MO5GH0MDY”,  BsdmE300mogl  LobEgdobs o
MLOROMNbMIOOL 356589GHMIOL s ©s9ygbgdl Office 365-1 sb
bbgo 00Bbgl-93035(3090b.

= Autopilot Features  Get Autopilot

Autopilot

Beautiful app distribution.

GET IT NOW

App distribution @ @ @

Distributing your app was never this easy. We support
i0S, Android and Windows apps.

Bsb. 10. Windows Autopilot

09y o0dmoddbgds 3MMmdgds, AutoPilot-o sLE¥agdl
90fgmdomdol  bgwosbas  BsBH300m35L, 0690l LsFoMHm
3Mbx0amGs300L, 0bsbogl MDM (Mobile Device Management)-
ol 3565993M9dL s Azure Active Directory (AAD) 353806U.
Microsoft-0  3006030m65¢ 0o bsdmdsm LogOEoL AsdsOHM30L
600 303900l 360936900365 FodoMEH03905L 530690.
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05302. 365398005 (330
2.1 3965300 bobiEgdol o6 LsggHmbggdo

3659900 Malware, Spyware o Riskware
39¢)93MM0530 do0b69396 GG 3 2oblszMMgdom oo
Logg@mbol  200md(3935. 99  3539aMm©05d0  SMLYdIMYO
36059900  bbgs  Log®mbggdmsb  ghms  dgodergds
3903393009 306x9L9d0L, 3mMIgdoL (Worm) o GHM™®0osbgdols
(Torjan) ULbgoolbgs Lobgmdgdl. 53 LoBosbm 3MMYMTgd0L
9539940 d9LsdEoms 9m0@3539L 0 dbdocm9dEols
30683096305 MMH0  0bBMEOTs300L Jo®gdsl, 3MA30YBHIMOL
M396mbm JoBbgdolsmz0lL  A5dmygbgdsls 96 dob d[ymdMm0D
25904g39650.

dog39560 (Malware)

950039560  oMoL  o3bg  3OMYMsds,  GMIgEos
053053bbAgergdol  BogH  gsdmoygbgds  3mB30EHgMHOL
RbJ3omboMmgdolsmzol  bgwols dglsdwrgmo  ©s 3065
0683 35305bmsb  3mdol  IMLs3m3z9dws©. ol Jgodegds
04mlb 300, bIMoBGo b Lbgs 3OHMaMsds. Bo¢r39500 SMOL
G9gmdobo,  OHmIgwos  aMwobbdmdl  0bGMmsgzocmlmen
36OMy650s. doen3gomo  dmoEegl  3m330GHIOHME  3060ndL,
9BLmAZ95M, 3m©3d90L, GOM0sbgdL, mm30@ 90U,
30Mgmgdl, 1350395ML, 9gw39oOL ©s LyBosbom BHO-U,
536M9m39 bbgs LoBosbm 3MHMaEmsdgdl. o350l JOMOMSEO
LogMmMbggd0 sMHOL 3MHTGOO 96 BHOMM0671d0 s 9GS F0MmLgdo.
9539560 56 5MHOL 02039 M3 ©WIBIJAHOWOO  3MIMPEST,
(903 9GOl 3MMYMsds, MMIJWLIE 9J3L wIy0G0dNGmO
d0bobo, FogM50 F9oEegl LoHosbm doagdls, HMIgdoi 56 0dbs
dgbfmOgdmmo  B3BsOBY  go8mI39050g.  DBmaogmMo
950039560 8g0dgds ImEoMmEgL 30335600l MBOEOIWMEO
390 239606, 5Tol Fogowomos 3MHMYMSBs, MMIGELS3
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3003560900  0ygbgdgh  FoM3gBH0bao  LBHsGoLGo3ol
dmbo3M39dsE @5  8mdbIoMgdgwms 33930l O™
MBoBOHObM dmbs3gdgdL 009096 9ddbdom9dEols
30033093 9M0qb.

95¢0395M0L 5OLYdMB5D LoFOoMHM gobows oligmo (3530
36059900l 0d99dbo, QMO390 3bGH0z3060mLgdo,
963005¢3950900 5 BO0JMZMO. MOMNMIO gl 3OIMAEMSTS
59BHoMMO©  9M0L  A5dMmYgbgd o  39MHdm  dmdbIsMgdgdol
dogH oo 333099BHJMOJOOL L3939 s BYBOIMBIMSZ0
0300M30LoYO6 Mo30L SLEMOIdES.

3330993 9Mo 3000

30330E9Owo 3060 5MOL  30330vEJHICO
3000505, OMIgwbsg  9J3b  godMmgwgdol s  ghmo
3003303H9M0©0  IgmebBg 493039900l Mbsdo GHgMob
3060 5SOOL FSOMMNMO 393039 YdI0, 0993 bdoMsw 0yo
365LJMES© godmoygbgds s Boe375ML 5O »fmgd9b
306LL.

9500395600  dm0o@3s3l  3m3309BHYOHI  306v9LgdL,
30330H9OME 3mEMmIGOL, M9BLMAZ75ML, GHMM0sbgdL. oligmo
9539560, OHMYMOOGSS  BHOMM0s67d0 s 3m®mIgdo bdoMs
90gds0 s 30MmLgds  dmoblgbogdgb. dson JmEol 3o
399603900 goblibgoggdss:  gm®Al  Jgmderos  4sdmoygbmls
LoBOMHYJB0 O 53BMBOGIMO® J9FMOZEIL 32830193 MT0
5 b3 Jugando s®LgdME 3d3099GH9M9dd0is. bmwm GMHmosbo
50l 3OMYM3s, OMIgwoE Mmomdml  MLogMmMbms, FsMsd
oozl LEBoSbM GMBI309dL. 3MEMTGOLSE @S BHOMOBYOLSEG
399dwoom  Bosbo  80sggbmb  3m330EHgH o LobGgdol
9mbs39990L 96 3m330EIOHMEo LoLiGYIol dw)domdsls.

30330993H9OMWo 30600 5MOL  Bsbosbm  3BMYMsds,
G0dgwoi  doms© s0fig3l  3md3oGHge  Lolidgdgddo,
360599000 b Boowgddo s Fgmdwos msz30lo  Ms30L
30306905 ©5 593505 30330993 JM0L s0bROEMYds. SLgoo
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36059900 bBJoMs  303309BHIOL  Mo0Tdg  Lobols  Bosbl
59969096, Fo00 3m330BHIMOL 3OHMYMITM 3mdo BoDosbm
33ogd9d0  095d30m, MMIgEms 99090  bBosbgds
3003303960 56 dmdbBser9deol Imbs399900.

5069 3060L90L  F9Mbab 9MMdOL s 0bGHgMgLol
dobbom, Topa®sd @Il To» 339 FJoHBbMIMOZ0 Lsbosbm
xmbJgogdo SbsbosmMgdOm, GRMO0ESS 35250
30030993HgO0L  ©@sBosbgds b Imbs3gdgdol  Im3s63o,
dmdbdsGgdol  3m330MFBHgMoL  3mbGOHmwo.  HBIoMs
G9gmdobom, 3mA30MBHIMMo 3060LO, Yzgws Godol ds3bg
30059908 50b0odbogzgb.  9MO@s  dLgmo  3MIMYM39d0
Lbgoolbgs  3MbJ309d0L  Fo@sgdgwos s  dgLodsdobo,
bbgoolbgs  35393MmM09050  0gmaxs, OMIwgdLsg  J399mom
39630bowsgm.

30330BH9OwM  LobBgdsdo  Bmyoghmo  30HMLOL
5MLYOMBS  5©30o©  dgLedRbgzos  IMAbTsMYOOLMZOL,
353058 09300 3000 5  9BIBL 560G  LoI3BHMAL o
0mdbdoGgdgwl 93303 9O  MBBgds, OHMI  3083099EHMO
53069005, HBMPOIOHDO 30600 25TMH3EGOOL oM
5M5839ML 56 539090U.

300069 306090 dcsbgE@bgdls 308303960l
5506580306093 30639e  Gogdo ol Mbs  dmbzgl
303303H96Md0. 5GBYOMBL 30MXLOL 253039 gdol bLbgoolibgs
bodmoe9gd9d0:

3dM530 3905 Ls8MsEgdYdO - 0bBMEOTo300L o@oMgdgEo
9mfgmdowmdgdo (38353@-0b 3900 CD, USB
3mfymdoEmdgd0)

0b@gbgdo - 9gwadBHOMbMo-gmlids,  Lsbosbm  3mool
9393300 390-3300©g0,  0bAHIOBIHEEB  yddmEighowro
36MHMyM53900 96 Bs0wgd0o, Igbgbx g 369900 IM.

Juoo - wm3se Jugewdo Lsbostrm BMEEYMHgdo Shared
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Folder, Lobmgom Jugegdo Public Networks.

3060369050, MHMIgdoz  ©sPgds  30OHMbo  Mboo
dmdgobml  gbs  3md30vBHgedo  dgdmbomfgzs. 9sb  bs
dmobgMbmlb G000 Loowdwm bg@boom d9dmmdzsl 306Lo,
G0dgero 99000938 bbgol Lol@gdsdo 56 dmobgmbgdl Hma
dmdbdoMmgdgeds  ®300mb  F9gmdzsl  306HLbo LSO
LobGgdsdo.

SMLYOMBL  IMs3oo By,  MOMOE 05305l
39999005 530L 35390090, JoYIWOM:

o 03m36mb ;3390 3MI309BHIOHIo  LobBgds o
3990903 B936mm 306HL0.

e 53N 3033093HIOM LobEgdsdo 03m3bml bamzgbo
(vulnerability) oo 359m0g4gbmlb gl 30G¥lols dgLswfgzsc.

e Jmo@Ymmb 9cmdbdsMgdgeo s IORIOML T, G™I
LoB0sbM Goowo Jobmzol LElMZITO BOOEOs.

&®0560 (Trojan Horse) - GHOmosb 3mOLo, 09039
G®0560. oL 9d3L MBI FgolitrmeEmb LolwEMz9gwo BmbJsos
Qo 30505MGH03MUL 9cdbdsergdEols 33309939
9mbs39990%bg 130035, BHMM060l BoBsbo 56155 Bb3S Boowgddo
d90figzs 3060LoL  Abys3LO©. GHMMOsD 3mEOLYOL Fgderosm
90035MmMmb 068mMTs305 96 536mb 3330 E B LoliEgdsb.
G®0569935 890dgds godmoygbmb Ms03 ©sbermogdo 6
©550bLGHOIWOMHME 530 MbErsob 5350900l b  0bGHYMbYE
53035309008 89039md0m  0dobosm3zol,  GMI  doswfomb
LoliE39e 3m330v)GgM90Y. GHYMdobo GHMM0sE 3mOlo Mol
Dodmgdboeo 09Mdbo JomMmEMA00b  FHMHML 3bgbols
93960l Jglobgd. G060 3L 9639690l dmTbscgdgEls
000gmb 080 5®ob LOWWOs Lobm s v369dgw0. sMgm3Y,
9dIbdoM9d9l MoEs3 BMMTom LmogsHBMOL LokwydMgdl, Moms
abbgzgm3wl  ImGYMYdom  o50bLEI0MmdObML  ™s30

308309390 bobEgdsdo.
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Trojan-Spy - @&®m0s6  830ombo,  8mdbIsGgdol
30330BH9Mdo oo S0BLEIWOMdL  3GIMYEMSTgOL
olbgmgdl,  OmamOmogss  dosgowomos  keyloggers, Mol
Lodmoegdomsi 8gLsdy 30Ol dgdeos dmdbdsmgdeols doge
303053 YM5BY 536095300 0683MmMHT5305 (o0300bMU.

Trojan-PSW - 035653l 356093l oo bbgs 3603369cm356
063mMA530sL. Aol sgMgmgg  gderos  Lbgs  Loboosbm
3659900l oY4gbgdas.

Trojan-Downloader -06969¢&0b 15859300 BoGIMEs©
o9l LEBosbMm B0l  IMIMOYOMo  bYM39M0B s
090000  933)MA>BH M  50BLEBHIWOMYdL  IMIBTsMGOOL
30330GH9MBY.

Trojan-Dropper - 99033538 96 96 G590 LoBOSHM™
3GMM505L, OHMIJWLSE 0l BIOWWOE  S0BLEIWOMPIL s
399m0yggbgdL dmabTs69dol 3m330)EgMHBY.

Trojan-Proxy - ULo8moggdsl 5dewgal  dmadbdatgderols
30830390l 99039M000  56533MM0DYIMds  306090Ts
56mb0dM©m5 0LMYJIWMD 06@EYMHbgE 0.

Trojan-Dialer - 8mdbdocmgdrol 3830993 9cL
Lo@ggxnmbem  bsBol  39939m000 5353806090 0b39gMbgd)
Juowosh. Bl ospMgomgg dgmderos ImdbTsmgdgero
39005530L53MDM 5MLILYMZ9e 390 2439MJODY.

m3odo (Rootkit) - 3OHMa®3s GMIgEoE 3O ML
0530L0 5MBYOMIOL T3l 30F309)BHIOOL MLOBOMBMYdOL
36MHMM53900L506 Mogz0l s30Egdom. 3MI3omEHgMdo dgmfgzol
090009 1o3w95¢0gdsll 9deg3l OoLEBEOWE  dmMIbTsMdgEL
150QEIME  53MBGHOMWML  308309BHIOOL  M3YMIF0IO
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Lo@90s. MMM3ZoEOL 50IMBYDs sMOL 1o3d5M© MMNYWO, oY
dsb 5gd3L b0 gogd3eo3wgL 08 3MMYEHTSL, MMIgeroi dob
500mbsBgbs® Mbs 0dbsl godmygbgdmero. 3ma30EgH o
LoLEBQAOL OHMPIOGHOLYSD oHdgbs Bo3dom Mo Loddgs,
bdoco LsFoOmm bgds bgwsbowo 0bLEIMsE0s, 306506
dbmwmE 53 qboom bgds Tgbodegdgero  doligsb  megol

0930

d9dom®o (Backdoor) - xs3493/6H0 3OHMAGMTs Mg
399009ggbgds 965 FbmEmE 0bBMEOTs300L  Jods3gd0Lm30U,
565990 30330993 M0L 9356MbMmE BsdoMm535053. 9J3L 3o 39
5MLYOMO  5EI0BOLEBHMI30ME0  FgLodEgOEPMBS, OHMIGEOE
0538 960H0I0L LGObIOEHWM MLsRMMbMgdOL d9JsboBIgdL
30030993H9OMWo  3OMYM53900L,  38309BHIO0L 56 Jugarols

955 BHTIMO35.

gm®do (Worm) - 03039 3md3om@ghmwo  Foo
§o00moaabl  LoBosbm  3MMYMSTSL,  GMIgwoz  09gbgdl
30330993Hgeol s Jugeol  FgLodrgdermdgdL, MM
93GMISGHMOMO© 293039l b3y  3m3309939609dDY.
3007L0LSL goblbgs3zgd0m ol v6 LsFoMHMdL, 3m3009GHIMd0
56OLYOME  OHMIgEodg 3OHMAMT>DY 0gmlb  ©IM30EIOMWO.
30330H9OMwo  Foo  momgdol  ymzgwmzol  of393L
90b6035¢0me Bosbl Jugrdo, cbsg gwderos dmobdsmml
dmdbdomgdeols  0b@Ggtbgd  LoBdotg,  bmwmm  g3oMmMLgdo
00mg4dol  ym3z9wm30L  5H0sbgdL 96 330l Boomgdl s
dmbs39990L 3md30mEgHdo.

Jug®o-3os (Net-Worm) - 3605300905 053080 0530l
LOMEOS© ©5004930009d390 3030900 Jugerdo
393039 9000.

P2P-305 (P2P-Worm) - 30390©gds P2P 30myMsdgdols
©5 Jugerol (Emule, KaZaa, Imesh, Torrent) 99339mdoom,
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doM0MOIE 353069390 Goool Laboo.

9-gmbBol Fos  (Email-Worm) - 3039090
909dHOMbMwo  gmbGol  LsdMewgdom,  JOMHOMIIO
90030 gsoobl (attachment) Losboo.

IRC-30s (IRC-Worm) - 303900995 0b@g0bgd Bo@ob
JLgols 39339mdom.

IM-3o05 (IM-Worm) - 3M39w©9ds LHOSg0
99Hymd0b90900L 3OMYMsdgdol s Jugerol (IM, ICQ, Skype,
Yahoo s MSN Messenger ) 39339md00.

Bluetooth-30s (Bluetooth-Worm) 3ME9IYOS
O oLoL dMfymdOEmddOL d9dz9Mmdom.

Spyware - JbBHM3sM0  3OMYMSds,  MMIGEO3
06&96b93056 9mdbdoMgdols B9dsmm30L 2396989
0bbGomEgds ol 3mB30MEBHIHDy s 98 383099BHIM0WD
9mbs39990L bbgs 3m830v3HgMHDYg 3oal3gaL. SBgo 3MMYGHDoL
d9mdeos  qosbgl  dmdbIsmgdol  gergdGHembaero
DoMowqgdo, 30m330m@gMdo ol JoghH Jg@sbowro 0bgm®mdsisos,
35(M9d0 o 5.9.

0b6@gMbg® 305 bghgdo, GmImgdog 0vliggdosh ds3bg
3Oma®msdols  SMLGdIMISL - doewosb  36033bgcmgzsbo
303560095, MHMOYLSE 0J3960 dMMDgMmo 50mfdgdl 300-
339M©0L  LoHgol  3mEL >  FoBHYMd0bgdm  390-339M O
5068303009005 0¥) 565, 59 BMbdi0sL 094gbgdgb olgmo
06@9mb9@¢ Mo bgMgdo  GmameMogss: Internet Explorer,
Mozilla Firefox, Google Chrome, Safari oo Opera.
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2.2. 0583530 by - Windows Firewall

Windows-do LobEgdol QOLS(39359 30369
36OHMaM53900L556 99990 bgMbgdo godmoygbgde:

e Windows Firewall - ©593530 D09©g - 3OHMaM0dmwo b
335M5GMBMo 335 95367 36OMAM53900LsY;

* 563030600 3OMYMHFMEO YBOHMBIgEYMGH;

e Windows Defender - 30bmul-d339cro - dbEHm3sG0
36059900L5356 593530 MBHOWOGS;

e Windows Update - 3060mql LolEgdol aobsbengds.

250960300l JOMOMSO  O539WGISS  3539(GHJO0L
RBOWGHM305. ol 58mfIgOL  gz9ws  3539GOL  MOgLIOMU,
(3 9gd03 39503905 30330993960 Jugme
063H9Mx390Lgdby s 8d  353939dbg  SLEONMgdL  od
dmddggdgol,  GMmImgdol  Tggbodsdgds  Bo0gMH3mMedo
MM Hgbgdl. gs0gM3Mo  F9godegds  godmygbgdmem
0g6sL OHMAMOE gOHMo 30830993 IOOL L3939 (FoZIWOMSE
0639Mbg@do Bosomnvemo 396HLmbswMo 3md30vEHgMo), s93g
doosbo  Jugeol  ols33s®.  Jugerol  dgdmbgzgzsdo
B509MH3M0 ygbgds Gateway (,3900039%) - 30m330vGH9ODBY,
G0dgeos MBOHWD3gwymRL Jugeols sbs™B3bo
30330H9Mdo0L  0bBHyMbgBHdo  §3masl. B3b o6
39630bowsgm  Jugem®  Bs0gMZMEl, M8  obboEo
046905 Windows (7, 8.1, 10) m39Msgoe  Lob@gdsdo
B5896900 396LMbIEMOHO B50gMH3ME00.

WMISMMO0 B509M3MmoL 3053500 3bd309000:
e 3m330BH9MOL 5335 Y39ws dglsderm d939g30Lo90;

e 30330939M0L 5335 JUIXYOO ,, 30900l (Worm);
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©0560L0m3E60 3MrMyMm3900L s 3MILILMMZIO BHMIGOIOL

Q©O0M335.
©5)3600gdom A5630boMm®  Bs0gM3mEol  ddomdols
360bi030. QO3 30300  Jugedo  Bmbs3gdgdo

3950399056 565 BW0sbs, 9539 3oBOMs bafowgdow -
3539()905©. {oMm3m300y0bmm» 0b6xmOmIs30s 9HMOsbs O™I
39050399mEgL Jugerdo - Lsbsd Jugwrol gdomo {9360 offgel
130dl, Jugeeol  ygzgems  obsMBgbo  3erogb@o  gurmgds
290dmHgMoL oMY gdSL. SToEMI 45LsEJd0 dmbsoigdgdo
0YmMRs 35393P09®© OO MNOMMIMI0 3539G0 (939 39PS03J0s.
353930 9903995 MO0 b5fowolsgsb - mogladmo (Header) o
G960 (Body - dmbsggdoms LogmEg). ®ogLadMmo FgoEogl obgm
0683mMHI5>305L OMQMO0399: 2093 bogbols dobsdsm0,
dodmgdols doLsdsmm0, 40dgbogbol s  dodegdols
3MmOG0, 450sLs3gd0 9mbs393900L DMIs s 5.9. 353930l
G960 890393L6 M30Mmb IMb5(39993L, TogoOMO, A9LOEJ0
5900l Bsffoero,  gwgdBHOmbamwo  gmb@s,  bdmgsbo
d99md0bgds s Lbgs.

B5096M3M0  55b5w0oBIIL  yzgms 3539G0L  MgLIOMU,
HIwgdo3 oosh Jugwr®o 0bGHgHxzgolbol  Lsdrsegdom.
053B5OMOL MOMMYMo 390 (odybogbols IP-dobsds®omo,
90009d0L IP-00Ls3sM0 s 5.9.) 98MOBOWGdS B509MZMEOL
DoLgdol bo369dL. Falgdol bs3Mgdo (Rules) 0gdbgds Lol@gdmemo
5030b0LEGMsBHMMOL Joge. bogeolbdgze, Bo0gMzmel 339
593 Pgbgdol  Bo3egdo,  GMIgEog 930w gdMdOL
3900bg935d0 09a30dwos d93335mm. ymzgwo (oo odwrggzs
353939o0L s  9mgddnggdgdol  gmPBg30L  3M0EHIM0NOU,
G0dgoi Mbs GOl 35393BY. F990mMs©, 3306
5336Mdomm g4ggws 999tmdsgseo 353806M0: B3960 30830093960
56 5oL bgM396M0, 5FoE™I 0bGHIMbYBHOL IMIbTsMGdEGOL sG>
59300 Bsbosb  3538060;  T9a30d0s  533Mdsrmm  MH503g
360590l 063gMbyGMb  3mds.  sbg3zg  FglodangdgEros

30636093 3396096 30maol  530Mdoezs  (FoQd0mS,
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dom3b, MMIgEmo 3003wom Lsbosbm - Moms Tsbmsb
P30mdol Lodowgds 56 3dmbgl Bzgbo 3ma3oEHgMol Lbgs
dIbIoMgdEgdL); d9LodEgdEMds 23993l 933MFS ™M™
396LsBW3OME0 3MME0, Homs I3bYOM® Jugerol HMIgE0dg
bgM3zobo,  Fogowoms, 5190  b6mdMoL  dJmbg  3mOEHOL
©50M330m, B396 330dss30 ICQ 3GIMM5AoL056 Fgdomdsls.

QI OIOT 339 503608bgm, B509M3Mgd0
53090 Y4gbgds Gateway-30m330v)3H9M90bY, OHMIwgdos
WBOMB39wymgl  bbgs 3033093 9M9d0L  0bEgMbgEHomsb
P30maslL.  sbgmo  BY0xMZ3Mgd0  JOMOMOIE  SLEWEGAL
3563 BH0DoE00l BMBJ30sL, 9.0. 3OMZ350IMOL  Jugw0Eb
3539(3900L 390530L535MgOSL 06@9mbgE oL Lbgo
oMM EBHODGHMOJODBY. G5 0dds  Mbs  Fonbg  dY39
LOMEOYOS 353930 BoWEHMSE0S,  00339MO©  O™I
36MHM3500900L  Jugwol MgleOLdOL AsdMmYgbgds Fgoderosm
dbmwmE dob 3e0gb@gdl s Lbgol s6530L. TogMsd sbgom
2509630908 56 F9MAW0sm MM 300330993 MJOOL
©533> Jugwmo  F0gdobogsb (Worm) o6 9mdbdo®mgderols
308303H9OBY (5087 3OMyMsdol  0b6GHIOBYBHMb  30mdol
5363530. sdo@md 30330GH9M DY 396LmbsgmEo
135096300 3560939 3MTomds MOMIEIME 56 FJodgds.

oMb vy 6o Windows-ols 396OLMmbsemEmo 3509MH3MEol
390mO™M35 o BBZs 509gMH3Mol ©oygbgds? Windows XP-ol
B5096M30M0  sMoL  ,LoggmOoL  Auyoglo  gemo [(R%Ye,10)
39G5M90Mo  0bGHYMbgBHTdo sbEH03060MLBOL s sTEJO0O
B50903m@ol  3o6gdy - > godybo (1339  Foafiogy
3™330BH9OBg.  Windows 10  gs09G3meo  §o03s@gdom
5OmMAg3l ™Mozl ©o3oLEMYdME  IMZogmdgdL.  Windows
M39653009o  LobGHIIol  Bs09M3MO 356599 FBHMJOOL
dmbgmbgdmo 3mbx0yMMHs300m, 96 BsdMM35MHYds Bolnsb
0509MH30M90L. bLIMH30eol dgdmbgg3zsdo dglsdwggewros bbgs
0909MH3meol  dgdgbs. ogoeroms, Total Internet Security
39033938 B509MZ3ML @S 96EH03060LOL B6J3090L, MmGOz9L
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RIQIONCR

03509630900l godmyggbgds s30wgdgeos 0b3gMbg@GHdo
B0  3m330EHIMHOLM30L. OHMAMOE 30 333009GHIM0
©53930060©9ds  Lobmasm  Jugewdo  (public  Network),
933™35GHMOH0 3OMAGTs - 139696900 0fjygdgb dobo Jugwrmeo
063gMxgolbol  Fgdmfdgdsl,  Moms  03m3mb  ©(339w0
5000930 d99m3mobomgzob. ©O9LEEYIOLMBO
dmdbdoMm9dgdo bdoms 09gbgdgb LsBmysm Jugarls (public
Network), WiFi-li 3sg9do b6 590m3m6OGHTdo. wxsbem  WiFi
Jbgdo Bs®ngz0Lsl, 396 30469000 ©MIMbgdebo, MM M
3530058 0gom XM 3WwogbBo 9O T9)3IYds 3MMEHJOOL
1396060905L, 0mMS 50TMBOBML IME3gWo SO gdo B396L
300303H9MT0.  Bs0IMZMWO  5Y30WYdJ0s  39T035,
50500 B™ LEBMYsM Jugerdo (public Network) Bs®3z0LSU,
505990 dY3g 3MO3MOs3o  Jugwdos, MobsE
4m39@m30L sOBYOMOL 3md3019EHgMHTo 99dmFHoL Mol30.

Windows-ols 33509MH3ME0 MBOHMD39ymRL
30830993H9M0L MLOBOMbMYOSL, 0l 033l o MBobOL s
Juowomsb (Home s6 Work Network) 56 Lobmaosm Jugumsb
(public Network) 3693990L5 @5 59OHM3MOEH9ddo dogHNYOOLSL.

0909MH3M900  2obloBM3Megz96  Jugurme  GHMOxo3lL
Mmoo gbgdol  9HMMIWOMdOL  LBogdzgwdy.  gu
Polgdo  36mdoos  BmymO 4odmbszwolgdo  (Exception).
OG> HMB030  b3EYdy  B0IAZMom I  Jug e
06@9mHx890LbY,  BY0gMOZMEO  2o5bs0BYOL s Fgbgdol
99L505T0LOE FOOBHIMYOL 96 IOEIMIS3L Tol. Windows-do 50l
MmM0 BoogMzmeo: Windows Firewall s Windows Firewall
MLOROMbMGOOL 25d0gMgde Mgg0ddo (WFAS - Windows
Firewall with Advanced Security). dso dm®ol doGHomso
3oblbgs390s 5393806093 os  Fqlgdol  LoMMEIglMb,
3w gd03 8Mm0sOmMGOS M30mMmb ImEdME 53509M3MegdTo.
Windows  Firewall-do  g0dmoygbgds  do®@ogo  {gbgdo,
(99003 300306 93530060905 3MMYMSTL 56 LyM30LL.
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WFAS-80 g50m0ygbgds mamm Moo {Hobgdo, GmIwmgdos
BoE5396  BHGOROZL  3mOEJO0L,  3OMGHMIMIOOlL @
JoLdsM9d0L bygzmdzge by (bob.11).

@ Windows Security Alert [z

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Umbrella - Save your SHSH! on all public and
private networks.

A, Name: Umbrella - Save your SHSH!
== pubiisher: Unknown
Path: C:\users\mateen\desktop\umbrella-4.00.80.exe

Allow Umbrella - Save your SHSH! to communicate on these networks:
[7] Private networks, such as my home or work network

[&#] Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

. [7 Allow access ] [ Cancel ] ilj
Bsb. 11.79583MHmbmgdols 356gwo

335bbmggl vy 9®  sOLYDdMBOL  figlo,  GMIgros
306309%mo  Lobol  BHMoxogl  209GoMm9dL,  BS09M3MEO
MOMIWMO OOM3O3L T, DBMYPSO© ©533900s bdFOMHM
G6Ox8OIOL  Bo0gMZMWOm  goBeMgds,  vd3s  dgodergds
3904absl  LoG¥YE0s,  OMES  SMYBOWGIIW0s 59360530
f9Lgdol Fgdmegds. 93GMIsGMes Windows Firewall-bs o
WFAS-U sdgo {gbgdol dobodscnmto 6530900, GMIgdos
JB9wgdmb  MOM0gOHNJIggdoL  Bsdoegdsl  0dwrggzs. gL
60dbogl, Mm3  ImIBIsMYdJl  Fgmdeos G0 gMHZMEOlL
0m3sOmM30L 490939 9350 gMHMl  Jugero, Jopa®ed v
399300905 259m0Yggbml ©sbsMIMO, GMICOLMZ0LOE 96 SGOL
dmdseomwo  fgbgdo,  dopocmoms  FTP,  doowgdls
393583Ombowgdger dg@yYmdobgdsl. gl Mggodo Asblbgsggds
Windows-ol  {fobs 3960L0gdolgsb, dsgooms Windows XP-
390, Lo@og Bo09MH3mMeo dem3s3s dbmermo  F9dmdsgown
G65x803g0L o 96O dEMIOFS 253535b. BB MEs©
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Windows-ol 35096030  3erm353L d90mbyeo  GGMogozol
©o©  bofoerl.  3MMAGMSToL 306390 IdEM330LL,
39509MH3M0oLsRb F000gdm F9EHYMdObGdL, Mo3E LBodwoEgdsls
00935 303500  9dmbszerolo, Mmdgwoa  d9gdymddo
39939690l M3 G030l BHEMOx03L.

Windows  10-ol  gs0gMzmero  094gbgdl Lo
RoOemdol (Full stealth) ®wbJsosl. Bo®Iemmds deom3ogl
3909  3mbBolb 30960  m3gMsEowo  LolEgdol  sbsdgFol
999absl.  m39Ms30wo  LobEgdol  sbsdgFol  dgddbs (OS
fingerprinting) - gl 5®0oL 396035, GMIOL LoFwYSEGOOMS3
dmOHMGHINJIgo  3obLsBEOZMZL  3MIZ0MEIMOL  M3gMs30v
LoLEYIsL, 53Do360L MO B3gEosME BHEMLBOIL 30I30v)EHIMOL
3909  Juge  0bGHIHBgoLbBy.  MmEs  dMOMEGHIMJIgo
9903 YmMdL, ) OHMIgEo  Mm39Ms309wo  LobGgds FMTomdl
303303 9OBY, sl F9vdw0s s0MBomb d9@9g30L LydrsEgdgd0.
513390900 BMIEmdOL BbJz00l gomodzs Windows 10 -
do.

RBOW G300 BoB3z060m30L Imdgb@do (Boot time filtering),
Windows 10-0l 30093 96Om0 sbowo xwbJsgos 256M56FH0sL
0d93s, Mmd Windows 3509H3mo d)dsmdl 00 dmdgb@owsb,
OMES 9dBHoMOHYds Jugwymo 0bGHgMHzgoLgdo. MBG™ dz9w
396053099 LobGgdgddo, Tspowoms Windows XP-o,
1509MH3MW0 0OM390s FBMEME 53 3MM3gLOL LG gdOL
390093, 9 @O  sMHOL ImIeg bobyMAwogmdol, FoyMsd
96038369cm3560 39600, HmEs Jugmemo 0bEgHggolo 339
59BH0IM05, 53650 56155 IBLITNO BHOJMHZMEP0. BOBHMOE0S
Bo@z0mm30L Imdgb@do 3s9m®moEbagl 53 Log®mEqu.

000Lomz0l, O™ 45350330 Windows $s0gMH3MEol
99995m00L  36()063030, 9MEOWYdYE0S  253936Mmm  JugE b
349domdol G5d9gbodg doMomMs© 3Mbi39RE0L:

o 3OmEM3mo (protocol). Windows Firewall-do ULofgolo
035LsBOHOBOM 999300 9d9w0s Bsdo 3OMGM3Imeo - TCP
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(Transmission Control Protocol), UDP (User Datagram
Protocol) s ICMP (Internet Control Message Protocol). TCP
360 GHMIM0o MBO™ b50dJEMs. 0l F5dm0Ygbgds 06EIMbYE)-
G®ox3030L oo  bosfowobmzol.  3Om@Gmzmeo  UDP
399m0yqbgds SNOIOIIATY!y FtelieuteTelole} Qo
©0JoLsdsMM0560 dmbs3gdgdolmgol, 21939
G®5x3030Lm30L, OMIGEOE  ©935300M90ME0s  MbEs0b-
0585390056. ICMP 3633000 d0M005©OQ© g5dmoygbgds
053bmMLEGH03oLm30L.

3mOG0 (port) gl 5oL LsoobE0goIs30M bmdgMo TCP b6
UDP  3539%0L  Lomom®do.  3mOGgoo  godmoygbgds
0d0bsmM30L, MM ,935393300M™»"  JugEOO  BHMIBOZO
30636093 bgM30Lmb 96 3OIMAEMSTIBMSE. Fogowoms, 80
6390 3O G0 sMgHBYIM39090s WWW &6Msg3030bm30U,
bogm 306OHG0 25 - 9e9dGOmbmwo gmbidob 0b@gmbg@om
393B(3995.

IPSec (Internet Protocol Security). IPSec - 560l Lodw)oeqgds,
Gedgrog  JbOYbzgwygmgl  Jugwnco  HBHegogol
MBOBOMbMYdSL FoRMS300L O (308OYo  bgedm{gedols
99039md0m.  FogcsE0s  QdMbGHosl 0dwrgls, GMJ
dmOmMEH0mddgo 396 d9dwgdl ooz0mbmb  owo3Eg0wwo
GH®583030. bgwdmfgms  Bodwmoegdsls  5deg3l  GHMoxozoL
5QMGLOAL, 59MOEbML godyHogbo.

Jugol  dobosdstomo (network address). Jugerol  ygzgars
3bBHL  odgb  Logmmato  FoLsdsMmo.  Bs09xM3mEdo
d9LsdEgdgEos  IM3TODM®  GHEMmsxgolzol  Lblsslbgs
©53M053905,  dmgwo  Jugol 98535 BHEMOGOIMND
©53Mm30090wgd0m 96 985350 Jugeols Jgdmdsgoe
A®553030056 9™ 300YdGd0m.

090m0s35¢00  BMogozo (inbound traffic) - Jugerméo
dmbs399900, MMIWGdOE FIIMEOSD oMy 3MLEBH0E o
935M0079bo 560056 h39bL 300096 Windows 10-by.
3985350 GHMox3030 (outbound traffic). G©sx3030, O™l
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B309b0 3w09b@0, Winodws 10, s3%s360L @069 3mbiEomsb
JLgol LsdsEgdom.

e Jugmeo  0bGghggobo (network interface). dJugermGo
06@gOHxgobo  Jgodegds  0yml  gobozme 353806 do
WM3OM0  Jigwom, 3509wwm  999Hmgdom, dmgdol
Lodmoegdom 96 30MFGHWMICMmO 3o Jugerols (VPN)
99039mdoom.

e 356MHIOMBHO0DIGHMOO

2.3. Jugeobl 50 dEYBMYMDOL 4bLEBMIMS

0683mM 35305 JugEME  5YHOEIYOIMYJMOSYY (Network
Location Awareness, NLA) b53v9oegdsl sdgrggl Windows 10-U
©603b6ML  Jugerdo  IGmzgomo  Jugado  FggBmgdols
30099900l Logdzgebg. OHmymOE  bLyMsmbgs bsB39b900,
Windows 10 049693 bsd Juger® 36Omz0wl: mdgbu® Jugwl
(Domain Networks), Lbodobom o6 LsdmBom (39Gdm) Jugegdl
(Home Or Work (Private) Networks) @ Usbmgom Jugaol
(Public Networks). ®m@s 3393006009000  sboew  Jugenl,
Windows 10-U 2590543l 00560 1sbxs®s, Losg bws
©35BMBGHM™m  Jugeol  GHodo - Lsdobsm, Lsdwmdsm 96
Lobmyom. dgdymddo  Jugeol  GHodo  sbmEotMEgds ol
03009090056 Moms sLsbam 0gdbsl 3md3om@GgMol 8 Juigerdo
399600905 9m3936m 93e3bg. Tgbadegdgeos Jugwolb GHodol
39333 Jugerol dsenz0Ls s LogMomm igmdol (Network and
Sharing Center) g3sbx60@sb. @660 Jugwmedo 3HMmzowo
2590m0ygbgds Active Directory Domain Services (AD DS)
©M3d9bdo LsdmTome (bb.12).
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= o
@vv!ﬂ « All Control Panel k... » Windows Firewall ~ [ %2 ||[ Search Control Pane o
Control Panel H ®
ontrol Panel Home : : :
Help protect your computer with Windows Firewall
Alws progis feature Windows Firewall can help prevent hackers or malicious software from gaining
through Windows Firewal 1 acc puter through the Internet or a network.
%! Change notific ttings Ho help protect my computer?
# Turn Windows Firewall on or What are network locations?
off -
] i ~
& Restore defaults . & Domain networks Connected
' Advanced settings Networks at a workplace that are attached to a domain
Troubleshoot my network
Windows Firewall state: on
Incoming connec tions: Block all connections to programs that
are not on the list of allowed programs
Active domain networks: Ea no6.ge
Notification state: Do not notify me when Windows

Firewall blocks a new program
. & Home or work (private) networks Not Connected (¥

. & Public networks Not Connected (¥

Action Center

Network and Sharing Center

Bsb. 12. 3596300l LsgmbGMmme 3s6gmo

Juogwmeo 36OHMBOWGI0 LMoL 00¢939
03509MH300ols bbgoolibgs PaLgdol JONMOOMDS
393039 Egl, 030y dobgzom My GMIgE  Jugerdos
Bobromwo 3md309GHgcMo. Remote Desktop )g3angds od&Howg®os
©M3d9bmE (Domain) s LsJobom 96 Lodmdsm (Home or Work
(Private)) 36030¢gddo, s3G50 5655 odBHoMEmo LyBMYsM
(Public) 36mg0edo. doGomso gsblbzsggds Windows XP-Uos
©> Windows 10-U dm60olb  9amds®mgmdl 0085do, 6m™J
Windows 10-8o 36Hmxzowo  30(390gds MOMMYLIC0
JB9mHo 06GHIOBgoLOLMZ0L 3. 03¥) FMIBT>MYGdGeL 5J3L
96000 JLYMOO  5EI3GHYM0, OMIJWOE  O933B0MYOME0S
06@9gMbgBmsb, o gmMg Lomyolg 3909wm  5833HJM0,
00MMIMwo  353006MH0bm3z0lL  393M39gdeo  0dbgds
Logmmo®mo  fglgdol  geMdomds.  Windows  XP-ob
0909M3mo  0MBg3L  dodLodogrEo 33936 Jugwr®
36mxz0wl 08 d90mbgg3zsdo, GMmEs 3m330MEIM0 BsGIME0s
3o6Lb39390Mo  BHodol Jugwgddo s  93M(3IEGOL  MBO™
d9b0MMwo [Haligdol JOHMMBEL0MBSL yzgas 0b@gmxgolby.
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d9LsdEgdgeos  dgmBgz0m o399 Bomdme  Windows
R509MH3MW0  MONMIMO  JBGEOHO  3OHMBOWOLIMZOL, 0byg
Omamm3  Bobggbgdos  LyHsmbg. sLgzg  99az30dwos
0000M9)obm30L  dm3d5MmMmo d99I0 MO0 356M539GHMO:
Block all incoming connections, including those in the list of
allowed progams - @50dM3mb g4z9es 99dmdsgso 3533060,
0dol 45dm3gdom, MHMIWYGO0E ©IIZJONIE0Ss  F50YMHZMOL
9Lgdol ghPMdwomdom; Notify me when Windows Firewall
blocks a new program - 00 990mbg935d0 Y] BS0GMZMEO
©0M353L sboen 3MHMaEMsdsl, dmbgl dobo F9EHgmdobgdols
Loboo A53mE96s Lodwdom Boa0oby (bsb.13).

== | S| =S|
&5 ) =[d <« Window... » Allowed Programs ~ [ 42 | [ Search Controt Panet 2|
Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.
What are the risks of allowing a program to communicate? Change settings
Allowed programs and features:
Mame Demain Heme Werk (Private) Public N
[ Key Management Service O O [}
[ Metlogon Service O O O
[ Metwork Discowvery O O O
[JPerformance Logs and Alerts O O O
[ Rermote Access Quaran tine
[ Remote Administration [ ]

Remote Desktop ] =
Remote Desktop - RemoteFX [}
Remote Event Log Management O O b
[ Remote Scheduled Tasks Management O O
[¥] Remote Service Management O O
[¥] Remote Volume Management O (] &2

[ Allow another program... ]

[ ok |[ Ccancel |

Bob. 13. 3Gmy®s9gdols sdzgds

9mdbdoMmgdqdl  dgmdwosm  99Jdbsb  GH6ox3030056
bodwmdom  Hobgdo, MMIgdbg3 obobo  AsaOHDbOGdIMbo
093696 5350963memols dogc, dbmerm 0d dgdmbggzsdo mvy doo
59300 M35 )M 5ET0BOLEMIBHMMOL MREdIBO.
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Omamm3 oo, Windows Firewall-o 0mo0dgds ggqes
36OHMBowobsmzgol  0d  dgdmbggzsdo, mvy  ImdbIsmgdgeo
0ygbgdl Ubgs dFoMImgdEol  Bs0gM3mel s bmeL  M™I
LHmeMgo 356 s0339L 3m330m@EgMo. 360336gwmgsbos, GMI
dmdbIMYdgds 56 4500dml Windows Firewall-o dbmerm
0dod™d, ®md Jugerdo Windows 10-bs o 0b6@Hgmbg@l dmeol
5oL b3y 8509MZ3M@0, 8535000 FoMIOEHODIGHMMO 6
335M5GMBMWO 3509M30e00. LOWW0sE dgbodergdgeos H™AI
dmOHMEH0MJdgds 906B0E0MS  WwM3smEmo  Jugeol Lbgs
30030993H960. MBsBONHMYBOL MZoelsbMOLom yzgws Jugero
mbs 0gbsl gobbowwmmo GmymeE 3mEGHgbomGe Lsdodo
(65b.14).

E=TlEe

g©v|9 <« Windo... » Customize Settings - I 45 I I Search Control Panel

Customize settings for each type of network
¥You can modify the firewall settings for each type of network location that you use.
Nhat are network locations?
Domain network location settings
r@} @ Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed programs
MNotify me when Windows Firewall blocks a new program

@ @ Turn off Windows Firewall (not recornmended)
Home or work (private) network location settings
[@ @ Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed programs
MNotify me when Windows Firewall blocks a new program
@ @ Turn off Windows Firewall (not recornmended)
Public network location settings
[@} @ Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed programs
MNotify me when Windows Firewall blocks a new program
@ @ Turn off Windows Firewall (not recornmended)

Gan

6ob. 14. Bs06OHZ3MEOolL BsG035/35000835
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2.4. 361530l 06¢gMbgE 056 fj3c0mdols
UL N T

9MLYdMBL  3OMyMsdol  0bBHYMBYBH™Mb  amdols
53635¢30L 56 5339008 MO bgMbo. 30MH39wo dEYMTSMYMIL
00500 ™I, 37900MJPD  3OMYMSToL  g5dd39d B0l o
»39790693000¢, M3 53 3OO0l 0bGHIOBYEHMB  zomds
5363505 56 ©8393)0s. 53 89dmb393500 33055300 56
399039000  3063M9GHMWwo  3MMMmdol 49933900  BsoErol
030masL.  ©s3MIzsm, Mmd Bz96 Boz9300  0bGHYMbYEHH
§300m30L MBgds qip.exe 3GMYMAsL. M) 30609 ol goddz9d
B350l G930l Lobgarl s os0ddgal qipl.exe-l, o0
39000b393580 sLgm0 3MMAMSTOL 0bGHIMBYBH6 (3mds 046935
530050,  M39mv)  B509MH3Mmds  9MOBIMHO  03gol o3
360590l Fglobgd - ol 36mdL Fbmem qip.exe 3OHMAMTsb.

{3c0mdols 536350035/ 533900L dgmbry boebo
5533693 0s 30O GHJdbY. 58 dgdmbgzgzsdo B39b Fgaz0dwos
530350 96 5330domo f3mds 2obLEBOZG™MEO Jarsliols
Y39 3MMM530Lm30L. Bsswomo@, Lgmzolo ICQ 0ygbgdls
3mOEL 5190. 009 53360:does3m 5190 3mOEL, 5d0b 390 39MMO0
36585, 903 094gbgdl 53 3mOEAGL, - 0dbgds gL gip.exe,
gipl.exe v icq.exe - 396 dooEgdL H3MAsL 0bEgMbyE 6 53
3mOG0m. dgmMg bgbo MBOHM LsodgEMs, FogMsd sdolomz0l
UoFoMms 00  3mMOHGHIOoL  3m©bs,  OHMIWgdLsg  0ggbgdl
dm39dmo  3OMYMsds. 3mMGHoL  bmdgho 893000
©535DMBGHMM  3OMAGMToL EM3BbEIE0sd0 9B 3OMaMsdol
dPom3mgdeol Lo bg. doMomso TCP 3mem@Egdo:

21 - FTP (File Transfer Protocol) 3m®@ol s30Mdse300
396039600 FTP 3wogbBo 396 389dwgdl FIP Lgmgq6momsb
©53930060905L.  FTP-oob  300¢qdol  20000mfig6s  0dbgds
399799 gdgo.  LBoboMgdwms, v 23Ol  GHGMOxzg030L
930bmdos - FTP Lg63969d%g 0bobgds 95861030 GHEMoxgo3o s
0 B39l 2965 30330993 gML 094gbgdl Lbgs ImdbdsMgdgarog,
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35906 Iglodergdgos FTP LgMgg®msb {i3omdol s30dsqngs,
B0560L 53006 SL530WGdIWS.

25 - SMTP (Simple Mail Transfer Protocol) dem39d<9en
3mOGMb  f3omdol  530doe300,  30EMIZ  BMLEGHOL
393553650 y39s LEGMbEGM 300096EMsb.

53 - DNS (Domain Name System) 50 3mOE0L
530M05¢35 56  F90degds, Modgomvy LobGgds 396 99dergdlL
©Md9bmE0o Lobgerol IP-00LsdsMmgddo 2o6MEsliobgsl, 9.0. 396
39339000  0b6GHgMbgBHTo  3MFomdsl (396 gogblboom  390-

339690, 56 dmbgds 9egdBHOMbMwo BmbEoL do3bogbs s
900905 s 5.0.)

80 - HTTP (Hyper Test Transfer Protocol)
30390@9JuEHO0 06RMMT>300L FowoEgdol dMmEHm3meo. qu
560l WWW-5  do6omo@o  30m@G™M3mMmo. 50 306OEmb

P30mdol  53Mdsengzom, gzgwrs  dGMIMBIOL  39930doEZm
B900L30geM LooGBg Fgbgsls. sbsMhgbo LgMzoLgdo (BMUES,
FTP) 00m85393L, 0079 G5 0dds ¢bs oloboi adem3owo o6
560U.

110 - POP (Post Office Protocol) gl 5ol

3OMGHMIMWO, OMIWOMNSE 3009 JgJGHOHMbME BMBESL.
0] 9330055300 53 3MOGOL godmygbgosl, 396 893dwqdm

M990 3OMGHMIMNWom  gegddHOmbawo  Fgdowgdol
9009dsl.

443 - SSL (Secure Socket Layer) 50 3mOEoL
5300o¢30l 99009y 89330900 ©O3030(Yymo  MLOFOHDHM
3939060 (HTTPS), Hmdgdog y9bgds 443 3m6 ¢ by.

5190 - ICQ  9m39dyem 3OAL 0y9b9dlL

393)9md0bgdsms LHGMOxR0 453300l 330 3609630
ICQ. 5190 3mMOHGHoL §zoomdol Tgbemzom 330530
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06¢9m69¢) §30masL yzgws ICQ. 3erogb@obosmgol (ICQ, QIP,
Miranda o 5.9.)

44583 - Skype 44583 3mMOHGHo  godmoygbgds  Skype
36MHMaM530l 99000535¢00 353006H0LM30L. 039 OB M3II300 ST
3OAU, Skype 5056 0949d53900.

2.5. 3G0mM58900L 583900l MBOHYb3gymys Windows
Firewall-8o

Windows Firewall 06560591960 L53w90e0gdsl 0denggs
530350 2580b530LYd0 3OMYMTGOMD F0doMrNgdsT0.

5000  2oblbgsgzgds oo Windows XP-bigob, Uoog
35096300 B39 gdsl 0dgMEs ©99d3s A9dMbs3Eoligdo
3mOG0L  dobodsMmol  dobgzom. mMd3s  TgbodergdgeEos
89390650 §glgdo 3meEol dobsds®mol dobggzom, WFAS-ol
39dmygabgdom, OMIwol  Tgbobgdsz  99dgado 3399690
Lorgdo@o.  dlggg 99230005 B509MZ3MoL LTS gdom
39995m00L MREgds ozhmmo Windows 10-ol 3mb36mg@wme
3033mbgbAL, dopowomo Windows Virtual PC-b. odobomgol,
(M8 ©3505¢Mmm  gbo  69doLdogemo  383MmbgbEHOLMZ0L  sb
3OMaM53900LmM30L, LoFo®mms s30MBomm 3MAsbgds Allow A
Program Or Feature Through Windows Firewall (qosd3q0wme»
0gd6sL  3MMM599d0L s  3I3MbgbBHOl  Fdomds Windows
Firewall-ol 99d39mdom), ds®rmn30l 356g9ol Windows Firewall
3969mz0wqdsdo. (bvye. 15).

399mBbgds  O0BLGHIWOMmYdMWwO  3OMYMITIOOL o
3033mbgbEGH9d0lL  Los, GmIgemsmgolsi d9ddbowos Falgdo,
31939 3OMBoEgdo, OGMIgwdos  goodGHoMYOwos  fqbo,
5353306900 939990 36MHMYM539005b Qo
3003696390 sb.
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- ‘
Add a Program RS

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Programs:

{4 3D vision Photo Viewer

BB Adobe Bridge Cs5

B Adobe Bridge cs5.1

@ Adobe Device Central CS5.5

E Adobe Download Assistant

B3 Adobe ExtendScript Toolkit CS5

B3 Adobe Extendscript Toolkit CS5.5
|8 Adobe Extension Manager CS5.5
\#& Adobe Extension Manager CS5.exe

[ »

nAdobe Help
BB Adobe InDesign €55 =
| ]

Path: C:\Program Files (XSG)WVIDIA Corporation\3

What are the risks of unblocking a program?
You can choose which network location types to add this program to.

[ Network location types... ] [ Add ][ Cancel ]

L.

Bob. 15. 36ma»395-259mbs3emoliols sdsEHgds

50 33960L 3565393900l Tgbo33wgEs©  LsFoMmMs
5306Bomm Change Settings ©O0@530.  B509M3MOL
3565393MJO0L  (33¢0MO0L  MIBWGds 5§30 Fbemem
WMISWNOH0  XYMIBoL  5©IobobBHMGME  (jozMgdl 96
9mdbdomgdEgdl,  MmIwgdog  0dbgb  ywgroMgdmEbo
d9L50530L0 LMY MBEGO0IHMdOm.

099 3OHMyM535, HrIoLm30LSE 33060 fglols 8gddbs, 56
560L 58 Psdmbomgswdo, s300Bomom Allow Another Program
(53390 0dbsl Ubgs  30IMaM8s5)  OWs30.  go0blibgds
QOSMYO0 Robxo@s Add a Program.
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Choose Network Location Types @

Allow this program or port to communicate through Windows
Firewall for the selected network locations:

/| Domain: Networks at a workplace that are
attached to a domain

Home Work (Private): Metworks at home or work
where you know and trust the people and
devices on the network

Public: Metwaorks in public places such as airports
or coffee shops

What are network locations?

[ QK ] | Cancel

Bab. 16. Jugemdo 3GmBools 9933

0v) 53 LBosdoi o6 MOl  3OHMYMSTs, MMICOMZOLOL
399600 {9bl, ssF0MY0 VO3l Browse. 45dm0yg4qbgo wowszo
Network Location Types, Goms donmoomm  Jugerméo
3605300, GMIwobmzobsg Habo 0dbgds sg@ow®o (bsb.16).

2.6. Winodws Firewall mlog®mnbmgdols gsdenogtgdegem
6970080

Winodws  Firewall 25de0g@qdme  mlsg®ombmgdol
69:03d0  (WFAS)  L53moegdsl  0derggs  3904absl  mgdm
©9AHOwobgdEo fabo. dmdbIsmdgmms  MdgGgbmdoliomzol
3083099396900l MLsgzOHNbmgdol d9L5BsMRMbgdEs©
LIS 15395600 356539@ 6900, 6HmIwgdos
b9wdobsfzomdos Bzgmargdmozo Windows Firewall-om. »gtem
6090l LoEG¥s30900LmM30L  godmoygbgds WFAS (Windows
Firewall With Advanced Security), Goms:

e 3dmgzdsmmmom  fgbgdo  99gImTogzo0 o 49T935¢00
G®og0o30bmgol.  Windows  Firewall-o o6  odqggs
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Uod9oegdsl  dgoddbsl  fglo  BHEexzozol  BHodol
bog)dgoeby;

9305Ommm gbgdo 3mb63OgEHwo 3OHMEGMIMmdolm3ol
56 3O GH9gdobm3z0U;
dmgdodonmom  flgbo 03 BHMoxozobmzol,  GMIgmoa
00O ME0s  3m630gEHmwo  bge3zoLolzgh, ©s 9GO
306360930 ©sbstrmnol3nb;
093b0M0mm  BHMsxozol  flgbol  dmddggdol sy
396L5BOZOMO FYsOHMLMZ0L 96 goblEBEOZOHMEO Lsdobby
doLsdsMMOLmZ0L;
930sOmmm  fgbgdo, GMIwgdos ©smdz909b Tbmermo
53GHMO0BIOME  BHMxgoldL.  Imgzdommmm 3933060l
MBogOMbMYdoL (Hglgdo (6sb.17).

rﬂ Windows Firewall with Advanced Security | = | SRR

File Action View Help

ﬂ Windows Firewall with 2 i -~
&3 Inbound Rules ﬂ Windows Firewall with Advanced Security provides network security for Windows |
&% Outbound Rules
®a. Connection Security

. B Monitoring Overview

m

Domain Profile

& Windows Firewall is on.

G Inbound connections that do not match a rule are blocked.
‘Q‘ Outbound connections that do not match a rule are allowed.

Private Profile is Active

& Windows Firewall is on.

€ Inbound connections that do not match a rule are blocked.
‘@ Outbound connections that do not match a rule are allowed.

Public Profile is Active

‘Q' Windows Firewall is on.

© Inbound connections that do not match a rule are blocked.
‘6' Outbound connections that do not match a rule are allowed.

< | T » < | e | »

: |

Bob. 17. WPAS 3mbliegmo sg@omtos m®o Jugorrmo 3Ghmgogologol

WFAS  3mbLemeols  gosd@om®mgds  8gbodangdgemos  m6o

aboo:

Start d9bow9do 533M08M0 d3MIsbgds
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Windows Firewall With Advanced Security

*  5306B0Mmm d6dsbgdo:
Control Panel> Windows Firewall - Advanced Settings

WFAS 30mbbmendo  sbobvemos  Jugenm@o  3OHmB0wgdo,
GH0Iwgdo3 dSJGHOMM0s dmEgdver dmdgb@do. olgzg, OHMymOE
Windows Firewall-ol 99dmbggzsdo, o0dobs dobgzom
OMAMO0  3OMBOWwos  dJ@omdo  dmagdmer  dmdgb@do
306309 Mwo  Jugdo  5©a3GHYMOLm3ol,  Imddggdl
296Lb353900  gbgdol Boggdo. dsgowoms, LmMomby
BoB3969005, GMI odBHowmeos Home or Work (Private) o
Lobmasm (public) 3OMFBoEYdO. F9a3030s 49359dGH0MOM™M
Pobo, GMmIgwos  ©IdzgdL  GHMoxolls  89-80 3mMEGH0L6
©MJ9bME0 3OHMB0EoLmM3Z0L, FogMsd 396 49355dGH0MYdm ol
LoDBMASM 3OMBOOLMZ0L. 0g039 MIg6do dgmg 3mUliEgodl,
O0IWgdo3 39390090 mbo 5606 30330vEgOH 6
39509 m JugEIMHO 5I3EGIOOm, 90500 B00Mb fgmds
dm399  3m330GHIODY  gobmogligdme  390-LgM39MHBY,
bogom ol 3mbEgdo, GmIgdoE 30wmdgb doowmb (gomds
02039 399-LgM39MBg  06FIOByEOL  Lodmswgdom, 0dbgds
QIVLMIOE0.

2.7. WFAS-obmgol {igbols dg4abs

090m3535¢00 @5 2985350 {glgdol  JmBsmr30L
363980, BoJGMBM0350, 0I6GHMO0s:

WFAS  3mbbmeodo  so®Bogo  3396do, fgbol  EGodob
d9LodsdolOE s 0MB0gon  New Rule 86dsbgds.  250bLHYdS
Pobol 9dabol mbGsGo  sbogro  899mTogoeo  (90535¢00)
3996»900bm30L New Inbound / Outbound Rule.

090 b5 gdsL 03935 I35BNMLEGHM™ 03 fgbob EHodo,
O0Igebsg 3Jdboo.

D9LgdL TGOl FglsdErgdgeos 530MBoM®  3MMYMSTOL
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f9bo (Program), 3m6@ob fglo (Port), HobsbfotrgeblsBogmowmo
(Predefined) 56 dm®gqdmero (Custom) fqbo.

| @ New Inbound Rule Wi:

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

@ Program

@ Action &)

@ Profile Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections for a TCP or UDP port.
) Predefined:
BranchCache - Content Retrieval (Uses HTTP)

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Leam more about rule types

Bob. 18. Fgliob dggadbs sbogwo Ggdmdsgsgro dggmomgdolismzgols

36059900 {glgdo s [obslfomasblobwzm o
f9bgdo  04dbgds  BosermaomEs, obglzg MmymeE Windows
Firewall-8o0. dm&M90wwo {iglgdo 0ddbgds 0d 300@HgMowdgdols
Lo3Ad39w B, MMIWGILOE 9O FgoEogl LBbgs 39M056FH0. ol
MM30Wgdgwos  0d  dgdombggzsdo, ovy  a330MmEgds  {gbo,
O®Igog  3OEILEIPS  3mB3NIGN  LgH30LBY, ©s 56
3mOGDg b 3OMAG535%yg. v1939 Fga30d0s  Q9dM3094gbmm
069090 (Custom) fgbo, v  23306M©Yds  hsgzOOM™M
95130, MMAMOE 3m63M9GAMWo 3OHMYMsTs, Y39 3MEGHIOOL
JOMMOWOMBS.  FoROOMOE, ) 3Ol IIZom
00b5399990L  3o33Wws  3m63MYGHMO  3OHMAMTJOOLMZ0U,
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363094 mwo  3mOGom,  8sdob  g3FoM©gds  993ddboom

P New Inbound Rule Wizard - [
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Program
- @ Allow the connection
@ fciol This includes connections that are protected with IPsec as well as those are not.
@ Users
@ Allow the connection if it is secure
@ Computers s . o . .
This includes only connections that have been authenticated by using IPsec. Connections
@ Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
@ Name

@ Block the connection

Leam more about actions

[ <Back ][ Net> ][ Cancel ]

6sb. 19. 899M00900L 533905

0Y) 35050Y30490 d9gdbsm fglo 3HmyMmsdolimzol, d5dob

MMBOWYdEsE  dmpofigzod 08 36OMaMsdol  Jomomgdy,

(Mg b3 30390 ©Yds Holo. vy 5300Bg3m 3mOEGHOL oL,

35806 “bs dogmmommo  3OmEGHmzmeo (TCP s6 UDP),

Gedgbys 30EIwEIds figbo, 9937 MBS WIZHBYLHM®

3mOGHoL  6mdgmo. 8999y 9HI3YBY 35BMBGIPMD  OMAMEO

dmddggds Mbs  BoGotgl, OMEd  B09MH3ME0

59930603060 JdS GM>x03L, $gLgdols d9LsdsdolO

3060009000. bgardolsfizmdos 9990090 356M0563qd0:

e Allow the connection (d99O™9d0lL ©33905) - WFAS
Bo09MH3mo  Mdz9dL  TggPmgdsl, g BHMOB0Z0
d9L5d5d0lMd5G0s aligdols 30OMBYOM6;

¢ Block the connection (9990»go0L ©dE™33s) - WFAS
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30gMH3me0  dEmIegl  Fg9mmgdsL, v GHMOx030
d9L50580LMd50s Hglgdol INMbM3b9dmb;

Allow the connection if it is secure (59390 0gb5L
MBogOmbm  dg9hmgds) - WFAS  s096H3m@o  d39dL
4990mg0sl, ™) GMsx030  dgLodsdobmdsdos  glgdol
ImbM3zbgdmsb s  go0sts  93096¢MOMdOL  F9dm{jagds
9O0-9mH»0 dgom@ob 298mygbgdom, 6Hmdgeos
3000mgdM0s  d990Hmgdol  MLsgmmbmgdol  {glbgddo
(65b.20).

-

Customize Allow if Secure Settings

~

3

Select one of these options to determine which action Windows Firewall with Advanced
Security will take for the incoming or outgoing packets that match the firewall rule criteria.

@ Allow the connection if it is authenticated and integrity-protected

Allow only connections that are both authenticated and integrity-protected by using
IPsec. Compatible with Windows Vista and later.

) Require the connections to be encrypted
Require privacy in addition to integrity and authentication

71 Allow the connection to use null encapsulation

Null encapsulation allows you to require that the connection be authenticated, but
does not provide integrity or privacy protection for the packet payload. Compatible
with Windows 7 and later.

[] Override block rules
Useful for tools that must always be available, such as remote administration tools.

If you specify this option, you must also specify an authorized computer or
computer group.

Leam more about these settings

[ ok | [ canca |

Bsb. 20. MlssgOObmgdols 356sdgEMmIO0
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bEHobIOEGH MW  Jmmbmgbowos, ®mI  FggM0gdsd
390560 §90mfdgds 530096GHMOMBSBY O FNE0sbMdsDBY, o3
d9gbgds  ogGoEosl, ol o6 dmombmgzgds.  sYgbgm
395d0Mm39wo Require The Connection To Be Encrypted
316d4Pg, v e OmI  BoogM3zmeol  {glgdds
dmombmgml 5Ms IBMEWME 930096GHWOMIOL s JNEP0bMBOL
9900090y, 96599 dMbs399900L  FoBEMS(3053.  dOEIMIZOL
Dobgdol  2oblsBmgms LT gdSL  a35deg3l  JogMIMODM™
30030993H9M0L  LoseMogbgm  PBsbsfigmo b 30m3309EH9Mgd0l

XAMNBO,  OMIWgdLs3  099degdsm  339M@O  9veMmb
dErm30M9d0L dmgddgo FoLgdl.

2.8. {igbols 8mgdggdol 569 (Rule Scope)

ool dmddggdol  o6g (Rule Scope) ULo8woemgdsl
33°093L  ©335306309HM™,  3OFIWEYs Yy B> fjgbo
3063093 Lofyob s LodoBbg JoboBoMNBY. 0¢) LoFoMHMS
9949658 oo, GMIgmog ©omdzqdL  3MB3MEGIo  GHodol
GO803L, @ gbeEme 030 MBI  Jugwr®o
doLsTOMYOOm,  SBOWGdIWos  F9o33owml  Fgligdol
dmddggdol  s6g. dmgdggdol  s6g  Fgddbol  3GMEgLdo
d90degds  dogmmommm  dbmerm@  Inmyqdeo  (Custom)
fPgbolbogol.  3MmyMsdgdol 6 3mdEGHoL  Fglgdolbomgols
bodmddgom 99  dogmomgds 9999y,  falol  m30L9dgd0L
695dBH0Mgd0l  09dz9mdom, GMmamM3 bobggbgdos d9-21-9
LYOSNDY.

49



r B
skype Properties — - | 2 |

General I Programs and Services I Computers
Protocols and Ports | Scope Advanced | Uses
Local IP address
. @© AnyIP address
LE

() These IP addresses:

Remote IP address

R o IP address
mr ™

() These IP addresses:

Leam more about setting the scope

[ ok ][ cancel | Apply

Bob. 21. IP 3oL s 60zd0l doomozds

B396 89330dwos  dogrmommem  IP-dobsdsGoo o6 IP-
90L5sMHMYOOL  O0s35BMbo,  sbgzg  @odmzoygbmo  ghmo
60dgeodg  Hobolfo®-goblobwzmmwo 0d  30m83099GH9M9d0L
9OHOMIWOMIO0ED, HMIgdoE Imo39396 dwomdl (Gateway),
WINS-bghggegdl, DHCP- Ugemggmgdl, DNS-LgmggMgdl o
@035 J397bgerl. Fabol mgddggdol 5ol glsgawgwrse
Lo FoMHMd J935L6Emo 99990 dmgddgqdgdo:

1. WFAS 3mbbmedo  3mb@gb@dnm®o 396099096 (06dsbgds
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Properties) so®bogom Scope Bsbs®rano;
2. 000LomM30L, MMI sdm3094gbmm  fglgdo wmzswrmE IP
doLsFsOMMB  (Foaoeromo, 03  dgdmbggzedo, O3S

Juome  5a33HYOL  doboFgomo  od3l  Godgbody
doLsFoMM0 96 3MI30MBHYODY ©oY)bgdEos M3dgbody

JLgmE0 5s33HgM0), ©s5Ygbgo Fosdhmazgwo These IP
Addresses (doomomgdvewo  IP-8obsdstongdo) Local IP-
Address  2obymzogdsdo.  ©osFoMmgo oozl Add
(Q535¢)9ds) o dowmomgm, MmIger  JobsdsMmlbs vy
90L53>MgdbY 30 (39e0Yds IM3gdero Fobo;

3. 09 AbOo d9BYMEm» ool Imddggds EsdMEMmdMEO
IP  30Ls3sngdolbmgzol  (dsgowoms®, §gbgdo  bs
39303ICEIL  FbonE  3Mb3OgHhwo  J3gdugwosb
99905350 BH65530390D9), 9599bgo 250sdMM3geo These
IP Addresses (dJomomqdvyemo IP- 3obsdsmo;gdo)

Remote IP-Address 3564mg0e9d530. ©9530M90 0053l
Add  (©335390s), MmI  dommommm  (39w3geo P
doLs3oMmMgd0,  Jugeol  Jobsdstmo b IP  dolosdsmomgdols
©0535Dmbgdo.

ool ®30L909d0L  Fobx®ol  Advanced Bsbsrono
Lodoegdsll  0dwg3s  ©9353Mmb3MgBHMm, MMIge  JugemE
06O BIoLBY 3OEILEYdS figlo. gl SOMEIRYOS WM YYHO
IP  30L535(00gd0L  F9HBO30L  Bowmyom@mos, MmIgedos
36039©q0s oo,  FogMsd o3  dgdombggzsdo  0MBg3o
306360930 Imfiymdommds, s 5Ms oLsdsMmo, Mmdgmos
50 3fymdOEMmdOLmZ0LsS 2ob3mmzboo (bsb.22).

Advanced Bsbst»do sg3g T0gmomgds, M) MY
699200906 §qlgdo 08  GHGoxo3HY, OMIGEoE  3903w0l
LoboBEOZOH™ dfymdOEMdL, 0525005, NAT
35O EGH0DoGHMO. bgerdolsfizmdos 89990 356M056@Egd0:
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IP Address “

Specify the |P addresses to match:

() This IP address or subnet:

Examples: 192.168.0.12
152.168.1.0/24
2002:5d3b:1a31:4:208: 74 fe 35:6c43
2002:5d3b:1a31:4:208: 74 fe35:0/112
(@) This IP address range:
From: 152.168.0.5

To: 192.168.0100

Bsb. 22. IP 3olis356009d0ls 00535Bmbo

® dm30Mgds  3356d900L  a396Mol  s3cmoo  (Block edge

traversal) - {gbol  Lodmddgom  ™dogdBo  0dWM3qds
06@9gmbgBHosb  sMsdmmbmgbowo  BHMogozo  NAT
3mfymdowmdol  bydeEgdom; 503905 3396d900L
339M©0b s3com (Allow edge traversal) - {olol Lsdmddgom
M009dBHo 531935398 9Modmmbmzbow  FHMoxogzl,
(9903 9009000 06@&9m69¢ 096 NAT
9mfymdomdol BodwoEgdom;

dmdbdsGgdobmgzol  aos3gds  (Defer to  user) -
9cmdbdoMgd9w0 0090l 39(9md0bgdsLs, MmIgeos
53HYmd0bgdl NAT 9fymdoEMmd0©sb G®ox3030L
990mbgesl. oy dmdbTsMgdgeml o5g3l  LozdoGolio
MRE9053mboergds, 35U F9mderos bgwrom IdEM3ML 96

50350 8bo398m 2o(33Cs;

BoboNgdby  @oo3gds (Defer to application) - NAT
dmfymdowmdoEsb  dqgdmdsgoo  GHMsxzgolzol  domgds b
0335 2oboLEBOZMDS bMIMYOOL 35605393 MJd0m.
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Skype Properties

Protocols and Ports |  Scope Advanced |

General | Programs and Services I Computers

sers

Profiles
‘ Specify profiles to which this rule applies.
=

=l

[7] Domain
Frivate
Public

Interface types

T Specify the interface types to which this

| rule applies.

Edge traversal

—# Edge traversal allows the computer to accept unsolicited
inbound packets that have passed through an edge device
such as a Network Address Translation (MAT) router or

firewall.

Block edge traversal ']

Prevent applications from receiving unsolicited traffic from
the Intemet through a MAT edage device.

Leam more about these settings

[ ok || cancal ||

Apply

|

bob. 23. Advanced Bsbstroo

89960900l MLsgzHmbmgdol Fgligdo

3990»900L MLOgOPbMadOL ffglgdo (connection security
rules) - gb 5ol {iglgdol goblszMmGgdMo GHodo, MHmIgeos

539300090705 BHMox3030L  89dmdgdol 493l
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©5308MO356msb.  FggPmgdol  MLogmmbmgdol  Fqlgdo
399m0ygbgds 3m316035309%0L  LETIMOZ5 Jbgols
Ubgoalibgs 3mlEGgdl dmMobl. ds0 9gbogdbgers 2odmoygbgds
§9Lgdol d94dbols MbGOG0, sboeno MBoBONbM
39960 g00Lom30L (New Connection Security Rule). 9990009350
9900¢0gds  250560mb  dgdmfjdgds Kerberos V5 3Gm@m3meols
©bAsM9gd0m, OMIGLog guoFomMgds famds MIGBMb s
9mdbds690¢0ol LosMoEbgm Bsbsfigmmsb 6 3m330vEgM™b,
63903 Bob mdgbdo.

0Y) 530069300 ©35GJOO® 356539 BHEMQOL, T93dgdIM
39960 900L Bodz0@mdol 999mfj09dsL NTMLv2
3OMGHM3MoL, ByOEGH0B0E0MJd0L 396EHGOL JogH 53990
303303900l LgOEG0B03GHJOoL 96 [obslfet  s®BRgMo
29L50gd0L obToMgdom (bob.24).

-
@ New Connection Security Rule Wizard ‘i‘

Rule Type
Select the type of connection security rule to create.

Steps:
& Rule Type What type of connection security rule would you like to create?
» Requirements
@ Authentication Method 9 lIsolation
@ Restrict connections based on authentication criteria, such as domain membership or
@ Profile
health status.
@ Name Brt -
Authentication exemption

Do not authenticate connections from the specified computers.

) Serverto-server
Authenticate connection between the specified computers.

~ Tunnel
Authenticate connections between gateway computers

©) Custom
Custom rule.

Note: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types

Next > Cancel

Bsb. 24. sbs co s gFobmggeoghdols 99]dbs
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399600900L MLBOgOHPLMYdOL Lbgoslibgs Holgdo dmdsmdl

9990096506500:

o 0BmEos3os (Isolation) - oBmErsgool §qlgdo Bzl
dbmwmE 3mbEGHO0L 3MIMb03s30L, HMIgdTs3 F905ML
d90m(09ds 65830 MdsDY  3mb3MgBHMEo  LosmMoabgm
dmbs3gdqdol  godmyabgdom.  Fso0mo©,  89a30d¢0s
399m3099bmm  0BmsEool  gbgdo,  odobomzol  GJ
399m3Mo3bmo  dmbsggdms  4933w0b ol 3mbEgdo,
OMIGdOE o6 90056 Active Directory Domain System (AD
DS)-b §936900. 0Bmsiool fglgddo 990dwgds Bog®ormo
0900535000 5 3505350 BHMsx803900L B30 mdols
0d90mfdgdol dmmnbmgbo, dmgombmgmom OMaMO3
390m0535¢00, 91939 90535¢00  F99OHMg00L  Bosdzowmdols
9993905 96 8mz0mbM3mm 439wsbso®o GHodol dg9gmmgdols
65930 mdol d9dmfjdgds.

* 659030 MdOL d90m09d0Lo0b 396m530LRW9ds
(Authentification exemption) - gb  {9lgdo  odeggzs
0bmwszool  Hgbgdobash  godmbszoligdol  ©sd39d0L
LodogdSL. Bsdz300mdol 999m{jdqdoly b
39053059 BGOOL 3565393 M9oL 808565396 0d
090mbgggodo,  Bopomoms®, 0v) 9306y  ©3I35m
300330BH9M0 39380609l DHCP s DNS LgMggmgdl
933MOH0Ds300L 5)(30090EMdOL Q569TY.

e U9m396M0 LYM39Mb (Server-to-server) - gl Hglgdo 03Es39b
3996009058 3m6309BHe  3330EHgMYOL  dmeol.  olobo
396Lb3530090006 0BMEs300lL [oligdologsb odom, MG®A ol
303905 M5 g F9gOHmgdsbY, M99 IBMMO
30636093 JobsdsOmNLS s 3MbAGHL IMGOOL F99OHNGdsDY.

e 230050 (Tunnel) - gb §qgbgdo  Server-to-server-ols
965@MmP0MM00s, Bo3M50 godm0ygbgds sdmEdM LOOEHMb
»3306050w0"  JggMmgdoLLlL.  Fogowoms©, Lo
booBbg.
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MOHM0YOHNMBS F990H9d0L MLOFOHPHBMYdOL Fgligdls s
IPSec 3mg0@03sL Gmeol sbowmyom@os, AppLocker-bs o
36059900l 259mygbgdols d9BwM30L 3MmE0EH03sl JmEol
MO0YOHNMI0L. falms MmG039 6530900 SLGMEIGOL JOHO ©S
09039 BI040 s 5093560 M30YIM0s MBS0
LoLEBQdobg, MMIGLSE 09gbgdl MmGYIBOBsGoOL JrogbEol
3™330@BHgco. Windows 7-obs o Windows 10-ob yggws
396005 oL MFgOL TggMMNJOOL  MLOGFONHMYdOL  Fqlgdb.
Windows XP 30 53 y39o39mb dbsml 56 Fgols.

3509030l 3m6BoYMBHS300L 033mGEHO s gJudmMEO

0936 mMQ560Bs305d0, LoSE3 3w096@0bL
30330396900 0ygb9d96 Windows 10 m39Mogorgen Lol@gdsl,
3509300l §olgdo  3OEICEIDS XFNBIO0  3EwoGHOIoL
99039Md0m. 0] (3040 90JI0S 393390 MOMEIBbMdOL
93G™bmdom®mo  3wogb@ol  3mddonEgo Windows 10-om,
13509M30M0ol  9OHMbs0Mm0  356599BHMgo0  BMHMb3gym39b
033mOG0Ls  ©5  9JudmOGHOL  3bdsogdL.  olbobo  slig3g
MBOHM639wYmBLIE B50gMH3MEol F0dE0bsMg 356539EHMIdOL
dgbobgol, Lobsd o6  dmbgogds  dsbdo  9du3gModg@Iero
33090900l g@obs. 356M599@Mgd0 9JudmedG0M©Yds wiw
39BIOMMYOOL  Bsodo.  Fomdo  godmoygbgds  mEToa0
RMOI>GH0, s 35 XML gm®mds@o, obg Gemyme i Windows 10-
ob 0936 Ubgs 3mbxgoawGs300l  Bs0qddo. Bo0gM3MEol
356539¢M9go0oL  033mMEH0 s gJudmOEGHo  LOEgds wiw
1mOds@do, netsh advfirewall export o netsh advfirewall import
0d5b90900L IbTsMgdOm.

WFAS g350963m¢ol 3sGmgs Netsh d36ds6gdol sbdstgdoo

WFAS $9LgdoL L5335 d9L5dEgdg0o
3odm3094gbmo Command Promt-ob  Netsh.exe 9Eoodo,
dmdbdoMmgdeol  bOHMo  MBEgdgdol  Fgdmbgzgzsdo.  dolo
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30M05GIuMdS 08580  damIsegmdl  MHmd,  Netsh-o
d9L5dEgdgE0s  godm3094gbmom  3mdd0boMgdmws Windows
Remote Shell (WinRS)-056 gms, 0doLomgol Gmad 3ds®omo
WFAS g50963m@ob  {gbgdo Jugerol 0d 3m330v9@g6M90%9,
O0Igbgg ©oYgbgdmos  Windows 10 m3gGo3omero
bobGgds. s1939 99a30dwos Netsh.exe dMIsbgdOL A5TMmygbgds
0509MH3Mol 356539 BHEMgool  Legbos®ol  Tglodwmdsgzgders
933™bmdom® 3m330)BHM0DY, MHMIWgdoE 96O 50056 AD DS
©M3d9bol 936900, TgLsdsdolo@, 9O  9M0b  XaBRWEOO
3m0o@030L dmgddggdol 4399.

0dobosm3zol,  MmI  aodm30ygbmo  Netsh.exe, WFAS
539509M3mol  {algdol  dgLoddbgrs, ULoFo®ms ol oyml
advfirewall firewall 3m6@&9du&do. J39dmo dmgdmwos WFAS-
ol 459myg9gbgdols M58gb0dg o500, B50gMH3mEol Fglgdols
d9L5dabgemaco:

WebServerRule  {jgbgdol  dgloddbgero,  H@Igerogs
3039905 ©MIg6ME 3OMmzowdo s Md3z9dl Fgdmdogow
G803l 99-80 3mMOHGHBY, Fgoyzsbgom Fgdgyo Command
Promt-36dsbgdo:

netsh advfirewall firewall add rule name="WebServerRule"
profile=domain protocol=TCP dir=in localport=80 action=allow;

AllowCalc  §gbgdol  dgloddbgwrs, Gmdgwos dz9dL
990m0s35¢0 BHMexzgoll Calc.exe ©BsOMMB gzqws Jugwmdo
36OMBOowOoLsM30L,  Fgoygzsbgon  d9dgao Command Promt
06 dsbgdo:

netsh advfirewall firewall add rule name="Calc" dir=in
program="c:\windows\system32\calc.exe" action=allow;

BlockFTP {jglgdol dglogdbgars, GmIgeog derm3s3L
3905350 BGMoxgo3L Ftp.exe ©sbs®0sb, 9909356900 9090
Command Promt-36dsbgde:
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netsh advfirewall firewall add rule name="BlockFTP" dir=out
program="c:\windows\system32\ftp.exe" action=block.

Windows Firewall oo WFAS gs0963meq00 300096 0L
Windows 10 303300396y 099350396 ghoo. Windows
Firewall d390L dsBobmyo  fgbol  dgddbsl, HmIgeos
303990 Windows 10-oL 36Ma65990bY Qo
30033mbgb3H9d%bg. dobo  LydMsergdom  dgmdangdgeros ool
dmddggdol oMol dmdommgzs 96 99dmfdgdol  Jomomgds
65000300 Md5DY. Jugw GO 3OMBOWGdO 15dowgdSL 0dwg3s
0509MH3mol  4oblbgegzgdmo  aligdol  9OHOMBEIOMDdS
293039©L,  Jugm@o  F9geHmgdol ®30L909d06
390md0boMy.  sMOLYdMBIL  Lsdo  JugGo  3OHMBOO:
©MdgbmEo (Domain), Lsbmasm (Public) ©s Lsdobsm o6
bodwmdom (3gMdm) (Home Or Work (Private)). Windows Firewall
065bdsmgMol glgdo dglsdegdgeros dogzsb0Fmo bgwom,
3063094 Mwo  Jugemedo  3Omzowwolbomgol.  bbgowalibgs
Juomeo  3MMBowgdo  JgLodwgdgwos  GMHMNEOMMEISQ
9md099dal  2obLbb3e39d  JugEE  0bEHIORIOLYOMD.
WFAS  1%6mvb39ymxnl  dmods®@omml  999mdsgswo s
3995350 3HM58030L Hgbo 3mOELM30L, 3MMYMmToLM30L ©
LgH3z0LOLOZ0L.

2.9. Windows Firewall-ob {jglol 8m0sGoygs

PoLgdol  dmAGIMZs, MMIgwoi ©sId3zg0L  Jgdmdsgoe
A®5x303L Internet Backgammon bsOMOLbz0L

d9L5dEgdge0s 9990 dmddggdgdom:
1. 9gom 3m330BHYHDg LOLEJINOO  5EAOBOLEHMIGMMOL

OBL)0Jo00;
2. s5060Boge d¥MJdsbgds Start > Control Panel - Windows

Firewall;
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3. Windows Firewall @as6gmgogdsdo so@mBogo  d6Mdsbgds
Allow A Program Through Windows Firewall (36658900l
2503990L 6xdOL IMMZS Fo0IYMZMEOm);

4. 250mbme  ©OSWMYMM  BobxsMsdo, s0MBOJm  VOEIs30
Change settings (6ob.25);

~ . =N EEE =X
@Qvl‘ <« Windows Fir... » Allowed Programs - ’ 4y l ’ Search Control Panel P |

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? Change settings

Allowed programs and features:

Name Home/Work (Private) Public *

e e M W | |

[ BranchCache - Hosted Cache Client (Uses HTTPS)

[ BranchCache - Hosted Cache Server (Uses HTTPS) |:| |:| '

[ BranchCache - Peer Discovery (Uses WSD) O O i

[J Connect to a Network Projector ] O

Core Networking

[ Distributed Transaction Coordinator O O

[JFile and Printer Sharing O O

HomeGroup O

IRC Server Rule

[JiSCSI Service O O

[0 Media Center Extenders O 0 2
Remove

[ Allow another program... J

[ oK ][ Cancel ]

Bob. 25.300M580L 3583900l 53d0L EIGMZS B5IMHZMEIOM

5. 899009y s0Mbogo  Allow another program... (53390
0g6s Bb3s 301M585) OWs30. gooblbgds oS MyGO
739bx oMo Add A Program (36ma6530l 0035(3)905). 3539000
Browse ©0@o3l s 2900300350 Program Files\Microsoft
Games\Multiplayer\Backgammon gsodo. s06HB0go 8500
Bckgzm.exe oo 09930690 Open 0os3l;
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6. 500B0gm @ow3o Network Location Types (Jugeool
9009056Mm9MdoL 3H030) S MHIMBLOm, MMT 356(5393MYd0
9000b3935 LEembg 299mbsbryan 3560599FBHMJOL. ©o9F0oMHYo
OK-Ub o5 Add 0ogs3b.

7. ©ocfjdmboom, HmA {gbo Internet Backgammon-Logol Bsbls
Allowed Programs And Features (0533900 360659900
@5 3033mbgb@9d0) Losdo s dmbodbmEos 3HMBowo
Home/work (Private) (bLs80bsm 56 bsdwxmdom (39Mdm)), s 565
Lobmasm (Public) 56 ™dgob (Domain) 3Hmzgowo. 999092
©55{9J00 OK mos3l.

Choose Metwork Location Types @
Allow this program ar port to communicate through Windaows
Firewall for the selected network locations:
[] Domain: Metwarks at a workplace that are
attached to a domain

Home Miork (Private): Metworks at home or wark
where you know and trust the people and
devices on the network

[]Public: Metworks in public places such as airports
or coffee shops

What are network locations?

[ Ok ] I Cancel

Bsb. 26. Jugerols IgdsMYMBdOL G030l sGRY3s

WFAS Firewall-ols {jglsols 3mds6omngs

9396 Imdsmogm WFAS xs0963memol gl IRC-
b9gMH39MmOLM30L,  OMIGoE  FobMOgLYdMEos  3W0gb@Eob
Windows 10-006 3m83093H9mbg. §gbds  mbs  ©@odgsls
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d0gmmgds  dbmermE  99dmf0gdsgozwo 3G gdmab,
3630900 J397bgewowsb:

1.

dgoom  3m33099HgMdo  5©ToboLEBHMIGHMOOL  MBEgdol
9Jmbg dmdbds6rgdom;

. ©F0M0  BAIOGHL s  Lddogdm  39ewdo  d90Yyzs69m

©sLobgegds Windows Firewall with Advanced Security
(Windows  g3509603m@0  MLsgz@mnbmgdol  ©sds@gdomo
3565393M900m) 5 ©9fjgdJoo Enter-b. gooblbgds Windows
Firewall with Advanced Security 3mbLmeo;

. @odmygogom  3356do Inbound Rules (figbo 99dmdsgsero

39960 900Lbm30L). ImddgEgdol sMgdo soMbogom dMAsBYOS
New Rule (sboqro {glols d9Jdbs).

. Pobol Bodol (Rule Type) 239600bg s0MRogm 3mMEGHo (Port)

Q5 30O Next 0oEo3l.

@ New Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action ) UDP

@ Profile

@ Name
Does this rule apply to all local ports or specific local ports?

All local ports
@ Specific local ports: 6667
Example: 80, 443, 5000-5010

Leam more about protocol and ports

[ <Back [ Nex> [ Cancf

Bob. 27. TCP 3m®Eol 30m0mgds
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5. 36OHMGHM3M0bs s 3mMEH0L (Protocols And Ports) g3960%b9,
Specific Local Ports (356Lobm36vyaro @m3smdo 3mOm@E0)
39w do bsfigMgom 6667, obg MmamMi bobgzgbgdos LryyMsmby,

3900092 9530609 vows3l Next;

@ I
Customize Allow if Secure Settings L=

Select one of these options to determine which action Windows Firewall with Advanced
Security will take for the incoming or outgoing packets that match the firewall rule criteria.

) Allow the connection if it is authenticated and integrity-protected

Allow only connections that are both authenticated and integrity-protected by using
|Psec. Compatible with Windows Vista and later.

@ Require the connections to be encrypted
Require privacy in addition to integrity and authentication
[¥] Allow the computers to dynamically negotiate encryption

This option allows authenticated but unencrypted network packets to be sent
while encryption is being negotiated. Compatible with Windows Vista and later.

(7 Allow the connection to use null encapsulation
Null encapsulation allows you to require that the connection be authenticated, but
does not provide integrity or privacy protection for the packet payload. Compatible
with Windows 7 and later.

[7] Overmide block rules
Useful for tools that must always be available, such as remote administration tools.
If you specify this option, you must also specify an authorized computer or
computer group.

Leam more about these settings

o) (o)

T T P,
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. Action (38mgdd99ds) 3390HDBY s0MHB0gm Z9M0sbEHO Allow
The Connection If It Is Secure (53390 065l MLogHDbM
39960m905) S isFoMgo Customize Os3HY;

. 39963@DY, 21939 o9Ygbgm sewsdo Allow The Computers To
Dynamically Negotiate Encryption (53390 0odbsl
30030993900 Moms  ©obsdomEs  ©sgmobbImb
Fogms300L) 3mbJ@BY, 0bg MMM 65B3969g00s LEsmnBy.
393009 OK 0os3l.

. 506B0go Next wos3o, Users 33960 s s0M®Bogom Next
©OS30;

. Computers 33909 s0MBogm Next 0ows30;

|; | General I Programs and Services I Computers I
| Protocols and Ports | Scope Advanced | Users |

Local IP address
B. @© Any IP address
T
= ) These IP addresses:

Remote IP address
Bl ) Any IP address
|| o= @ These IP addresses:

10.0.10.0-24 Add._.

Leam more about setting the scope

[ ok J[ Cemeel ][ 2poy |

Bab. 29. Foliols 8mffagogdol s6gsgmol dmdsGomgs
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10.§9bo  dmdsrango oly, ™I ol A53M3JIEIL  MIGEME
(Domain) o 396dm (Private) 36Gmg0owgddo s ssfgjom
Next @oogl.

11. bobgerols (Name) 9390G@%bg 99094356900 @sLobgwgds IRC
Server Rule @5 @ssFotgo Finish oozl

12. 999mds35¢0 899Mmqdol (Inbound Rules) {iglgdol Losdo
do6x3965 woszom Imbodbgom gbo IRC Server Rule oo
50Mbogo Properties d6)dsbgds.

13.20090000  Scope  PBobs@do.  Remote  IP-Address
(©58mEdMEo IP-30L58s6Hm0900) 3969maz30eqdsdo
05594969  @oodMm3zgwo 3Mbd@bg These IP Addresses
(B00mgdmo IP- 8obsds®rm0) s 506Bogom Add wows30;

14. This IP Address Or Subnet 39¢80 9909g3s690> 10.0.10.0/24 oo
5930690 OK o3l

15. o@fjdmbom ®md IRC Server Rule {qlol 030Lgd9d0L
RobR MO 250M0YMM9ds, 0bg OMYME 3 BoB3969005 LGBy,
5 50MB0go OK mogs3o.
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0530 3. 3mb5390005 ©F0RMZS
3.1 9mbs3gdms sdoggMgs Bitlocker-ol bsdysengdoom

Bitlocker Drive Encryption (3m@©w®o @sbobgegdoom
Cornerstone, “)gMm s©Mg 3o - Secure Startup) — gl 5GOL
06830mMds>300L QOL(3930 xMbJEoo, GMdgos
0639300090 wos  m396530  LolBgdsdo.  FogGS300L
bodmoegdom Bmbdaos MHBOWME39wymal ollby Rsfgdowo
050 gooL  335L.  LBEABIOGHMws© BitLocker-o 0ggbgdls
XTS-AES s¢oam®0mdl do0g0s3zool xs33do (CBC - 250m0ygbgds
©ob3oL 3m630gEMEo BydB™MEOOL ILsdoRMs©) 128 6 256-
056 00@GHWMO  golowgdmsb ghms. Bitlocker-o  dodlodoery®
53350 96bMOE0gwgdL Trusted Platform Module (TPM)-borsb
9Oms©. TPM 560l 30033069630, MHMIgerois 9339 439ws sbogn
300330BH9OL dmyzgds IPoMmTMgdeoligeb. 9mdsmdl Bitlocker-
096 905, MMI 03335 MBSOl 0bRMEOTs305 s
©OHIMbgl ®md  LoLEGYs  PodIMMIYWOs S 9O
©H0sbgdMEs  dem©obol  Mgg0dol ML, dmEgdmeo
RbJ30s 3300035HMmL  ITOBOHNIO  EOLZOL  goblibols
L50b6@gbM0R03530M bmdMoo 6 USB dgblogMgdol ds6romoom.
9L 899496030 MBWGdSL 56 5dg3L LoLEGHIsL BT 2599350
9m(399000 20L5090900L gcM9dY.

©530BOHMO  Bo0Egdo  IM3sOMw  3md3ovBHgMdo
909030M3g05, MbsE BBZsLLIS 353900 3OHMYMTOL
390mygbgd0om 96 ©@oLZoL  FosGsbom Lbgs 3m33099EHIMmTo.
Bitlocker-o 053005 000©9dL y3zgms  sGLBI30MYOME
5039056 06830MHF5305L05b.

BBJgool  oLssdBHOMEmds©  LoFoMms  ao3blbom
Robx 6o ,BitLocker Drive Encryption®, 3dsbgdoom:

Start = Control Panel - BitLocker Drive Encryption
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Control Panel (4)

& . r . -
g Manage BitLocker@

2, Manage file encryption certificates

% Protect your computer by encrypting data on your disk

Bob. 30 Bitlocker-ol gsby®ols gsblibs

3990092 9B93PY 359dBH0oMgdo BitLocker-U d6dsbgdoo -
»Lurn On BitLocker" :

BitLocker Drive Encryption - BitLocker To Go
D: Turn On BitLocker

-, oﬁ E e

Bob. 31. Bitlocker-ol g95gdGowm®mgds

99239536 LobIMZgE0  3oOHMEM, OMIgwbsg  LolGgds
dmombmgll olzby ymgzggmo dgligerolist - ,Use a password to
unlock the drive®:

&) Q( BitLocker Drive Encryption (D:)

Choose how you want to unlock this drive

[¥] Use a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbols.

Type your password:  eeeesssese

Retype your password: eesssssese

[7] Use my smart card to unlock the drive

You will need to insert your smart card. The smart card PIN will be required when you unlock the drive.

Bab. 32. 35G:mEol domomYds

66



d9L5dEgd9gE0s s0bosy9bo 3900l 99b5b3s
300330GH9Md0 96 50Mmd9F30, MboE J90ymd 45dm3094gbgdm
00 8990mbgz93590 ) ©3930(YOs 35MMEO.

% BitLocker Drive Encryption (D:)

How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive.

We recommended that you save your recovery key to a file and print it.

< Save the recovery key to a file

< Print the recovery key

Bob. 33. 35GmEol Jomgds

30x3M5300L 80dE0bsMgmdol 3Mm39580 doowgds bob.34-9
65396900 Bobx G,

BitLocker Drive Encryption

: & Encrypting...
Drive D: 99.8% Completed

(4, Pause encryption before removing the drive or files on
the drive could be damaged.

Bob. 34. BogMozool 3Mmysglo

Fogmo300L  ILOYIEgdOL  d9dgy  dogowgdoe  32-9
BobobBg 65639690 Bobx sMSL:
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BitLocker Drive Encryption x

¢ j& Encryption of D: is complete.

Bob. 35. B0g3Mo300L ELMYYEYDdS

BitLocker-o 255d3om™adwyeros  ©@s ©@oblbg  {iamads
99Lodergdgeos  dbmemE  3sGmerol  Jgyzs60l  dgdopma
(65b.36).

ganize v System properties Uninstall or change a program Map network dnive Open Con|
Favorites 4 Hard Disk Drives (2)
f Desktop 05 (C) Data Files (F:)
8 Downloads “o —— —_—
449 GB free of 683 GB 104 TBfree of 181 TB
%] Recent Places GB free of € B free of
F& SkyDrive 4 Devices with Removable Storage (1)
J Libraries ‘? Removable Disk (D:)
o Daciimente

Bab. 36. Bitlocker-00 ¢s80R6GM@o ©olizo

ool 530980l 838@gs  B3gwadc0g 33996980
fia®ds olzby (6sb.37)

u z BitLocker Drive Encryption (D:)

This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

LA L L L]

[7] Show password characters as | type them

[] Automatically unlock on this computer from now on
| forgot my password

Bob. 37. 35600l J000mgds
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3.2. 8mbs398005 3mE0Mgds EPS gsogyy®o bolgdol
U535 gd00

3M™©0Mg0Mo  goowyMo  bobGgds  (Encrypting  File
System, EPS), ULodw9oggdsl 0dgg3s  odogmmom  gs0wgdo
d9Ls0sdolo  MBOWMB39wymxl  Bmbsggdoms  MLsBOMbM
dgbsbgol. 0d3s ol g3l mogobo  “VLlGo  sAoWwgdo”.
y39ws dmdbdsMmgdgenl, MHmIgElog 993l 9dobolEHMsm®mols
903560308 MBgds, J9vderos JodsMmoml mdzgbl gsowl.
300009d0Lsl Windows m396Ho3omewo bobEgds 0ggbgdl
39000b3930m0  MHo3b3900L  3969M0GH™MOL, Jdbol  BoowrgdoL
3M0M900L 4oLogdL (File encryption key, FEK), oo 899md
094gbgdl 8500 3E0MYOOLOMZ30L. S0l T9dgy, BYds M30m
FEK 25b00900lL 3006905 005  5bo@gdol  bsdrsegdoom.
3oLO®YdOL ©93M0M5d0LIM30L 3300090900
LYOPOGROIIGH0 o FoLME  SbMEFOMGPIMWO oo JoLOdO,
OMIgmsd  dodsmmzs  ImdbdsMmgdgenl  Labgarols s
356OHmol  domomgdol 999y  Ggwderos.  yzgws b3
9mdbdoM9gd9ew0, MHMIJL0E J(30J00 3MEOMYPOME BSOWIOIMIO
39935005,  oogdL  FgBHYmdobgdsl  “access  denied”.
5030boLEBHGIGHMOOL  MRWGdJdoL dJmbg ImabIsMmdgoE 3o
396 §o03000bogl 04396l Imbo39993L.
89L5degdgErod CREHIS B0 gL,
Lodomoggdol o6 dogwo  ©ob3gdoL  3MPOMYdS.
930996005 MO (39M3IMWO  BSOWGOOL,  5M5)©
dogaro Lodomoenggdols 3MOMYdS. 3M0M90E0
Lodomoeol  dgdmbggzsdo, sbws d9ddboeo  Bs0wgdols
30060905 bgds 933GMIsGHMMS©.
bodo®ool  3mEoMgdolsmzol  soMBogom  89d90
dmgd9g9d9d0:
1. 9mbodbgo ULodowowy, dobo  3mbEHadu@do  d9bowmsb
50MB0ogo Properties, 89009y Bsbs®mo General s Advanced
©o530. (65bH.38).

69



2. so0bogon Encrypt contents to secure data @30

353009 OK ©0ows3l (65H.39).

General | Security | Details | Previous Versions

J Mew Test Document

Type of file:  Text Document (bd)

Opens with: E Motepad

Location: CAUsers\pc\Desktop
Size: B bytes (5 bytes)
Size ondisk: 400 KB (4,096 bytes)

Created: Today, July 30, 2017, 4 minutes ago
Modified: Today, Juby 30, 2017, 4 minutes ago
Accessed: Today, July 30, 2017, 4 minutes ago

Attributes: [C] Read-onty [~ Hidden

Advanced...

Bsb. 38. Advanced d¢dsbgds

©93M0M5d0LsM30L  dmbligboo
Encrypt contents to secure data.

70

sesdo  Mmx305HY

Qo



Advanced Attributes S|
Choose the settings you want for this folder.

File attributes

File is ready for archiving
Allow this file to have contents indexed in addition to file properties

Compress or Encrypt attributes

[] Compress contents to save disk space

Encrypt contents to secure data

ok || cancel |

Bsb. 39. Encrypt contents to secure data 36ds69ds

03606%g 25993905  MLAHG0, MMIgWoE  2300535DMAL
53083600l 25L50900LM30L 5MJogz0L T9gdadbsls. Bosr®zgwos 53
23oL59d0L  2oBbs,  FoQdw0Me, dgblogMHgdol  doMINHY
o0 ) gl 2obomgdo  sBosbs  sTogHNIEO
dmbs390900L Hozombgzs 99dagdgaro 0469ds.

1. Click the option "Back up now (recommended)."”
{4 Encrypting File System
? ) Back up your file encryption certificate and key

Creating this backup file helps you avoid permanently losing access 10 your
encrypted files if the onginal certificate and key are 1051 of cormupted

= Back up now (recommended)

DOCk up the certificate and ey !t eMmovadie mecda

-> Back up later
Ving ¥ you the next ime y<

=?» Never back up

1 10%€ ACCEss 10

Bob. 40. 38083360l oboggdols sGJogols dgddbs
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990003m3d  9Ju3MOGOL  MBESGO  Bsdox-b500x  3335MbBHMBL
B9LLOYWIOIL ©IZXIOIOL

£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, click Next.

Cancel

Bob. 41. elBo@oL 30H39w0 Boxo

9900093 9393y 8600369mgsbos ol mggEogdo,
OmIwgdo3 bob.42-Bgs Bohgzgbgdo:
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& 2 Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary X.509 (.CER)
Baze-64 encoded X509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7EB)

Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (,PFX)
Indude all certificates in the certification path if possible

Delete the private key if the expart is successful

[IExpert all extended properties

[IEnable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Cancel

Bob. 42. 3gOLMbswGHo LYHMOBOISEOL MBE0YPO

306500 2oL50gd0L EOLOESZIP 9v)30YdIE0s F93]dbs0
3o6Hmo (bob. 43)
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& £¥ Certificate Export Wizard

Security

To maintain security, you must protect the private key to a security prindipal or by
using & password.

Group or user names (recommended)

Remowve

Password:

Confirm passward:

Bob. 43. 35G:mEol J000mYdS

90300000M0 B50E0ol BobgEo S SPOWIPYISIGMDS
99b3MOE0MIOYWO B5OOLIMNZOL (65b.44).

oM™ 9BHa3bg MbGSGHO 3393YM00bgdL, HMI Bsowol
9Ju3mOG0  (bLosg 0b6sbgds 30660 oLOMIdO) Ho®doEgdom
396bm®E0gw©s (65b.45-46).
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&«

! Certificate Export Wizard

File to Export
Specify the name of the file you want to expart

File name:
G:\privateFiles. pfx

| E Browse, .. i

Bsb. 44. 350@0l Lsbgmo 3ocmomgds

&«

£ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedified the following settings:

Export Keys ‘Yes
Indude all certificates in the certification path Yes
File Format

Personal Information Exchange {*.pfx

| Fnish || Cancel

Bab. 45. 9du3mOGOL EsLsbEHMEwo
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Certificate Export Wizard et

The export was successful,

OK

Bsb. 46. biGsEoL Ivdsmdol slslidyyemo

350¢0b ©30x83MOL d989, 3963 9O dmIbTsMYdgWwO
396 99990l 53500l 300b3sl, 490 5T0bOLEMIEGHMEMOS.
0v) 35063 09930905 G500l goblbsl 93606bg A5dmBb9dY,
Bob.47-%g Ho00m©a 9600 Bobx oM.

[ LibreOffice 5.0.6.3 - *

° Access to GihprivateFiles\Untitled 1.odt was denied,

Bsb. 47. B50@ 56 J0dsMr3s FgMAGdYEX0s

3.3. 3mbs3g80s sdogy®mzs Safe MEHomodom.

MBogOMbMIdol  3MMYMsds0s  Steganos Privacy Suite
3539G0L 89950096cmds0 dgob Safe MEHowo@s, GMIgEos 53
3539300  §oMmmagboer  3MMAGMs35ms  ImEOL  9Mo-9gOHMO
MBms309gLos. dobo 93gabgeros 3335605 Steganos, GOl
390-33960s5  https://www.steganos.com.
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https://www.steganos.com/

3o LoEeg0L  Fgloddbgeo  LoFoMms G090
9g090090930L TglHrgengds:
1. ©950bLEO0Mgm @S 299dBHOMOID MBHOWOGS; 9306%Y
9000905 65b.48 -B9 Ho®MEYgboo RbK M.

kol Steganos Safe One I:HE”Xi

G Settings @) Help Info

- Steganos: " STEGANOS |
Vjicd Safe.One:

Your secure drives

Bsb. 48. Steganos Safe One ¥BOEWOEFHOL 95dBH0vIMYOs

2. s06Hbogom ©OW530;

3. 3995B0M©g0s Steganos Safe One-mbiGo@o
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¥ Steganos Safe One

Setting up a secure drive

You can use this wizard to help you to create a new encrypted
drive. All data that you save to this secure drive will be
automatically encrypted,

Click "Mext" to continue.

< Back I Next > ] [ Cancel ]

Bob. 49. Steganos Safe One ME0OGHOL MBESGOL g95dBHOMMYds

50Mbogom Next 0os30

W Steganos Safe One

Setting up a secure drive
Reuse existing drive?

‘What do you want to do?
(5) 1 want to create a new secure drive

OI want to continue using an existing secure drive

Click "Next" to continue,

(7)) [ <Back || mext> | [ cancel

Bab. 50. 306195@Ho ool sGBI3S
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5. s0MBogo I want to create a new secure drive mg3305 @5 Next

QO530;
6. ©o95MJ30m 5099 ULobgwro, dogowoms Piradi,  sboew

3066, ©SJoxOHME  ©olgl s d9MMHBogo Mo0dY
@om0b®O0 LOTdIMEM, Togowoms© Z: s s0Mbogom Next

QOS30;

¥ Steganos Safe One &l

Setting up a secure drive 3
Specify a descripkion, -

Please enter a name For the secure drive to be set up {e.g. "Private™).

Description:

|Piradi|

Please select a drive letter For the new secure drive.

Click. "Mext" ta conkinue,

ﬂ./' [ < Back. ][ Mext = ][ Cancel

Bsb. 51. 30HEHMEMHO EOoLZOLMmZOL Lsbguol sGRg3s

7. 09900093 9B93Bg LsFoOHMs 03MMOMNMP Q0o ©EOolgbHY,
LogsE 9930bsbogom SLE g3s0els, Hm3gewrog 890bsbagl 004396
9mbo39090L  sFogOHIEmo  Lobomm s so®Bogm  Next
QO30;
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¥ Steganos Safe One

Setting up a secure drive
Specifying the storage location

The encrypted data on the secure drive is saved in an SLE file, The size of this File is
the same as that of wour encrypred drive.

w'here do wou want bo save the SLE file?
SLE File path:

C:iDocurnents and SektingsyMMApplication 0ataSteganosPiradi, sle | l Browse. ..

If wou are not sure, just click on "Mext",

9_/' [ < Back ” Mext = ][ Cancel

Bob. 52. 5003 YdMYMIOL F00MYdS
8. 09990 QQOSIMAYMO (SHIAION 3300535DmdL

3037000000 bd3s30L BMds - 1 4850@9I©y s S0MROgM
Next 005305
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% Steganos Safe One f5_<|

Setting up a secure drive {
Specifying the size -

Please define the size of your secure drive. The maximun size is determined by the
free memaory space available on the drive on which the SLE filz is located.

Given your operating and File system, a maximun of 1,00 GE can be used on drive
Cen

Haw big should wour secure drive be?

2,00 MB | :| 1,00 B

1,00 GB
Size of secure drive in MB:

g

Click. "Mext" ko conkinue,

@/' l < Back ” Mext = ll Cancel

Bob. 53. Bdol Jom0m ds

9. 9990093 9B93Yg LSFOMOMS 35MMWOL 0MOMYds, HMIYEOE3
9900905 8m0o@odOml  dmdbdsmgdgeds b 3MMyMsdsd
9900905 ®3000Mm6  dMbobmL  3sMMEol  g9bgMocgds

i ©OS300%;

Store password on key device 36dsbgd0m, d9Lodergdgenos
3560l 9965b35 Lbbgs 8mfymdowmdsby, dsgswoms USB-
ImfymdoEmdsbBy.
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¥ Steganos Safe One [Z]

Setting up a secure drive
Specifying the password -

Enter a new password for the secure drive,
MNew password:

[ | v -
| 2 =]
Mew password (repeat):

| |

[[]Store password on key device (e.g. USB stick, PocketPC),

Password quality:
This password does not provide any significant protection.

Bab. 54. 35600l J00000gds

d9Lodgdg0s  530MB0Mmm  30BMEE  IgblogMYdsbY
2390300 FgNMEO, MHMIJLs3 M DObagaymals | 25|
QO30.

50 d9dobggzsdo  dmdbdocmndgeds Mbs  sdmoMBoml
399m0535H90me0 36 RO GHME6 2396339990
565000936 ™Mds Qo ©5005bLMZOMUL 0Q0. b
565800009360 ds Mbs 809gm0mml J9dymddo 30MEHwoe
153930096 30MmTolLomzgol (bob.55).
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(Steganos Safe One

In the pictures series above, click on the pictures in any order of your choice. Then click
on "Repeat" to confirm your selection.

or Cancs

Bab. 55.5¥Ms0gd0ls s9mMBg3s 3sBmeroliozgols

10. édmEgbsg  bsgsgo  d90ddbgds  dogzo0gdm Bob.56-%g
om0 960 Fobyxstsls.
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¥ Steganos Safe One

I R A A A AR, e
The secure drive "Piradi" is open. 1

You can access drive Z: jusk like amy regular hard drive.

The data that you save to the secure drive will be encrypted
immediately,

[ ]0o not show this message again

Bsb. 56. s3vyemo @olizol d9Jdbs

Ok o530l 56Bg30LsL 9306%Y godmBbrgds bsb.57-%9
§o03m 9600 g3sbxs®o.

¥ Steganos Safe One

Should the secure drive always be
displayed in Windows Explorer after
opening?

Do not show this message again [ Yes ] I Mo ]

Bob. 57. 0156b3Mds OLZOL gsdmMBYbsbY
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Yes ©oo3zol s6Bg30l  89dmbggzsdo, ©sdogememo
©O0L30 g4m3z9wm30L 45dmPbgds Windows Explorer-do, dolo
23959H09Mm9d0LSL (bb.57).

5093505, 903009  STOGBONIO.  Z0OEGHVISWIMHO
©o0UL30 Z:, H©m3gbsg 5J3b Bob.57-%g fo@dmoagboo Laby:

Files Stored on This Computer

e e
' Shared Documents .’J MM's Documents
= ! |

Hard Disk Drives

b

System Tasks

Wigw system information
-;'_'5 Add ar remave progranms
[} Change a setting

oOther Places

= ) Lol Disk (€ @ Local Disk (D:)

Devices with Removable Storage
ProjectStudioCs_20140311_154
2iG)
F—
@ PIRADI (Z:)

Bsb. 58. 99Jdbogro 3oMEMGO oo Z:

\a Iy Metwork Places
@ My Documents

| Shared Documents
@ Control Panel

Details

My Computer
System Folder

05650, 19659 LgogoL 35M0 VLS, F0MEISWIG OLIMIO
99Lodgdge0s  JodoMmzs  (65H.59), 9649 Toldo  Bs0EgdOL,
Lodo0serggd0l Bogds (OMSMO 490EBI Bobxs®sd0
Lo FoMm dmbo3999d0)

LYoRDBY  s§393MBYdOL  Fgdmbgg3z580, Lgoxkol 3560
B5039(39ds (Bsb. 60).
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bal Steganos Safe One |-_||E”z‘

r Ste anos’

afe One"

Your secure drives

STEGCANOS

Bsb. 59. 0os Lgogo

¥ Steganos Safe One = || B]I%X]
; 9' Settings @) Help Info

Steganos* T STECANGS ]
| I"EGANOS
ﬁ Safe One:

H
Your secure drives

Bsb. 60. sbreryeo gogo

©5308MWWO  300FXOO  EOLIOL  goblLoblbgws
23959BH0egom Safe MEBHooGs. 93006Dg godmbbgds Bob. - by

§o08ma9600 OsWMYMOHO BBX M, OMIgedog LFoMOHms
35MHMEOL 5360930.
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™ Steganos Safe One - Piradi

" & | Please enter the password for the secure
w drive "Piradi".

Password:

I ]

|

@

Cancel

Bob. 61.3560¢00l 30000905 ©YFoBMHFOOLIMZOL

-

3.4.068mM35300L sF0xMm35 PGP-0l bsdssegdom

3obg0bomm 3OmEHMm3meo Pretty Good Privacy (PGP).
qu 3OMFGHMIMEO ©OILEOOIMO00 365gd3H039wo©
§o00moa9gbL  Jugedo FoBMo3zool LEGHbIMEL. Bmyogdmo
AL “mgemb”  bEobosMEs dooBby3l. ogo 99Jdbs  Fogw
30996M3s63s 1991  gwl. PGP-o  Ls8moemgdsl  odergzs
L50dgEOMP  H0E395  OL3ZJPDY  SOLYIMMO  BHOWYdO O
153M9M0  ggdBHOMEMo  BmbGs  Mebm  306900Lsb.
4m39033500 Bsdodmmgdol a50M9dg 2003 S JooMMm
3600369m3960  063mMHAs300.  3OMYMTs 93900 MO
3oLoMgdom  ©F0BM30L  3GI06303DY, GOLM30LLE  LsFoMms
39L5909gd0L 39696M5300. b 36MHm3E9gLO 99009380
90MBoMgMdL: 0533003900  BdFOOMs 0d  2oLOMYdOL
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396965300 ©s dobo oaHogbs ©os AoLEMgdgdOlL LgMzgHby
6 3mbB3MYgGHMwo  sOMLOGHOLIMZ0L),  Loosbss  dob
300905 d9degdl  6gdobdogMo AbwEm39e0. 53  QOLOVGOIOM
dmbgds  06xm®Iozool  ©sFoxnM3s  mdzgbmzol,  bmerm
09396  00Egdm M5 sEOMYLIGOL  SBg3) @O AoloMgdl,
390900 ©dogOHM® 0bgm®Isgol dolmzol.

# PGP Desktop - All Keys =3
File Edit Wew Tools Keys Help
m Mew PGP Zip ?ﬁ'r Werify PGP Zip Ejmu] Shred Files ._»g\ Search for Keys t?;) Sync Keys
Find: | ‘
PGP Keys .]
Mame . Ernail
‘?" Mew Keyring Arman Qbosyan aobosyan@bog, ge
i, My Private Keys O Ch=rina
0 h ﬁ_§ Mino Topuria ninotopuriaé7@mail. ru
oearchifor Keys L, PGP Global Directory Yerification Key
53 Thawte Freemail Member ninotopurias7@mail.ru
@:-?'- PGP Messaging
aj .
w' | PGP Zip
pl:.) PGP Disk
—_—
m} PGP NetShare =
w4 ¥

Bsb. 62. PGP-ols 35bxs60

PGP-0b 259d30w6g00lsls 93056%g 450mbbgds bob.62-%g
§900m 9600 Bsbx MY, Bosg JMmO Folivwgdo bodbagl mos
3BOEgOL, MMIgog Jowgdmos BMbGHo b Mms0dg Lbgs
Lodmoegdom, BMm  2oborMgdgdol 53ds gL, FIBOMYdOOL
0930o0: oo golsmgdo (Public Key) s @sbw®oyeo 4obowgdo
(Private Key).
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29L5M9dol 39696530

aboo golivwgdol 49bgMoz0olsm3zol soMmBogm dMdsbgds
File > New PGP Key .

036006%g 0003905  MbBHOGHO,  MHMIwol  39Mmbsbgdog
DG Mbs F9olitrmEmo.

* 30039 d0x by IbMEm© IsFoMgom Next mows3l;

o Jogmbg doxby o3Moxzxgm  Lobgmo s g-dgoro.
53539000 356589¢HMJO0L  JoLsMOMYOESE  S0MHROYD
Advanced 0ogos30 (65b.63).

PGP Key Generation Assistant

Name and Email Assignment

" |5 " Desktop

Every key pait must have a name associated with it, The name and email address let
wour correspondents know that the public key they are using belongs to you,

Frimary Email: |MinoT opuria@yahoo.com

[ Mare =

Click Advanced Far more key settings.

[ « Back ][ [ext > ][ Cancel ] [ Help

Bob. 63. 53¢MOODIGOOL gagms

e Jgbodg doxDBy 95300x8JM 3OO0, GMIWomsz 0gbgds

O30 ®d39b0 golswgdom. gl bs oyml Lsodgm
356MHMo0, 990900 5656530 gd 8 LoAdMEIMUBLRD s 96
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9bos  8gogaggl 500w @BIAHNG  LoddMEMIdl
(GadGoo, 8308y, Ho6Y..).

PGP Key Generation Assistant

Key Generation Progress

® & P [asktop

Some of the following steps may require several minutes to complste.

Key Generation - Key generation steps:
- + Generating Key
v Generating Subkey(s)

Congratulations

¥ou have successfully generated a PGP keypair which will llow you to receive securs
messages and sign documents.

Click Next to add your new keypair bo vour keyring and continue,

Btk | Mext = J[ Cancel ][ Help ]

Bob. 64. 53¢MMHOBIGOOL EILOWEDS
396965300l §o6Bo3Hgo0m  @ILOMEgdoL  dgdmbggzsdo

00300900 b5b.64-bg FoMdmpqboe gsbyxsMsb.

PGP Key Generation Assistant

PGP Global Directory Assistant
P |5 P [asktop

The PGP Global Directory werifies, stares, and distributes public keys, By verifying the
ley corresponding to each email address, the Global Directory gives assurance that a
. key is owned by the email address on the key. This allows others to verify signatures
Key Generation - from that key and encrypt messages to it

This assistant helps you publish your public key ta the PEP Global Directory,

I wou are nok et sure if you want ko submit your key to the Global Directory, yvou
can always do it later by selecting the 'Publish bo Global Directory' menu item.

< Back L Mext > J [ Cancel ] [ Help

Bsb. 65.
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dob 9900099, M3 39bgMo3E0s FI30MBOM IO
3920000500  0bxMOIs3008  ©ITORMZS ©S  ©™IMIYBGHIOOL
b9wdmfgMs. dmmb  mbGIGO 290wz, Lodwoeqdsls oY)
LMD 253D036Mmm 005 golvmgdo  golvmgdgdol  LgMz9Mby
(foboswdgy dgdmbggzsdo so®bogo Skip (bob.65).

39U5093g80L 295303990

39L50gd900L dogdol 99dqy ( Public key da Private key)
LoFoMms 05000  393MEIWYds. Y39ty dmbgebgd o
3oLOMgdOL 2oabogbs LyMz9MBY s MJ39b0 3MML3MbYHEOL
3oLO©YdOL Jogds S1939 LYM39M0D.

Lo3MMoM0  os  golomgdol  bgMz9OBg  2oabogbo
d90dgds, OHmamO3  Hgdmom  ogm  sfgmowo,  2sLomgdols
396965300l 3O M3EqLdo.

d9mE9 Hos, 50MR0M™ dGJsbGds:

Keys = Synchronize Selected Keys.

530L 99009y, bBgdoLdogMo AbwE3zgwo  Fgdergdls  dobs
300905, 93ME0bgds Mo Mg3960 Lobgwo s 9-0gowo.

Export Key to File

Save i G by Documents e [€) ¥ e -
)18 Was American Long Haul [ )Kay | Updaters
|5 sutodesk, My Daka Sources =) wisual studio
[CT)Battefield 2 My Music
|C5)Bus Driver .ﬁMy Pictures
|Z)Carel User Files ™y videos
I Hunting Unlimited 2008 PP

<

b

File: hame:

Sawe a3 lwpe: | ASCI Key File [ asc) w

[Jinclude Brivate Keyis)

Bob. 66. 3Ll EsAbLMZMIDS
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005 25L50900 99203050 253 Bo36Mmm 03 3MbIMYEH
306m36905L, OHMIYEsboi 9HoMmdmgdm dodmfigcsl. soMRogm
00Mdsbgds  File>  Export 93056%g @00mbhbgds  (bb.66)
fom3mpaboo  gobxo@s. o6 dmbodbmm mgios Include
Private Key(s), {f0bss00gp 8900b3935d0 35L509d0l gdudm®Go
dmbgds b O A5L5gdME gMmo, dolo Ao3Begbs 30 96
560 Lo FoMOM.

5dob 9909y 90MMOomMYm  LOJOPOI g @S FBSOWOL
Lobgero, Looi 0bsbogo  golvmgdl s 805000 gl gsoo
09600l 4oaH9360L MMU.

L9390 Fobogdol ToLowgds s0MhogJe dGIHYdS
Search for Keys.

93696%9 godmlie gsbx 530 J0mOmMgo sEMGLOEOL
0-8900 5 F0M90 Search OWH3L. sdmoMbogm boFoMHm
BOgdo s dobo  3mbGHYJuGHOo  9bosb  so®Bogm
00dsbgds Add to = New Keyring (65b.67).

# PGP Desktop - Search for Keys

File Edit Wiew Tools Kews Help

atﬂ SR Y | = . ) T
! Mew PGP Zip 1'( Werify PGP Zip .llllll]] Shred Files (=<8 Search for Keys =% Sync Keys

Find: |

" Search for Keys

]

e al Keys ]
B Hew Keyring Search |everywhere v| Search
A My Private Keys for keys that meet of the following conditid
8 L3
~ N N
| |Name V| |c0ntains L3 | | n|n0topur|a6?@ﬂn| 4+ —
=8 Email this Recipient Narme Email

L* B s “L, Nino Topuria ninokopuria 7@mai.ru

Q':.l Add to My Keyring

«f Save this KevSearch 1% >

Found 1 key(s) matching search criteria,

Bob. 67. oo 2obomgdol EsdsblimgMgds
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0bgm®dsgool sdogmazs

530039, HgMool  Jobss®lo  BgdoLbdogH  Egdudme
695JBH™Mdo.  0bgm®Tsgool  slydoxngms©  Fgabdmyegom
09000920 8mdd9gd900: 59mF)Hom GHIJLGHO s PGB
39330l dyg®do  dMdsbgdomm  Ctrl+X, Task bar-by
3odmbobmen  PGP-ob  30d3ma®dsdg  osFoMgo  dovmliols
356x3965 o3l s s0MBogm Clipboard—> Encrypt & Sign
06356905 (65b.68)

Exit PGP Services

Ahout PGP Deskiop
Check for Updates. ..
Help

Opkions...

Wiewy PGP Log

il
Open PGP Desktop =ar

Edit...
Clear Caches

Decrypt & Verify
Encrypt & Sign
Current Window 3 Sign
Clipboard Encrypt

Bsb. 68.0630m 5300l ©sF0R3MS

93696%9 350mBbgds Robx 6 Bob. 69-%g
09009600  ©OsEMAMOO  BobxsMs. s0MBogm  LsFoMmm
3oLO0Yd0 O WIsFOMYG0 OK ows3l.

Sbas  s0Mhogm  dMAsbgds Clipboard >  Edit, Lssg
3539390 046935 ITOFMHYIE0 0bBMOTS30s (Bob.68).
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£8 PGP Desktop - Key Selection Dialog

Draqg users fram this list ko the Recipignts list Verified Size
CN=nina ] 1024
iThawte Freemail Member <ninotopuria6?@mail o 1024
Recipients Yerified Size
Mino Topuria <ninotopuriad F@mail. ru & 2045
oK l Cancel
[ secure viewer = l =
|:| Conventional Encryplion

Bab. 69.50069l5BH0L BsToBHgds
506B0go owszo Copy to Clipboard. d®dsbgdoo Ctrl+V

390503969 ©d0gOMOo 068mMTs30s  (655.70) Fgdowdo.
4m39w039 590l 89909 890dgds HgMowol goaBogbs.

I—----BEGIN PGP MESSAGE-----
Yersion: PGP Deskbop 9.9.1 (Build 257)
Charset: utf-g

QANDQR1DEWEWDbg-+Hax QS 0wEE /248t dwolnd 1 X CaBSdkgarmEZ 76CKwasUgncohe
enydi+¥a 1 WERCouP49thjinl j048vfbkeschod 1 4w/KKatas 7 TEZ S ewanDiozn
CrAUxBR NkzSMEg+Hj6k0 D0 9053 5RDEE SSmOZ FMR zGmHKr SRE0bYNNROF9IRIEE
Ly TapMbZvmU gy 315 3rYHY ScpuDEFeSaeDZhp 2y 7 qéPes6F s 3MmgHs|yBxT
d92kCwz JallHb O thhAY 122 QF cAIMzOktiZwF CaCk9+a7Po37F thiRnColjBL
tethrkjiIPblde AOPZIkOPPrHIvEY gtz pm TxhhS90MNnjt0sAwAbBSC PV gxW T
SDspbbryw Ty 19 1mEFUuy s TZXghFR [ SdixisprPhOnQK e WROz440G Ak oXLPMO
4287 JjFPhi+OtDefhedyxBbHg+7raoTIu3ZPDantM-+hfnFHP QPG LR 3dGRK4 726
poZi M 1MoL 1GID+HQCIMRISTY U 9F T 7ilIL dOMWE NP 32 MCPid2 fvIm3Fux R+ 7i
méuvvelZSct4CSqDats0UaERR S4+-BLEW 1 TSDMxmACk vio I07Hk 1QThyES45Kugk
wgTRIpLEIMNSMET 2dE TAMEDC ZGr0 I8E3Y J4Hhurc Y HUYzzP IbC0E

=jLKC

[ Copy ko Clipboard l ’ ok

Bsb. 70. sdogtmhoemo EgdbGo
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3.5. 8mbs3980 o335 S-Tools-ols Lsdwysengdoo

360595 S-Tools 15dw)sergdsl 0dEg3s I3TOROM®M
3950900 6300l LMsmMTo, MMIgE M3 9930 .GIF s .BMP,
51939 990MbBBGIMT0, OHMTGELsE 543l WAV go83sOHmMdS.
50LB0dBs305, MM LYIMSMYIO O SYOMTPIOMGOO Fooblbgds
B3I0g0M0350 3503960 33L0wgdIOOL 5>M9dy.

3mDMGH0MO0s, G S-Tools-b 56 BLFoMYds BLEHWIS30S,
65030  oMmImoybl  3mOGIGOMW  3MMYMHTL.  oMym-
R0M0Y, 0L MM OO B50Ol Fgbobgzs 5J Tgwdergdgeros.

S-Tools  L5v939009Lbm  35G0BF0s  35@9Ms  Bgdudmdo
B50gO0L, 31350, 39OMgdol 96 Abgogbo 0bxgm®Isiz00l
d9Loboboco.

S-Tools 9Eowods 38s0dL 9090 Loboo:

1. 3v9dBHomegom S-Tools.exe Bo0w0, 93056%g 259mBbgds bob.
71- B Hom3mygbowo Gobxs6s;

4 S-Tools - Actions

Flle ‘“Window Help

. Actions

Action State Progress

Bob. 71. S-Tools vyEomoE ol Bobx s
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2. 2350503 gm oo  bLOHsmo, GMIGELs3  99dama
390Mm09g49bgdm,  OHmamOE  3m63gobgdl  dmbszgdgdol
d9L5Bobo. 93056%g LMoo EooblbYds B39 BobxsMOL
Lbobom. 890md, 98 Bobxos®sdo 4503 gm  Bsowo,
Mol 50d0x3zMB3 39R3I30.

0¢) B50WOL QORBIOOMYdS 56O 500 GIF, BMP, bsFoMOms ds00
30b390E0M9ds.

[,@ S-Tools - zebras.BMP

.- Actions

| Progress

& zebras.BMP

Bob. 72. gsogr-3mbEgobgcols 45s@sbs

3. LyGosmol 3mbGgdu@do 9960996 soMBogo dGMdsbyds
Reveal.
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% zebras.BMP

Save as...

Properties...

B6ob. 73. gs0-3mbEgobgMmol sdablimzMmgds

03696%g  250mber  OSWMYMO  BBXRMSTO  53M0TID

RO5DS - 3oOHMEWO 5 S0MHB0YD SFOBZMHOL SO0 T0;

Pazsphraze:

WHEEER l:anl:el
Help

E ncryption algorithm: | IDEA

Yerfy passphrase:;
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03696%g a50bLbgds 03039 LYIMsMO Fsbxs@sdo hidden
Lobgefimgdom (65b.75). brysmol 3mbEgdudmeo d9bowmsb
20Mb0gm 0MJsbgds Save as..

Save
Save as...

Properties...

Bob. 75. Hidden-ggsby o6

9bs3999d0L 50mboMgds, R50¢-3m6¢ 906960

239050399 33o3 B Bs0Ool 5FMBIMPI3ZS A9S0E0gm
LOomoL 3mbGHIJuEMM0 89609, 3313 soMbogo Reveal
0M3dsbgdo.
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0530 4. 3mb539905 335 WOHMBEMZS60
Lg®3z0L9d00

4.1. pOgdm@gsbo LgMgzolgdo - Windows Azure

Windows Azure {jo®30mo@9bl Microsoft-ol 06¥)dm36
3EOGHBMEOISL. 50bodbmro 3EoGBMEMTS 00935
530353309008 099 8o39008 @ Tgbmengdol  sligzg
9dmbs399900L YM39MH OB T9bobgzol  LodrsEgdl, MMIgdo3
396319005 13Y305 O OBO39DGHMJdT0. ol sbgbl
MO0 ©OMBOW™M3560 INYEOL HYooHYosl - SWOEGHBRMMTS
Omamms  bgegobl  (Platform as a Service, PaaS) o
068M@LOYIBHMOS, OmamOE LyMzoLL (Infrastructure as a
Service, IaaS).

50LB0ABS305, GMI Azure 56 5oL dbmermo Windows-
056 0535380690 0. Fobs 3EoGHRMMOToLYSD sdMM30YdYEO
390509439BH0wgd9003 399hb0s, HMmAmMgdoi s@ol PHP, Java s
Python. slig3g s®bgdmdl Oracle-ob FbsOI@OsFGMo.

Microsoft-oll @®9dMm3zs6 bgMgzolbdo sdmBbs sbowo
RbJgos Azure ML (Machine Learning). 3@s@gm®ds
5390wos  byeemgby®o  0bGywgddol  Badbmwmposty,
GO0dgros 339 Sbas  499moygbgds  Microsoft-ols  olgon
36MHMmd@gddo, Omymemgdoass Xbox, Bing o Cortana-l
3060G15EOO ©EsIbTomY.

dmbo3gdqdol sbseroBomm  Ggodengds Imdsgzerols
3odmm3zws, 9.§ »Machine Learning“-o 30 dmg 3990 Lodmoegdsls
9933500 935350, 2963390 396mbEBM™B0gegdols
©o960m, Tglsdgdgero 0dbgds 3OHM©vd30sbg dmmbmagbols
Hobolifoe ©oy9bo. 31939 99L5d9d9E0 096905
36MHMmOJ30sHg oMol dmgddgwo  5©sdosbgdol  MHoisbzol

390mm3Ws.  WMRM™  d9BHoE, oboe  obLGwMAgbEL  d9gdengds
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030009909%0L5 @5 Fgboderm  sbsTomeol  ASFMMIWSE 30
(65b.76)

Bsb. 76. Azure ML 3ans@Ggm®ds

Microsoft-8o 5060365396, 3 ©®93s6gmo Azure ML
3Wo@GBMMTsDg Gglodwgdgwo 0d69ds 3GMmIEgdol d9dabs,
HIWgOO3  o99b5e0BIdL OO FMEEMdOL dmbsigdgdl,
LobGgdol d9damdo  M30095b6Lfogeol  dqlodergdermdom,
53 BaMOLB0D O 5GP NH MMMl MHBO639wymaL.
599096 35803066, ,OBWOL™ 256939 dBoBBYLOL HoMTmgds
MdMomE  dgdergdgeo  bgds - ob bmd oo
5Mg6Md0m godmmM3gdl SLEIMEgdL, M3 99WIRO© 3OEIX

365¢0BL 935)300U.
50b0dbwo  3WoBBmEBs  momddol 1 gwos Go3

@IBNOM  BHgbGHoMmgdol ®970dd0s. EglBoMgdsdo 100-8g
M6560Ds300 000985 IMbsFogmdsl. gMc-gMm0 3MB39b0ss
MAX451, ®mdgeog 9330 390moyggbgdls  Azure ML-ob
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303 90L 063 gMbgE)-0505D09dd0 dllyo39d0L Fobolfs®
©539b0bmM30l, Mg Lofymdgdbg 3MHMEYJ300L dofirmmgdsls
WROM Mm3GH0doBoMgdMwl bool. Azure ML-b 0g4gbgdls sbg39
3966930-090mbol  MbogzgdlboGgdo,  OHMIgwos  sbowo
3EoGBMOI0L 3bsoG03meo bgabsfgmgdoom
999969600l BrmasgL (65b.77).

Windows Azure-bL ©Odm3560 ULgdzobo  dmoiEsgL
3693090L, MMIgd03 doe0sb d600369c0mg5600
0939039690030l s IT-3OMmBglombsgrgdolomgols:

View dataret and expenment tamgien Complete refaremce of ll modules you can Check Ut these vides hutsrisle, blogs. st
et 1o your expeniment snd werag whitepapers from oo experts
worktiow

Quick Start

Bob. 77. LG Ms30 35690

e Azure Batch - Lg®gobo, GmIgog 59m3569d0L 353930
dgbEOMgdsl  3aslGgol  3mbxgoyMMmoMmgdols o
39m396980L 25§90l 456939 bol dgliadergdganls.

e Stream Analytics — 9m3wgb6900Lbs @5  LoboMAgdIw™
dmbs390900L Mo E EMMIo 339008 dMsgzs. sl
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http://azureemails.microsoft.com/m000WC00308E5qCBQ5U0GE0

3o9Bbos  0b6GgaMs30s Event Hubs-0006, ®o3  dmgz3gdl
bodMogdsl  ©O3599dsgmm  doerombmdoom  dmgzgbos
90¢0mbo Imfjymdowmdosb Mgo® Mmdo.

Data  Factory:  9mbsggdqool  (LEH®WdGHeobgdmeo,
3M3LEGHOJGHMOO0DBYIMwo s BbZs) MlvdLYdOL JosGrm30l
bgMH30L0. FgLodegdgeos I3 393d0M©gm SQL Server-U,
Azure Database-l, Tables-Us, Blobs-l, 99a30d¢0s 893496500
@350 SQL Server-o @ 5dobasb Lodmdsm 3OHmEgLo,
6mdgedo Apache Hive-ob, Pig-ob 6 Logmoo®o C#-%bg
d9ddboero  segmMomdol  Logmdzgambg  dmbgds
dmbs399900L ©533539ds.

Elastic Scale - gubdgos, GmIgwoi 5396 EH0390L
530353008 dmboi3gdgdol  ggbol  dsLTEHOd0MmYdIL
©69dgdo. sxdbgdwos Shard-ols 36GogE035%Y.
Apache Storm Azure HDInsight-obogol- real-time events-ob
©53M053905  5309MH0Eb  9bsEo@03ol 3o BHBMOIol
d9039mdomss  dgladergdgero. HDInsight-do  dgaodgrosm
399m0ygbmo Hortonworks Data Platfrom 2.2 (qom3sgrmédo
Hadoop-0s6 HDInsight-8o dogMsgoobomgol).

WebJobs — ol gvbdiomboeos, MMIgwos  25dwg3;
Lodmogdsl  Aomdzsm  BmbMEOo  sdm3sbgdo  WebSites-
LgM3z0LoL 99939Mdo0. 39200050 5330600
6900L30gM0  SEMOOMT0 S 293500 ol BHM0RIOOL
d9L50530LO, b  gobGogom. GA-Go sbg3g @odmPbs
WebJobs SDK- 1393050060 36M90d3m6Jo WebJobs-msb
MEO0009HNJI9)d0LM30U.

Event Hubs - ULgbgobo, ®mdgol  d9339mdomss
d9L5dE9gd9gE0s dowombmdom dmzwgbols Fgamm39ds
dowombmdom  dmfymdowmdoEsb.  JoMGHozs  M™I
300g35m, pub/sub-ol 156803 930I™Mds, H™MIgos 3oboEgol
sl BHod0M9ISL Qo 0dgds dmmbmzbowgdolis
dobgz00.
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4.2. OMS 15956007530 3569¢0 5MEPOGHOLS O
MLsgOHNbmgdoLmZzoL

Microsoft Operation Management Suit (OMS) — Mol
950dOMbMRmMOL oM, MHMIJE0E 339bdoMgds  3dsMNMm
©S Q93033350 0b8MMT5305 A9bMaglgdMo  Jwsmby s
M3 LobGgdsby. OMS 2390050939GH0wgds
»2LOBOMbMYds 5 9EOGO° 335093l LMo gdsls
4m39edb®og d930Lfogermom dmbszgdndo, Mmdgwos d9gbgds
MO2560D53008  LEObFMOAs30Mm  MBsBOMbMYISL.  5dobsMZ0L
LodsM003  396gedo  Mbs  2odmoMBIL  Lbgoalibgs  Labols
068063530900, GMIWgdo 3609369wmz5605 300835600LM30U.
9mbo@BMmMmobol  LodsMmsgzo  3sbgeo  ,MLsRMMbMYds o
5M0G0 - gl 9oL Lsfyobo 3900, ML bodwoegdom
33°d3b  fizomds  g3gws  Bbggoslonsh,  OmIgdos
©5393006090os  OMS  Mlog@mbmgdobomsb.  3569wdo
9600056gds  MLIROMbMGdIOL  Bmyso  0bgmEMmTo30s
M6560Bs300L Jugerdo BsGmvyero 3033003 gMHgdoL Tglobgd.
5051 3905, gledrgdgEros 30bOMM® OYMSTJOOL Loboo
4m39womo  dmbszgdo oo 24 Losoolb, 7 @Ol b
306309 ©OMDY  ©sYHEbmdom.  Lsdsmmsg  3sbgedo
bLOHMo  Jmbo@mMobyobomgol LoFoMms Microsoft Operation
Management Suite-ob 36059580 356539@M9005b
5350530 ,,LsBROMbMYdS O 99POGO".

0v) 09396 30630  39OEObsM  IMboGHMGmobyols
3969bg o 96 od300 IMfigmdomds oG gdIemo, d5dob
dm3999w0 bYdEBHMOgdo 56 0dbgds d3LgdMwo 0bRMMIsz00m.
9mfymdowmdol ©sds@gdol 909y 06xmMIszool g3Lgdsls
39bgdo 2563390 O™ BFoMYds, 5d0GHMA o6 339790
9mbs399900 o6 0gdbgds sLobo  Bmbo@m®mobyol  3sbgwdo
(bsb. 78).
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