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The handbook was published under the project “Multi-profile Training Course for Young Journalists
in Georgia”. The activity is supported by Pontis Foundation and is part of the Transformative
Governance and Finance Facility, a UNDP project, supported by the Ministry of Finance of the Slovak
Republic. The opinions and information it contains do not necessarily reflect the policy and position
of the funding institutions.
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Presented guideline aims to promote the use of open data in media. FactCheck (www.factcheck.ge),

which is GRASS’ flagship project, actively uses open data and open sources in its scope of work. With
the guideline, based on FactCheck's experience, we provide instructions where to find open data and
how to transform it into a reader-friendly formats. Specifically, the guideline overviews ways of
obtaining and processing open data needed while working on economics and social/health care issues.
Apart from this, the above-mentioned guideline analyzes methods of checking fake news, simple tools
for creating data visualizations and principles of journalistic ethics.
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(M0 5996003500, gMogolb dm3zwgbgdol 3gMomEdo  ympowoym  obLlEGHOGHME0GmI©  obymo
3odsmmeo  Fact-Checking ULoli@gds, Gmymeog ©oglss. dobo mddom, 95806 39300 60
b356506M500 0g690Mms. ML Y3900BIM0 MBOM LETsOME0DIE SMOLT, - 50bodbsgws ol
(MdLo, 2012, 3. 7). H™Myme3 3b9o3m, 5d9M035do Fact-Checking-ols ddosg®o dmmbmgbogqds
L6 9g 21-9 Lom3mbol sLsfyolido gobbes. bidgbagwro (2015) sbg3g HoMs, ™A Fact-Checking-
ol 2559dBH0vM9ds sboero Bs)3Mbol dMLZELMOb gOHMOE MBOM IRJIOE, M0 15305600
f3oo 1sdds MBMsgzegLds Fact-Checking m®gobobsosd - FactCheck.org-0s, PolitiFact.com-3ds
@5 ,3500b633HMb 3mbiEob“ Fact Checker-ds d9o@sbgl. Lim®g 59 ,,0ds LsFgMds™ 0msdsds
3600d3b9gemgsbo Mmoo Fact-Checking-ol 25630056090500. 53 mM560Bs30900L  fizeowols
d9bobgd o30L bsdMmddo acmgogbog (2012) Lod®mMdEs. dobo mddom, obobo Fact-Checking
ddO5MdOL ,9)93M OEIMHJIO“ 505D, MMIGEMIYSD GOH-9HMTS omsbds, PolitiFact.com-do,
2009 Gganls, Hobs Farob Lodmgbogb@m 560Bg36930L FoMomMbOL godvdgdolbm3zol, 39Io@EgMOL
3690053 30 JooMM (3Mgoglo, 2012, a3. 3).

3M903LoL ;mgdom, 2004 Hersdg 96 sOLYdMdBIL 3BMBgLoMbseo Fact-Checker-g9do s obobo
05305600 M0 §ObIOLEHWE 15JI0bMOIBMID JOMSE 5390090696 3moE0lzme Fact-
Checking-U. @©gobmgzol gl IMTsMgMds 89330005, Godog ™ogolbo figerowo 2008 fierol
L5309 H0IbEM 56B936900L 25349d9d5d5 Fg0G9bs s Fact-Checking-o bbgs Lodsmegbg s09y3sbs.
Fact-Checking-ol ol@m605%g LomdOHobol 30w gdms© MbEs 35BLgbmm gomo Lsob@gmglm
dmbsBMYOs, MMIgeog 999HobL s Lbggdl (2015) 93mm3bom. oo sHBOOm, TSP



056589000Mm39 Lobom sOLYdmwo Fact-Checking-o dmem s0m{iergmewgddo Bodmyswods, 0)93o
dol §obodMmgds dgodargds 89-20 Lsy3mbol aLsfyoliols Lozdom sgGoMo gmMbosgolEgdo -
9.9. »,05360903960900 3305HOMM. 53 53¢MMHJOOL MJdom, gU FIMBICOLEHIOO ,,9MIMBOF0IWLIOHO
fact-checker-9d0“ 0439696 (Michelle A. Amazeen, Emily Thorson, Ashley Muddiman, Lucas Graves,
2015, 33. 3). 855c0ms, obobo 04zbgb 30639 gd0o, MHMIgdoE 8900035396¢3)gd0l IFoMTMgdgeo
R060M3JOOL  1BogdosbMdIL  5dBHomEs© 0331930096 s Fomo 8g35BHMMbYIdOL  gobEbogdgdl
59m{390b9b. LMGg olgmo HMObsEoliEgdol dowrolbdgzom, Mmam™Mmgdos 0939696 Lodwmgen
303306 553L0 @ 933™b Lob 3o, 89dm0MgL MYYIS30900 BMmTbIsEMGOgMs 0BEHIMHILGdOL
©OLSE9390 S BOBOHIBOL 5615356MbB0GMO 3015d3H030L S0LS339MS.

B90mm dmyzs60wo FmbsBOIOOL F0bgs35©, MBS 500b0dbML, GMd Fact-Checking-o 3506
06353060 360>Mm©JEH05 3900530, HMIOL 3M3YWHMHMDS S MZOMEST3Z30MJOOL 3OMEILO
XIO 300093 256300560930L BoBT0s. S 5063, MO Fobolbgoggdl Fact-Checking-U ¢Mowoomwo
9900leb? 30639 Mogado, gl goblibzoggds, sedsm, oligm doymdgddo wbws 39dgdmom,
Omammogss  Fact-Checking-ob  93390m6o  aodmbo@meo  doBsbo - 9900050mfdml
303030mbgdol v Loy smM 39MLMbYdOL gobiEbowgdgdols Lobmidg, BoM®MmB3IL YEIYOL
Q5 9HE0 580930 MbIEOLEH030LYE AobLb3539000 dmMErMAY 490M 330 0bBMOTo3E0s
3050 Mmb LEBMYSOMGISL.

AG®503E0E0 §9MbsEoLBH030LYSD goblibgoggdom, Fact-Checker-9do0 boygddgdo dsdob 9H 0393056,
O3S 595 M) 00 L4ZOPHYBY 3o EHO3MLOL 96 LB3s Loxstm 39MLMBOL gobiEbowgdsll 93bmd0sb.
51939, MdLO (2012) F9Os, MMI F9MHbsEolEBMO [iM9ggd0do bdoMow d080bsMgmdl 3505000 3o
0] 09 Ly30mbol 900l F0ge 2531 Jgdolimsb s3953d0MgdOM. MBLOL MJdom, 53 35Fsmdo gH»
b9l 50056 558056900, HMIgdoE d00BBI396, HMA 35600 FMBIOLEOL ITMY30II MBS
@5 LOFIOMWOIBMDS 0T5d0 FoTMObOBHYOS, T9dEgdL 01¢) 565 Ol FoLdEST0 1L3MHMO bYd0gIBH MO
593000939 9d900L BsOM30Ls0 1530L 5MH0YISL. TgLodsdoLy, BoBMYsMYGdOL 53 Boffoenls
d05hb0s, M™MI OO MdOYIEGHWIOMIOL TguoboePBmBIds HMm@bsolEds FbMmEMm© Yzgws
506396919090 bl 3MBO30s MBS SLbML s sdom FgBMOGIMYEML. 3 gbadoL sbgm
293999905l “he said, she said“ doMdsl MHMYd96, OMES LIZBOL FoBMEHBOL 3MYHMYsEHO3ZS
500EMM05H95 J0bEMdOWO. 15300bgdoL SLgmO 35899930l ML, MLlss TgEHgLbHows©
056589000M3g sboo 530930l FMHbscrobBozsdo 3b3gdom, LEBMAIOMIdL Yzgers dbstol
5Mm096GH0 dogfim©gds s JobBgs ©sdM30YOME0 M) GMIgEo dbsol 3mboEosl dooBbgygl
LobMO s oKX IMJOWSE. MBS 00g35L, MMT SgmD OML HMMbsEOLEBHYOO OE{Hows®
0683m®35300L 259EHMOL Bl SLOIEgd96. MBLOL SHMOm, A3l oML Y39 sy w939,
»30dL 60MLOL* Lermysbo sbeboge: ,6396 350v9dgdm, ™d396 §9y39EH“ (F96036s: 53 gdmbgg35d0
©MBLO 50b0db53s, MMT 56 FTg0MmS 0dob QobboW3580, M MsdEgbs IMTomdl ,,zmJbob“ gl
Lermyobo  M9oemdsdo). dgmmg IbGOg, ©MOLL dm3gsgs “he said, she said” doamdol
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Lofoboswdgam Lzmeol dgbgvIegdgdo, MHMIgEms Jobgz0ms3 F9ObsewoliGo ,LodsGomeol
05d0gd905“ (truth seeker), ®og 035l 2w9olbIMBL, GMI oL 930 Gds© UHMOI© @
00939603 gOs© SBobogl 985 M¥) 08 Jm3zgbols dmbsfowrg yzgws FbsGrol 3mBoEosl s dsm
3MOEMM0SL  536MdL, 0d3s dbMmEmE 5300 96 FJGIMORIOYMGES S (300WMIL  MO30L
365D, 499Mm3OMYdSHY IYMEBMBOm s Bb35ILBZS FBIMOL sOYMTIBEHOL IGO0
5b65¢e0Bom 930mbzgls 56 FogmMgdgls MobEMsl, vy Lo 5MHOL  LodsHmeng. MmamOE3
50360dbgm, vy 90v39MdM0g  FMObsoLE035Dg LOMIMMdM, B0339MAMGICMDS 5953
O30, ogM5d F9ObsolBGo BogBgool 9650 Bol 899gas ™30l IL3Z6L 53bMdL
LOBMYPSOMGISL. EMBLOL sHBOOm, gl F936096MwmeE FOHMIsL gogl, OMEs 333093500 (3OMOL
95¢Md5d0 5MLYdMEo dMbs3gdgdols om39MdmgdgEro sbsoBom 3mb3MYEI 133653y
903009L. ®MAMO3 99360960, F9OBsOLEOE 390 IOI0s SVFIOML CJEg356EMIOO BsJBHId0
0] IboHMYdGO0 O 9308 O33BYdL oK JMJOMDS Tgudobmb. MdLOL mJdom, sbgmo
J960650obE0 MOMIM F9gd603MM0 BEIbMAMIROLE0 30 96 sOOL, 5539 ol 0Ygbgdl ™Ms30L
3™bgdsL, Moms 303009l 1336s3Y, HMIgEroE Tgodergds 35050l Logsbog yobql (2012, a3.
3). 58 3mb39duGdo 860d3bgem3s605 ,35806BH™Mb 3mbEBHOL" 3mwoH03MMH0 MY3MMEHOMEMOL ©s
dgbggBoL, Y30 dOHMPIMHOL  LoEY3900, MMIJLSE o308 LBEASG0sdo L3ogs3o (2010)
GOGH0MYOs. dOHMOYMHOL mJdom, PolitiFact s bgs Fact-Checking m&ysbobogogdo dmero@ozol
399490590 ML LoEIMOYIL 53V909D, A6 FoMlyeEdo BMmbIBEYGMOIL 30 0E03MLYAL
dmOH0bL 560Bg3560L 953900905 Fbmerme “she said, he said” 3569600 ofmYdME 0bRMOT5305%Y
©YMHEbMdom  MbEIdMES @S 9O 3Jmbs  dgLsdg, ™dogd@BHmEmo  bgzol  gogbmdols
d9L5dgdMBS. BOMPIMHOL Jdom, 5855850 GU 309MGds TYE3XOE0s S FIMbsEOLEBH035T0
5ML9dMAL bogwbo, HMIWgdoE Md0gJGHMO SMHIOGMIOOL Mmedo 3393w0b9d056. 53 IMLsBMYdOL
30093 MBOM golsdgsMmgdws 130353V MYEIJEGHMMOL, FoMEH0b 350LgMoL Lo@YzgdoE Im3Ys3ws,
Gdgog 50bodbsgzs, O™ dgool Bmbdzos bMmEm© 06g3MEMTs300L FgacMmMm3gds 56 SMHOL S
ol MgO™ 39AHL Mbs 30XMdEIL, 500 FMmMOL SMBOGHMOL s FMBOTsOMOL MHMELSE b
SO 9dL. 350LgMHOL MJFom, IgE0oL JogH LsDBMYIMYOOLEAO LodLabwEMo bmePM sHoero
5093900L 093350 56 39olbIMOL, ol 1939 FM35¢9s, 3POEMMOL SMHIBMLEO s d93MIsdo
399Y3560 06x3mMHT>300L 009bEHOTBO30MYO50 OGHTSOMU.

Fact-Checking-ol  9539J@6O™dolL  @sbG«mos  acmgogbol  (2012) TdogH  mogol  6sdMM™Ido
933900900 Lo@GY3900, HOMIgdo FactCheck.org-ol Hgod@mML 93mm360L. dolo mgdoom,
LOFSMMNEOL d90bs LEIBIOEWO HMOBIOLE0Zs s 5T5L MG Fg0dEgds 39E0 MBI LEO
MBS 5390090 9L, 9935 bbb, 9.5. VI s0bgd0L 25TM, B0 SFOLMZ0L LH3T>MOBO O™ S
59307 5 dm3e9bol “he said, she said” doMmI00 453905 Mfg3m, 58 CEOML 30, I30Mb3zgE0 vy
3599090 251033930580 MBS, M5YoD Tob 9 0o@3ol, Lo Mol LodsGmeg. 3ol
LoomlB®ogome  FactCheck.org-oll  ©95J@mOL  306309G o Jogomomo  dm3ge3qs.
35350000 ,60v) 0O Po0ILT0“ BYFOE?, JoLOLOZOL FMBYMBIEMEMOL, dsMBIMMOL LoEHY300
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3900b3sL gbgdM., LEsE OL F353M9 9300039 B33 MDITSL 93mbMT03MO 3MeEPoE03ol
@5 96dgbBo dm3ys3s ol, MmO me (gwofsdo dmszmmdol BgEMsmemo bstyxo 7
GH®0womb ©MEsOL 8950396, 5Tob 35O gIMHs© 30, 7 dowombo LsdMBsm SEYOWO
5035695, 05MBMO0 0OMbOMI© 90b0dbs3®Y, MMI FMboMME0s MOoYL BMzOMdD 12
AG®0wombo 56 bsMIXS, MMMgd Bodwmdom s5YOEgdo 12 doeromboom Jgd;3060©JdM©s. S0
3550000l 9b5¢r0Bolsls  FactCheck.org-ol  ©goddm®o  50bodbogs, ™3  dsMDdMGOL
3963b5900L 255aM[AOS doe05b 9030350, LIEGIGdOL LEOGHOLEH0ZOL gPm3zbmwo domeml
39023960©%b9 990dwgdms. 0 sOLYdMEo dmbszgdgdo 30, 98396900696, GMI Yo MEs©
05MdMEOOL doge BobLYbdo MoEb30 MORIO 2o FoMdGOMEO 0gm. B0bgEsz5 3oLy, 5dd-0l
15939009LM 25D Ts - ,60v) 0ME3Z M50dLTs“ gl QbEbIYdS F9HTMFAGOIOL 2o6gTg ASSEMY,
boeom FactCheck.org-0s gl god@Bo 9oqng3g 990958mfds o 50bodbs, G dsGdMEOOL dogH
Bobligbgdo MoiEbzo ,mbgdeo® gowoFoMddo” ogm (atgogbo, 2012, a3. 123). s0bodbmero
3550000 300093 9Ohmbger 5B39690L Fact-Checking-ol s Bmgos@ ,0dsGool d5d09d9w0”
J296065¢00lEGH030L 36033690 MdL. GHMOO30Eo dgools s fact-checking-ol 53 goblibgogqdsls
PolitiFact-ob 390339609 356053900 LoEY39003 95ILEHMMYd9D, HMIEGOLYE 0lgg AGgo3Lo
330035HMd0: ,,...For a typical newspaper story, we lay out the acts on each side and let readers decide
how they feel. But for PolitiFact, we dig deeper, examine more sources and draw a conclusion about
what’s right” (39030, 2012, 93. 252).

AGM5030e 390sby s fact-checking-li dmGol Bgdmo gobboramo dmogs®o oblibgsggdol
395,  FMbsolBHOZol 98  0bm3zs30G  doamdsl  Lbgs  gobdolibgegzgdgo  Bodbgdos
5bH3L0SMGOL. 9H-9HMO SO, POMOL Bog@meMos. Fact-checking-do bdoMs 33930l boolbl
M39M5GH0MWMdS ghocMds O BHMOIPOEOIO sboo 530900l 9900l goblibgsggdom, Fact-
Checking m&560%530930 bozangdo BHOsx900 5606. fobolos®Bg3bm 3gMomol dogswomdy
©™dLo (2012) HgMs, O™ BHEMEOE0wo dgool 3mwo@o032)Mo dodmdbow3gwgdo MBO® 5J
3960m©OoL JoM5mMbMw, 0650 S139dEHBg 50056 BMIMLBOMGIMWbO, 3000609 356OWIEHIOOL
bH9©3990L LOMToLYMEY 330g35DY. 50 Logombbg Fads yMgozLog (2012). dobo mddom, Fact-
Checker-9d0 58594m09b, 03 35000 Lodwdsm Ls30mbolL yz9ws Bl LoMdolger 33¢0g35L
3olbdMBL. 58000  0bobo  FoMWSE  FoBLLZ3YB0D  BHMOOEOWO  sbogro  530gdOL
J966500lE OB s 96 59300 3mb3MYEHWWO 9.5. YE06900, MY 535 1) 08 Lszombol
o33 0565w 3d3m33w 3> s 3MBINIANE 39MEOJGH¥IEY Jobgws BT ELIIDL, BMYXI®
30 MBOM 9@ ©OMLSE FmoMbM3L. 53 GodEol ILHILEHYMJOIs© 4Mg03LL FactCheck.org-ob
§969mBs9be0l, d6MHY3L % 93LMBOL BOSBE 83930, HMIE0E 50b0dbsgzs, MHMa ,,0079 40bs
UHMO5© 2953900M, MM MbEs oMM (atMgogLo, 2012, ag. 147). Fact-Checking-ol gl 030L9ds
3900905 9OMA356 653000 B0mM35¢mL, Moyoh bdoMow LESEGH00L 2odmdz9ggbgdols 909y
0995 9JBHMOWNOHO  SPI  sMOL. MMI3d, Abgoglbo Joymds Bs0bi yzgws d9dmbggzsdo
3905OmMMGIMWO0S, MoEAD OMmEd 3o 03mbl LogMgdo s©BsTsgd, FogdlodoE s
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{36900 Mbs 0gm, GMI gl oMW Sbgs O 33¢93580 TY3MAS SO o3I, 5939
Mbs 009358, GMI MOl ™Mydqdo, GMIWGdOE3 90 339wEI0S @S 0LObo  LEBMYSMYGISL
4mgz9gemgzgol 506G gMglgdl.  slgom  d90mbggzgddo  Fact-Checking — mM560bs3gogdols
M39M5GH0MWMO0L 3OHMOGIs FoM G035 0FM9ds. A9M©s 5oL, gMgoglbo (2012) Lbgsslbgs
AmbOBMYOJOBg IYHbMdom 9ghs, Mmd Fact-Checking mMa560bs30gd0lL  ©sli33b9d0,
3obbo3MMOgdom 35806, v 3ME0E03MBYOOL  gobEbogdgdo FBoLEYds MMymEmE I3IMO,
b0 15300056 53MEbEgdL OLZMLOYOL. Fglodsdobo, 1bEs 503608bmm, HmA Fact-Checking
625605309008 @OWgdsdo - Mm3IgMOGHOMEMds vy bsdolbo, LHmMgo gl m3565L369e0
0356 390U.

300093 9Gmo  m30L9ds, o3  Fact-Checking-ll  GHGMo@oEomo  39o0lasd  259msmbgal,
3960079 9005. HMAMO3 503608690, Agoglio MEMYBODsE309d0L I3 glMds 3@ 03MmYdOL
2963bogdgdL  39MmOJEHJO0®  5GBoLgOL.  FoQOWOMe©, ,350063BH™Mb  3mbiEoL® Fact Checker,
OIg0E D MBE A9BEboIdIdL 306MmJ0Mmgdom ,,0x0WEM3Z7BL". M3 TGO SOSBMLEH0S
3ob3bogds, oo dg@ 30bmgomlb 0mMgdL 3MmEoE03MmBo. 8bgdM030s, Abgoglo doymds
MB39MMS  GHEIOE0ME0 8905153 gdgd0LmM30L s Yo 39MHOBHGOL Fommmb 390
30b0H3m. S0LYB0TDs305, BMI 53 39MHOJEHN0TS Fgboderms MRMO FgBHo o3w9bs IMIbEObMb
LoBMPsMgdol J0ge 3@ 03mboL Fgx3sLdsDY, 96 05350 3ME0EH03MIYdDY, MoY6 olobo
do005b 30653060 s I0IMO 056M5©Gd0 56056 Fact-Checker-ol bgendo.

36003bgemgsbos  Fact-Checking-oll 30093 9®m0  gobdolbgoggdgaro  Bodsbog.  Mmames
50360369m, GOIos 985 ™Y 08 3MoG03MboL LoEMmWgdo OEIBsToMEgds, vy 58530
35JL0ToE MO IOFINBIOMEO 96 B, sbg3g 90360dbgm, GMI MdogdEemo Fact-Checking
629600530900 LBmMgo 99 FoJ@™mMoL 259m 33009358 O OML YYPIMdIYD. 0w9d3s, 0dob
3903500069000, H®MP 553056930 T9300MmT9dL Ym3z9gemM30L 339096, Dmyogmom d9dmbggzsdo
bgds oby, Mmd Fact-Checker-gdo3 30090006 5 3003 03mlgdol 2ob3bogdgdl sGolHim®ms
530L909b.  Abgoglo  Jgdmbgzg3zgdol  LadM939b30Mm, MM  MEYRIBOBoEOSL, Bsmm  TmGol
Lodomomggarmdo dmddgo FactCheck.ge-U 899090 3meo@03s 9ggom: 930mbggeol 96 msegs
300o@03mbol dogh 33eg3s5do 993mdol 50dmBgbolisl (0mv) gl dggmds s6dgbEHId0m
@LEAMM©Y0S), g MEY60DBs30gd0 00gdgh  3oLIbolidygdMdLL, MMT  33¢9395L 1530056
Boo3o69096 o 3m@0@03mbol  49bEbogdol 39Mmod@LsE Tgbodsdobs d933w0sh. Mbos
5036036mm, MHMI GHEMooEo dgosdo dbgoglo 3Mgd@03d (393MA0L  SL0sMYds) Y39
593300069305, MMIES, 339M9EOL Mbybg Mbs 00g3sl, MM gl bs3wgds bJoMms
bgds, M5yb Fomo bmaogdmo Tgzmds Dmax IO gMMeEgdol dJoeds Mhgds. Fomb
3oblbgs3900m, Fact-Checking m&Ms60bs30900 58 db6Hog Mma3dm dg¢o 03306039008 Mmd0gdEHqd0
56056.
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Fact-Checking-l ¢650030@o sbsgno 580930l 8900Lgsb §gemol LEGowog gobslbgzsggdl. s
3mobom LsobEHgMgbms PolitiFact-ob ©odxgwdbgdeols doer 5s05MOL LoEYzgdo, MHMIXIO03
0530L bEo@G0sdo 130303L (2010) M3Ys30s. 905G MJdom, 390530 sd330MdMWO 9.4
5006900  3065d0oL  LEH®MWYJEHMOOL bo3zws, PolitiFact-ol BEGsGogdo 3065300l
dm9ob godmygbgdoo 0fjgMgds, Mo 085l odbogl, MmA y39msBHg 360d3bgermgzsbo Bod@o s
565¢0Bol 9999 399mGHboo 396M©0gE0 oLl dmerml 43b3gds. G930dW05 3mg350,
M gb dmEgwo 3093 JOmbgwr 5639690l Fact-Checking-ols dbaogbgdsl dgbogdol dog
LSOOl dgObILMIB, Y6 oL LdxEBogOHM LESEH0L LEHMXYIEHOSL Hosxaozl.

Fact-checking 30&06980l {igs®e - Gmam® 3om3903dmgdgmo sGdoE®o

3M37)HMHMOOL 5 2o3w9gbol  Im3Mmzgds  SOEMY) omo  boddge @d AL 3Mmb3MgG o
b9olidgdfymdo 306Md900 bFoMYds. 39UegMo (2014) H9MH s, MMA 539603500 QS JEPMBSIMHO
dsLdBodoms(3, fact-checking mMysboBsE0gdol 33093900l 493M39Egd0L bl 30M39w Moydo
LM E0S M0 890 HoMTMoqbl. 89330005 300g35m, MMA gb osOMESE SlYs, Y3 Es S99gMH030L
3990090 dBoBgddo Fact-Checking m®qob60Bs309d0L  gogwgbs  dbmerm@  bemEose o
39000 56 90Mm0xMAWGdS S 0L GHEMIOE0E 3905303 0393900 O30l 5EHOWL. 3Mmg03L0
(2012) Fact-Checking-ol s &6Ms@030weo d90000L ©sdm3009099egdol byob@ghglbm ggemLosl
330535DMds. dobo mgdom, Fact-Checking mM560H30900 0530530039 dgladm{jdgdgen
39635009093 LM BHMIOEOYIEO sboero 5339008 9006 00gdab, 89dwgy Sbswro
509900L  dgool LML FadGH0wwgdL [5] 89230005 B3 gds©  IGHIMO  SBsewobo
303olbdmm]  93Ugd9b @S  93056m0  LLIZBYBOM, IS LMEOIWHO  TJEOOLY,
G®5030w 390005303 33930690006. 4M9g03L0, 650560 S Moxzgwg®mo (2015) FoMbgb, H™A
2000-0560 §egdol  sbsHyolosb $39MH03ME0  GHGMOIOE0MEo 390 B MBOH™M  QOEO
mbBom 049690s Fact-Checking-l Hmam®3 30G06M930L {go®mb. 535839 50603bs3w0bgb Boosbo
@5  Mogwgmo (2015), dsmo omddom, Fact-Checker-gools 8ogbgdgdo  doerosh bdoMs
G®50030E0 39000l F0gMss 30GH0MJOMW0. 50 B5JBJd0Ib godmIobstg bsomgwos, 0
GoGmd begds Fact-Checking-o bLojeo Mx3®H™ 30039000MVI0 © 3930960560 gm@bscrolBm®o
L5gA0bMd..

35063 5 06&gmgLlo 593l dgosL Mm3s Fact-Checker-9dol 30m6309@me ©sl33690L 30&EH06M9dL?
06936053005, 0193 S 0bY3 LsDBMYIMYGOOL VbRMOI0MYOS. T3, 5 PBYdS GHO OIS -
5996500 BobMbo 5M056 M350 gl Fact-Checking m®Mas60bs30gdo Gmd dsmo (30EH0M9dS
©0MmIL? 9 65930 360336903560 30MbZss, HMIYELSEE 803949356000 35LvbsY, rd 0¥
Fact-Checking m®Mgs60bs3ool i3mbdzos 90m3900mgd9geo  sOHBIOGMMBS, 0L 599300 gdS©
©53MY30009090  Mbs 0gmb. b 0mdzsl, MHMI  $T9MH030L  T9GgHPIOIo  FEoEJOOL
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do6omso Fact-Checking m®ys60bs30900 98 dmmbmgbols 53059ma30¢9096, Gro@As6 Mo
dmodom d9x35L90900, GMIGO0E 3500 3M3MO0GJGHYIMMBST0 5@bsTsMEgd9b. sligom Fgdmbggzsdo
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NHA indicators

The global health expenditure database that WHO has
maintained for the past ten years. provides
internationally comparable numbers on national health
expenditures. WHO updates the data annually, taking,
adjusting and estimating the numbers based on publicly
available reports (national health account reports,
reports from the Ministry of Finance, Central Bank,
National Statistics Offices, public expenditure
information and reports from the World Bank, the
International Monetary Fund, etc). The estimates are
sent out to the Ministries of Health for validation prior to
publication but users are advised that country data may
still differ in terms of definitions, data collection
methods, population coverage and estimation methods
used This database is the source for the health
expenditure tables in the World Health Statistics Report
and the WHO Global Health Observatory.
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NHA tables

These are the tables/matrices of general and disease-
specific health expenditures as presented in countries’
own original national health accounts reports. The data
is presented in tabular format and by indicator. For the
indicators, the health expenditures are taken from the
tables but the denominators (macrovariables like GDP
and population) are taken from the Global NHA data
and indicators.
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In a journalistic moment like ours,
that is, rife with conspiracy theories,
one-sided political coverage, and out-
right fake news—that is, real fake news,
not the honest reporting that Donald
Trump clumsily tries to dismiss as “fake
news” —it may surprise some people to
realize that the best, most professional
mainstream media outlets are more com-
mitted than ever to telling the truth. In
recent decades, those outlets have suf-
fered attack from all sides: from the right
for allegedly harboring a liberal bias;
from the left for “he said, she said” stories
that let falsehood share the stage with
truth; and from high-minded critics of
all types for dwelling on political strategy
and image more than policy substance.
In response, these organizations have
developed and strengthened practices
to ensure correct and informative cov-
erage. Thus as the perils of superficiality
and errancy have grown, so too have the
strictures designed to safeguard accuracy.

One of the most visible of these
new practices is fact-checking—not
the kind famously performed by
sharp-penciled New Yorker staffers (“in-
ternal” fact-checking) but the kind made
famous by FactCheck.org, PolitiFact,
and the Washington Post’s Fact Checker.
Born during the presidency of George W.

Bush, these entities, along with sporadic
features in other news outlets, scrutinize
the claims of public officials to judge their
veracity. For audiences lost in today’s vast,
disorienting Medialand, these features
provide a needed compass— thoughtful,
well-reported accounts of where dubious-
sounding factoids came from, how much
truth or falsehood they contain, and
the context necessary to assess them
beyond the Pinocchio noses or rating on
the Truth-o-Meter. In Deciding What's
True: The Rise of Political Fact-Checking
in American Journalism, Lucas Graves,
an assistant professor of journalism and
mass communication at the University of
Wisconsin, provides a first-rate history
and sociology of these new watchdogs,
helping to make sense of their role in
the contemporary media ecosystem.
Well-researched, carefully argued, and
lucidly written, Deciding Whats True
does an excellent job of sorting out
the messy questions of truth and false-
hood, fact and opinion, in contemporary
politics and journalism.

As Graves notes, fact checkers are
distinct among news outlets today. On
the one hand, they emerged in large part
as a corrective or even rebuke to regular
workaday news reporting. It is long been
the case, of course, that aspirationally
objective journalists have struggled to
keep their commitment to nonpartisan-
ship from devolving into a “false balance”
that, by withholding hard verdicts about
what is true in controversial matters, ends
up confusing its audiences. (Think, e.g.,
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Senator Joe McCarthy, whose scurrilous
charges were often reported in a mislead-
ingly neutral fashion.) But in the 1990s
and early 2000s especially, according to
Graves, some mainstream journalists
began to feel that they had lost their way.
“I think that journalists got scared in the
1990s that to say something’s false was
to be biased, was take a side,” says Bill
Adair, the St. Petersburg Times reporter
who founded PolitiFact in 2007 and now
teaches at Duke University. Concerned
by this timidity, the new fact-checkers
have sought to shake off the straitjacket
of objective reporting and forthrightly
call out politicians’ falsehoods in ways
reporters normally do not.

On the other hand, fact-checkers are
a far cry from bloggers, columnists, and
opinion journalists. Although they offer
what are clearly interpretive judgments,
they eschew advocacy and partisanship.
(Right- and left-wing fact checkers like
Media Matters and Accuracy in Media,
with which Graves deals only briefly,
are an exception.) Like conventional
newspaper reporters, they do not like
to speculate beyond what their own
research and reporting has found. In
this sense, they are squarely within the
objective-news tradition. As Graves sums
it up, “Fact-checking combines tradi-
tional reporting tools and commitment
to objectivity with the annotative, critical
style first associated with bloggers” (10).

Those tempted to think that our crisis
of truth in politics began with Don-
ald Trump will be forced to question
their view of him as utterly “un-
precedented” by Gravess opening
anecdote—an account of a 2012 row
over exaggerated claims by Republi-
can presidential nominee Mitt Romney
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that Chrysler would be manufacturing
“all” its Jeeps in China. The misrepre-
sentation of President Obama’s auto
policy generated endless handwring-
ing about the brazenness of Romney’s
dishonesty and about the propriety of
journalists arbitrating the dispute—
a dispute that was, notably, soon forgot-
ten. It is also illuminating to be reminded
of precursors to today’s fact-checking
operations such as the pieces that vetted
Ronald Reagan’s notoriously error-strewn
speeches and the ad-watch features of the
1980s and 1990s that aimed to combat
the egregiously deceptive ads typified
by George Bush Sr’s 1988 campaign.
Graves, unlike many internet commen-
tators today, understands that there is
a long history here, and that journalists
have been grappling— responsibly —
with these dilemmas for decades.

The heart of Deciding Whats News
is a sociological inquiry into how the
new fact checkers do their job. Graves
conducted extensive interviews, attended
fact-checking conferences (a phrase
that plants thoughts for a Christopher
Guest comedy), and even works a stint
at PolitiFact himself, where he seeks
to follow its methods for confirming a
controversial claim by the conservative
pundit Glenn Beck. Through this immer-
sive sociological research, he gains and
skillfully conveys a subtle appreciation
of the fact checkers’ professional cul-
ture, their self-understandings, and the
kinds of impact that they do and do not
make. Notably, Graves finds their impact
greatest not among ordinary citizens
but within elite political culture, where
politicians and other journalists have
increasingly come to respect their work
and authority.
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While valuable as a close-up exam-
ination of a new and important feature
of political journalism, Deciding What's
News also expands its sights beyond this
narrow focus to ask “how we negoti-
ate public facts in a divided political
moment” (13). Although Graves gener-
ally admires the work that fact-checkers
do, he recognizes that their work is lim-
ited in its aims and capacities. Critics
sometimes reproach them for hewing
to narrow empirical questions and not
taking on bigger, values-laden questions.
At the same time, their judgments, no
matter how professionally and scrupu-
lously rendered, are also frequently
rejected by those they fault for botching
the facts, whether it be Beck on the right
or Rachel Maddow on the left. After
all, fact checkers, like other nonpartisan
mainstream journalists, do sometimes
advance judgments that reflect personal
or political biases. At other times, as
Graves puts it, they “treat as questions of
fact what are really matters of opinion
or ideology.”

As we know from decades of inter-
rogation of the concept of objectivity,
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there is no Archimedean point from
which all claims had be assessed with
perfect fairness, no permanent view from
nowhere. The number of easy fact checks
turns out to be small. Usually, checkers
have to wade into the realm of inter-
pretation in order to judge claims true
or false. “Facts can be subjective,” one
checker wryly tells Graves (144). Graves
is judicious in setting forth the limits
of fact-checking as well as its virtues,
aware of the epistemological barriers that
prevent it from being a cure-all for our
misinformation-filled political culture.
He concludes that “fact-checkers should
be understood above all as journalistic
reformers” (23,3) seeking not so much
to eradicate political lying—a futile
task—but to change how reporters and
editors operate. And they do so not
because they believe in tearing down the
edifice of professional journalism that has
arisen over the last century, but because
they wish to defend and uphold it.

David Greenberg
History and Journalism and Media
Studies, Rutgers University
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ARGUMENT AND METHODOLOGICAL EXPLANATION

“The strong do what they can and the weak suffer what they must”, the Melian dialogue
tells us, a classical case study of political realism; and states and societies from the
United States to Eastern Europe and beyond have been suffering everything in recent
(otherwise peaceful) years, from interference in elections and destabilization of
governance, to the ascent of far right forces, radicalization and extremism,
nationalism and separatism, increasing state penetration and/or capture by corrupt
political-economic networks.

Paradoxically, the perpetrators are generally not from among the strong. Whether it's
Russia, or ISIS, or political/ religious radicals and xenophobes, or the McMafia-type
business-politics nexus, they all have one thing in common: they are the marginals,
those who feel they stand to lose from the (still) Western-led global order. Hence,
they practise a revisionism set outside the rules of the international game. Much like
terrorism, they employ unlawful (or, at best, unethical) means of intimidation and (in
this case indirect) violence against state institutions and civilians alike, in the pursuit
of political aims, punching well above their weight and sending ripples through the
whole society and global system.

Though richer and stronger than the aggressors, target societies are increasingly
developing fatal vulnerabilities, which make them easy prey to the propagandist
‘insurgency’. ‘Alternative realities’ and seductive narratives, of conspiracy and ‘holy
war' against injustice by the powerful, find a receptive constituency among the
genuinely destitute and disillusioned. The current speed of global change leaves
entire social and professional categories behind and generates tremendous
polarization. Governments and politicians have been slow in making sure they
represent everyone and govern for everyone. Institutions have not adapted to the
kind of direct democracy and citizen agency which new communication technologies
allow. Education systems are preparing the youth for jobs that may not exist by the
time they graduate. The elderly and other vulnerable categories are struggling to
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adjust to a world with ever-thinner safety nets, a world they have little influence on,
though these profound changes often hit them the hardest. Traditional societies are
having trouble accepting the seemingly implacable march of liberal secularism, which
they feel is unseating the “natural”, “God-given” order of things. Individuals are
feeling powerless in their relations with the corporate or state legal, bureaucratic and
economic machineries. As the gap between citizens and their representatives in
politics and government widens, supranational institutions like the European Union
are increasingly perceived as expensive monsters meant to just further neutralize
individual will, as well as national sovereignty.

All these societal tensions and cleavages are aptly exploited by the revisionist
underdogs of the international system. Propaganda, disinformation, subversion,
malign influence have become a peacetime continuation of war by other means. In a
creeping occupation of hearts and minds, they have already made advances and
created breaches into the very substance of our democracy and liberal order, which
we have not even started to patch up. Their goals are not targeted or limited or
temporary; they are systemic and far-reaching and aim for the fundamental redesign
of our societies.

The main assumption of the present study is that if the nature of conflict and the
instruments of global competition have changed, to include a wide array of hybrid
means of peacetime interference in the well functioning of states and societies, then
so should our means of defence and of advancing our own security. Much like in the
case of conventional situations then, in order to design effective security strategies,
we first need an accurate assessment of existing risks and gaps. The authors have
therefore undertaken to provide an overview of our own preparedness in terms of
understanding the challenges, of the institutional setup and mechanisms, of
horizontal cooperation among all actors involved, resources and investment,
objectives and instruments, etc.

We also believe that if entities with an interest to influence elections are using voter
profiling to manipulate individual behaviour, exploiting every window of opportunity
as an access point - then so do governments and interest groups, who will profile
states and societies and target their weaknesses to determine their domestic and
international agenda.

To our knowledge, this is the first study of its kind, which takes a ‘demand’-side
approach, choosing to focus on the permeability of different states and societies to
propaganda and subversion, on those vulnerabilities that ‘invite’ aggression, rather
than on the activity of the propagandists themselves (the ‘supply’-side). We have
done so because we believe that, just like prevention is better than cure (and also
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more efficient and cheaper), resilience is preferable to response and provides us with
a more realistic chance of success.

As regards disinformation, even just the experience of traditional media (but even
more so of social media, where readers’ attention span is more limited) teaches us
that the damage is done once the false stories are circulated. Debunking them will
likely only correct misperceptions among a fraction of the initial audience, interested
in following the story through. By way of extrapolation, ‘alternative’ realities, once
created, are very hard to deconstruct. The situation is even more serious in the case
of subversion, where realities actually created on the ground (clientelistic networks,
state capture, political corruption etc.) become very hard to uproot.

While some remarkable writings (some of which are hereby reviewed and have served as
the methodological basis of the present study) have highlighted the impact of Russian
propaganda on Central or Western Europe and on Ukraine (which has experienced
the whole range of Moscow’s hostile tactics), this is also the first foray into the region
where Russia’s soft power has been used for the longest - and uninterrupted -
period of time, with objectives ranging from the more modest (preventing full
integration with the West) to the most ambitious (reversing the independence of
countries in the region and returning them to Moscow's sphere of influence).

We have deliberately chosen to compare countries in the same geographic
neighbourhood (Eastern Europe and the Black Sea), but with widely different internal
and external circumstances: EU/NATO members and non-EU/non-NATO members;
countries which share a border with Russia and countries which do not; countries
with a Russian minority and/ or a frozen conflict (separatist regions) on their territory
and countries without either or both of the above; countries which have traditionally
had good relations with Russia and countries with longstanding enmity against
Moscow, etc.

The resulting picture of similarities and differences is very revealing for the basic
ingredients of propaganda and subversion strategies and how they adapt to the
specific target. The value of such comparative analysis thus goes way beyond the
Black Sea region. A seminar organized in Bucharest (report attached at the end of the
present publication - Annex 1) halfway through our yearlong research, with senior
level experts from across the transatlantic space, to discuss the preliminary findings,
testifies to the practical advantages of this approach. The exchange of lessons learnt
and good practices has generated a more complete mind-map of the context-
sensitive aspects of propaganda. Once the debate is grounded in the reality of
different situations and experiences, planning for resilience and response can take
account of all the complex factors that compound success or failure, while we try to
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provide answers to the fundamental questions: whose role is it and to what extent to
design and implement solutions? Is it for governments to do it, for society or both?
How can the state effectively intervene without being suspected of censorship, in the
context of the current mistrust between citizens and government/ political class?
What is the right balance between stepping up positive measures (media literacy
education, information, awareness etc.) and restrictive ones (banning propaganda
channels, designing new legal clauses to regulate internet and dissemination of
information etc.)? How can hierarchical institutions and conventional doctrines adapt
to horizontal, hybrid, non-kinetic threats? And these are just a few (more in the final
seminar report, in Annex 1).

The other novelty in the current study is the fact that it is not a strictly academic
endeavour, but provides a practical instrument for decision-makers to (re)think their
counter-propaganda and counter-subversion strategies. To this end, it brings
together, on the one hand, a strong analytical method, the quality and depth of
expertise sourced directly from the countries under analysis, and on the other hand,
the operational value of quantitative data processing. The Propaganda Permeability
Index is an original instrument that allows for country-by-country evaluation and
monitoring throughout time, as well as impact assessment of the policies designed to
improve the situation.

The present study understandably focuses on Russia, given the prominence of
Kremlin-directed information war in the region (and what it can teach us about its
declinations elsewhere in the world), but also because Russia has ideologized and
operationalized this approach to a remarkable degree of efficiency and refinement
and has explicitly incorporated it into its military doctrine. As the brief section on
Russian Political Warfare points out, the Kremlin was first to profess that the rules of
war have changed, the frontiers between war and peace and between civil and
military are now blurred. This new security concept, proposed by the so-called
Gerasimov doctrine, puts the protest potential of the population at its very core, aiming
to weaponize gaps between societies and their leaders to further cast them apart,
generate unstable and ungovernable spaces, where Moscow would find it much
easier to subsequently interfere and advance its own interests. Interference in the
stability and well functioning of a state and society is not limited to the so-called
information war though, but includes a wide spectrum of non-military instruments,
amply utilized by the Kremlin: clientelism, proliferation of rent-seeking networks to
the point of state capture, economic leverage (from oil and gas dependency and
covert ownership through local oligarchs, to pressure on the target countries’
diaspora in Russia), using client EU/ NATO members to sabotage developments
within these organizations etc.



Russian propaganda and malign influence use internal (structural) vulnerabilities and
seek to amplify existing fractures to reach a tipping point. The ultimate goals are,
firstly, to prevent governments and societies from making policy choices that help
them become increasingly autonomous, efficient, successful and integrated with a
West that the Kremlin sees as actively pursuing regime change in Russia (according
to Dimitar Bechev's chapter on Bulgaria). In the long run (because Russia is playing
the long gamel), the aim is to reverse the course of such developments, drawing
them as close as possible into Moscow’s sphere of influence and control, and to
shape their identities to converge with the Russian worldview and posture, thus
turning them into long-time partners/ proxies/ satellites or even ‘army of zombies'.

Russia’s essentially disruptive agenda may be somewhat difficult to detect, because it
does not propose an alternative construction, a competing view, but rather limits
itself to thwarting the plans and objectives of those that it perceives as its opponents.
One of the major takeaways of this research is that the absence of immediately
visible consequences of its adversarial activity makes it harder to identify the
manipulative agenda behind and might well conceal the fact that Russia is,
nevertheless, relentlessly pushing its agenda all this while, ‘under the radar, in
inconspicuous ways.

This is not something that Russia alone practises. As the title of the present
publication points out, propaganda is made to measure and works with the client's
material. The same weaknesses can be exploited by any present or future enemy,
from within or from without. We have therefore tried to look beyond the obvious,
since giving attention to Russia alone would be to fall into the same trap of
inadvertent focus, which has blindsided us in the first place and allowed Moscow to
attain the current scope and level of effectiveness. The Black Sea region, like many
others, has already experienced variable levels of attempted influence from external
actors, like China or Turkey, or from internal ultraconservative, illiberal, far-right,
nationalist or religious fundamentalist groups. Governments seek to promote their
interests and challenge Western dominance. Non-state actors practise a societal
revisionism that challenges the fundamentals of the social contract and the (liberal)
social order; their agendas often align with that of the Kremlin. At times there is
direct or indirect cooperation; in other cases there is just significant overlap in
interests and intentions. As is the case with other asymmetric threats, like terrorism
or cyber war, the more successful propaganda and manipulation turn out to be as
tools to attain these goals, the more tempting it will be for others to employ the
same tried and tested recipes and further refine them. Consequently, our research
focuses on the prevention side, on making stakeholders more aware and better
prepared to withstand such aggression in the future, by providing early warning and



preparedness assessment mechanisms. We do believe this is a mission for states as
well as citizens and that only a whole-of-society approach and permanent vigilance
can raise our defences in front of an ever-evolving threat.

We need to be aware that two major global trends are creating auspicious conditions
for these comfortably disruptive agendas, which focus on contestation alone, with no
intention to take responsibility for managing the consequences or proposing a
genuine alternative. The first trend is the accelerated diversification and spread of
communication technologies, which allows easy access to the hearts and minds of
the people and also divides them according to their level of opportunity to take
advantage of this progress. The second is the accompanying growing access of more
and more citizens to making their voices heard, advancing political claims, and
holding their leaders accountable. This political agency of the masses does not find a
channel in traditional institutions, which have not reformed to an adequate extent.

The increasing use of alternative, informal channels, as well as the confidence gap
thus generated between citizens and institutions offers ample space for propaganda
and destabilization, casting doubt over representative democracy itself. How we will
manage this conflict is as much a function of social communication and revisiting our
institutional setup, as of pushing back the enemy. Our societies will never be
inexpugnable fortresses. The essence of democratic order is that it remains open for
questioning and permanently perfectible through negotiation among participants in
the social contract. To think that we can reduce our permeability by placing more and
more restrictions on civil freedoms would only play into the hands of our foes. We
can never become invulnerable. We do not imagine that all of these vulnerabilities
that we have identified can and will be entirely fixed. Many of the solutions involve
long-term strategies, with results at the end of long processes, while the problem is
with us here and now. Hence, like in any war, we also need to go after the enemy
while we strengthen our own resistance and ‘immunity’; only such a mix of solutions
will do the job. This is why we propose a complementarity of approaches, where
targeted intervention centred on the aggressor to limit its ability to do damage works
alongside structural measures meant to empower society to handle the challenges
posed by evolving global circumstances.



Methodology

With the above perspective in mind and given the comparatively abundant literature
on Russian information war, the current study chooses not to focus on what others
do to challenge us, but on what we do not do enough to resist subversion,
destabilization and malign influence of all sorts. We try to map out the weaknesses
and identify the possible inroads into our ‘defence’ systems, a research effort leading
up to targeted policy solutions to boost our immunity. We undertake a critical
examination of the individual threats in the four countries under analysis; the level of
awareness and understanding of these threats on the part of political elites,
government and other stakeholders (civil society, the general public, private sector
etc.); the capabilities for counteraction and the institutional framework in place; and
ultimately, of action taken so far with regard to preparedness and response
measures, with a view to prospect the needs and perspectives for the future and
anticipate possible scenarios (systemic consolidation and defence preparedness).

Our goal is to offer policy-makers and interested stakeholders an innovative,
practical instrument, which can be easily replicated and used proactively to build
resilience into social, economic, political and security systems - as opposed to the
generally reactive approach of doing damage limitation when the aggression has
already happened. Although we have reviewed tactics of ‘attack’ and case studies of
propaganda penetration, our primary objective has been to identify auspicious
conditions that can be used by hostile actors to create a “manufactured reality”.

In terms of methodology and structure, the editors have chosen to combine
qualitative and quantitative analysis, to achieve as high a degree of accuracy and
granularity of research as possible, especially as they were on uncharted territory.

For the qualitative part, GlobalFocus Center has worked with an original
methodological framework based on intelligence analysis and structured along four
major fields which constitute ‘combat grounds’ for malign influence and
disinformation: society - economy - politics and foreign policy/ security. To probe
each of them, in every one of the four countries under examination, we have
assembled a multidisciplinary and multinational team of sociologists, statisticians,
intelligence and security experts, journalists, economists, diplomats, political
scientists, government experts and think-tank analysts. Each of the four major fields
of study was broken up into component parts (subtopics) and analyzed across the
key dimensions of information war and malign influence: context; auspicious
conditions; messages; vectors; channels; conclusions and recommendations.



The substantive research for each country was carried out by the local partner
organizations, which have provided the necessary resources of expertise, so that
each of the fields of study would be covered by acknowledged specialists. In the case
of Bulgaria, we have chosen to rely on the vast knowledge and experience of Dimitar
Bechev, one of the foremost and internationally recognized authorities on Bulgaria
and the Balkans, author of a recent book on Russia’s influence in the region. The
expertise of local partners was complemented by consultations with country experts,
integrated and refined by the core team.

The quantitative analysis framework developed in-house brings a fully original
dimension to the study of propaganda, disinformation and subversion: it proposes a
theory that permeability to these non-kinetic threats can be measured and
compared across different countries, using data collected through national expert
surveys; it also offers a pertinent and practical instrument (the Propaganda
Permeability Index) to do so, in order to subsequently develop tailored resilience and
response. While impact has traditionally been easier to observe, assess and assign a
numerical value, potentialities and risks (especially in these fields) have generally
been thought harder to operationalize, since the analysis would have been
prospective and to some extent speculative. The novelty also lies in the fact that the
countries in question had never been submitted to scrutiny before with a view to
identify their vulnerabilities vis-a-vis information war and malign influence, much less
compared along these lines.

A solid methodological approach can capitalize on reliance on new data and an
original algorithm, while ensuring rigour and consistency. The team has used expert
surveys, polling professionals with good knowledge of their respective fields in each
of the countries studied (there were separate sets of respondents for each of the
four fields of study in each of the four countries), to source perceptions of the local
realities from those individuals who are most equipped to express an informed
opinion. The lists of respondents were drawn up by local partners, taking every
precaution to ensure a representative sample, balanced representation of every side
of the political spectrum, every relevant professional field, ideological background
etc., to ensure diversity of views and to even out personal subjectivities.

Expert surveys were preferred because they reflect perceptions - and perceptions
are instrumental in determining propaganda strategies. At the same time though, the
research team was not interested in polling public opinion, but stakeholders, which is
why respondents were selected among the expert community. The similar
professional profile and level of expertise of the respondents across the four
countries provides for a remarkable degree of internal survey cohesion, while the



option for a numerical, modified Likert scale (to assign a numerical value to each
answer) ensures the generalizing character across the whole questionnaire.

Both the qualitative and quantitative frameworks were extensively tested with local
partners and experts in the target countries, successively refined and reviewed.
Experts were guaranteed anonymity, to diffuse possible reluctance on their side to
answer the more sensitive questions. The response rate was satisfactory and more
than sufficient for processing relevant results. The end product is a tool which has
the potential to prompt more focused policy orientation from state institutions and
other stakeholders, as it clearly pinpoints and quantifies the areas of concern,
indicates the level of risk and urgency and is user-friendly and visual, easily
understood by everyone.

The authors acknowledge the limitations of the present study - ranging from
personal subjectivities and biases, to the ever-perfectible character of a methodology
devised to analyze complex and wide-ranging social phenomena. Nothing would
make us happier than if other more knowledgeable experts engaged with our
research to debate it, challenge it, correct its imperfections and thus improve it. Our
main purpose is to raise alarm about the gravity of the threat, even in states that
seem the least likely victims, as well as generate substantive, solutions-oriented
debate and provide a basis for it, with the strong belief that this is precisely what is
lacking at present in our societies, both within the expert community and the public.



RUSSIAN POLITICAL WARFARE

In the aftermath of an ever more muscular programme of Russian revisionism,
Western security experts have studied the so-called “Gerasimov doctrine” as a basic
outline of the hybrid war that Russia wages against Ukraine. However, the immediate
utility of the speech should not be understood as codifying a military doctrine per se,
but more as a statement about the changing character of conflict in the current
security environment. Gerasimov's 2013 speech provides a sample of how the
Russians frame contemporary warfare, where there are no clear-cut frontiers
“between war and peace”, operations don't follow a fixed conventional template, and
the very “rules of war have changed”. At the core of his vision lies the
instrumentalization and weaponization of “the protest potential of the population” in
conjunction with non-kinetic means to inflame social and political tensions.
Gerasimov is describing a technology of disruption that has a very specific societal
component, designed to ferment alienation of Moscow's perceived adversaries
within the respective populations, particularly Russian ethnic minorities’.

None of these traits are particularly new. Many of these characteristics can be found
in the Cold War publications of Evgeny Messner, a war theorist and a former colonel
in the Russian Imperial Army, widely read by the Russian military establishment in
the 2000s°. He is a thinker who understood the centrality of popular movements in
waging “subversion war"®: “the fighters are not so much the troops themselves, but
rather public movements.” To him the battlefield that mattered most was the mind of
the people, while the main fronts were essentially behind enemy lines and contained
a political, social and economical substance. In contrast to the conventional

understanding of war, focused on physical territorial gains, the key operational lines

! Mark Galeotti, “Hybrid, ambiguous, and non-linear? How new is Russia’s new way of war?”, Small Wars & Insurgencies, 2016, 27:2, p.

288

? Armand Gosu , “Cateva adevaruri despre minciuna. Propaganda si manipulare - strategia militara a Rusiel”, Difema Veche, nr. 577, 5-
11 martie, 2015 http://dilemaveche.ro/sectiune/tema-saptamanii/articol/propaganda-si-manipulare-strategia-militara-a-rusiei
* Evgheni Messner, Razboiul Razvratirii mondiale, Editura Antet, 2015, p. 47.
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are in Messner's understanding more psychological in nature and premised on
influencing the perception of civilian populations.* The core tools to be used were
disinformation and propaganda in order to shape an auspicious psychological
atmosphere where instigators can move freely in order to harness societal
grievances, feeding popular disaffection and crippling any cohesive state action
against Russian power.’

Our present Information Age ecosystem has only created more tools for this long-
established Russian strategic tradition. By weaponizing the Internet and social media
through a multi-layered infrastructure of troll factories and bots able to project the
power of “alternative realities”, Russian soft power can effectively challenge the
“ground truth” of competing societies in order to advance highly disruptive agendas.

The implication is that Russian statecraft needs to display very granular localized
knowledge and “a profoundly cultural understanding of the conflict and of the context.
Any organic evolution in an area of interest has elements of vulnerability if you know them
very well. You will not find pro-Russian movements as such in Romania, but you will find
anti-establishment ones. The idea is to hide your influence under an existing conflict,
conceal everything under a trend that is not fabricated, but organic’®, as one expert puts
it. Any organic societal grievance in the local context can, in theory, be exploited. In
this interpretation, ethnic divisions, polarizing cleavages, corruption, and poor state
legitimacy become potential actionable vulnerabilities, ready to be inflamed by
skilled entrepreneurs of instability.

As one observer of the Russian interference in the 2016 US elections put it: "the tried
and tested way of active measures is to use an adversary’s existing weaknesses against
himself, to drive wedges into pre-existing cracks: the more polarized a society, the more

vulnerable it is".”

Domestic Channels for Russian Propaganda

Strong reactionary impulses within the political culture of many former communist
countries create wide availability and readiness of certain local ideological structures
to embrace narratives intensely promoted by Russian propaganda channels. They
exploit the grievances of certain segments of society that feel a loss of power amidst
rapid cultural and economic change. For this segment of the populace,

*Idem, p. 58.

* Ibid, p. 214.

® Anonymized expert interview, Romania, Oct 2017

’ Thomas Rid's Hearing before Select Committee On Intelligence US Sente, 30 March, 2017,
https://www.intelligence.senate.gov/sites/default/files/documents/os-trid-033017.pdf



“Europeanization” tends to be fundamentally associated with an erosion of national
sovereignty, demands from Brussels for multiculturalism and increased migration,
and a destruction of traditional social structures through cultural libertarianism,
particularly in the acceptance of homosexuality. In an age of hyperglobalization, a
national economy with domestic manufacturing giants is disappearing, while the
foreign multinational corporations are perceived as the big winners of the new order.
This mix of both economic populism and more alarmist social conservatism offers
powerful political impulses, that lend themselves to exacerbation and exploitation by
effective propaganda.

Given this political demographic, there is a widely distributed virtual “market” for
narratives that question Westernization, reject globalization, glorify a mythic past
golden age, and long for the return of exclusive ethnic mythologies. The overlap with
the values metanarrative encouraged from the East is no coincidence. It is hardly
accidental that for some years now, Russia has been trying to collaborate with
traditionalist, conservative movements in Europe, while deploying an intensive effort
to present itself as a protector of Christian values and civilization.

This is a different kind of war, one that is not waged by tanks or fire weapons, but
through ideas, one in which emotions are weaponizable: “in a way, there is a shooting
war for our minds, where the target is the set of values we embrace and the real danger is
the shift towards a set of anti-Western values, to Euro-scepticism, to a kind of aggressive
conservatism. That will only play to Russia’s interest.”

8 Armand Gosu, TV talk-show Garantat 100% (TVR1), “Este Rusia un pericol real?”, July 2017,
https://www.youtube.com/watch?v=psMZLLjFtcs



EXECUTIVE SUMMARY

ROMANIA

Romania seems at first sight an unlikely case of vulnerability to propaganda. A
historical record of Soviet invasion, territorial losses, the estrangement of the
country’'s Treasury (Tezaur), sent to Russia for safekeeping during WWI and never
returned, and the country’s remarkable autonomy from Moscow even as both
countries were part of the same communist bloc, have generated deep and
widespread social resentment toward the big neighbour to the east, which is
perceived as an existential threat. Therefore, overt pro-Russian propaganda has little
chance of success. Such effort is not even necessary though.

Society

Despite Romania’s constant ranking among the most pro-Western, pro-EU countries
in Europe for all its 800% economic growth over the past 25 years, it remains a
country of huge inequalities and social fault lines. GDP growth was in no way
matched by human development, especially in terms of healthcare, education and
access to infrastructure. Hence the rapid change and transition that it has
experienced have produced at least as many losers as winners and unprecedented
low levels of intra-societal trust, due to the huge polarization in both values and living
conditions. These cleavages can be exploited by anyone seeking to challenge the
status quo, deter the country's liberalization, EU integration and democratic
consolidation, as well as undermine the cohesion of the state and its capacity to
provide stability and prosperity.



For Russia, it is enough to turn around Romania’s pro-Western orientation, not
necessarily its specific foreign policy choices. The cultivation of anti-European, anti-
Western values finds fertile terrain in a country only recently re-socialized into EU
values and where significant categories of population feel they are worse off than
before 1989. An ever-growing group of elderly people in an aging population, whose
world as they knew it crumbled in the space of only two decades naturally idealize a
past when they were younger and healthier and which was familiar and easier to
control than the changing present. The marginalized youth project their sense of loss
of self-worth and declining prospects for the future on the perceived artisan of these
changes, the European Union; the three million-strong post-1989 diaspora has
enjoyed economic benefits at huge personal cost - broken families, abandoned
children and elderly parents, divorce. The poor and disenfranchised feel they have
incurred the costs of other’ prosperity. The large numbers of political cronies and
sub-qualified bureaucrats in a public administration that has traditionally been a
vehicle for corruption and clientelism are now threatened by EU performance
standards and by the strong domestic anticorruption drive. Romanian capitalists
cannot keep up with the competitive common market; some have turned to state
contracts in exchange for cash-backs and have subsequently been the target of
investigations and corruption charges. Christian conservatives and traditionalists
deplore the trend toward tolerance and liberal values often contrasting with strict
Christian teachings. Many of the above turn to right-wing movements, who serve as
the transmission belt for the conservative ideology favourable to the Kremlin (as in
other countries, the Romanian left is underdeveloped and as such does not satisfy
Russian interests).

The groups above are heterogeneous and do not make up one public for
propaganda, which could easily be targeted by a one-size-fits-all message. On the
downside though, they have the capacity to further disseminate said messages to a
large and diverse spectrum of audiences. Also, the agendas of all these groups are
not necessarily - in fact they are even rarely - set by the Kremlin; they rather simply
align with Russian interests in a way that creates large inroads for destabilization
efforts and only requires a ‘gentle’ nudge to do maximum damage. Conveniently for
Moscow, an unstable society which distrusts its own democratic institutions is harder
to govern and less appealing to investors and foreign partners in the EU and NATO
(which, as a bonus, can also be blamed for this dire state of facts!) and more likely to
accept authoritarian rule and practices as a ‘solution’.



The apparent conflict between obvious progress over the last decades in a number
of areas and negative perceptions should not be surprising. Even positive
transformation can sometimes produce unintended consequences. The sustained
anticorruption campaign is a case in point: while undoubtedly strengthening social
resilience against attempts to derail rule of law and good governance, it has also
exposed the whole array of problems and shortcomings which have accompanied
reforms, leading to the perception among some that capitalism and democracy
themselves are fundamentally flawed.

Perceptions are easily deformed in a society still marred by the present
consequences of the communist practice of discouraging critical thinking and feeding
instead nationalistic myths of great power/ secret conspiracies against brave national
heroes defending Romanian exceptionalism. A media in disarray, underfunded,
controlled by corrupt magnates and largely unprofessional, contributes to spreading
rumours, alternative realities and conspiracy theories (comfortable to accept as
simple explanations for an unnervingly complex reality) which make the truth hardly
discernible, and subsequently lead to questioning the very existence of truth and
objective reality. Distrust in mainstream media turns people to the vast numbers of
conspiracy websites, which write about UFOs and popular remedies for illness, but
also about Western ‘depravation’ or conspiracies against Romania.

The lack of a post-EU accession national project or clear trajectory facilitates
confusion about national interest and common ground. Against this background,
Russophobia can easily coexist with Euroscepticism and set the stage for growing
nationalism. The Centennial of Romania’s independence, celebrated in 2018, is a
potential minefield in this regard. This is even more likely as we are simultaneously
looking at four successive elections campaigns between June 2019 and December
2020 (European Parliament, presidential, local, parliamentary) and as many
opportunities for the repeated validation of populist messages, playing on existing
inter-regional disparities and historical inter-ethnic issues (as Hungary holds its own
national elections and Fidesz and Jobbik are expected to actively campaign in
Transylvania, home to a sizable Hungarian minority). Glorification of Romania’s pre-
modern Dacian ancestors will very probably continue, a reiterated statement that the
country’s identity is not Latin and not European.

Any active Russian propaganda will probably focus on going from niche to mass, it
will seek to reach the middle-aged population and the disaffected youth and will back
any initiative which meets the criterion of being simultaneously divisive and popular.
It will, of course, capitalize on any American or European faux pas or behaviour that
can be translated as deceitful to Romania. It will likely have the Romanian Orthodox
Church as an ally, the institution being currently in the midst of a popularity crisis,
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under the pressure of modernization, which justifies its increasingly energetic efforts
to galvanize and mobilize its sympathizers. The near future will probably continue to
see cooperation among conservative groups in society, the Orthodox Church and
Evangelist groups, who share an interest in building a common front against changes
in values and social practices.

The first such large-scale cooperation was materialized in the campaign by the
Coalition for Family/ CpF to amend the Constitution to introduce an explicit ban
against gay marriage. This is also, perhaps, the best illustration of how, in a most pro-
Western and Russophobic country, a movement with an apparently limited, niche
agenda can turn around public opinion in record time to generate significant anti-EU,
anti-Western backlash. The Coalition for Family, a consortium of NGOs with little
visible activity before this major civic initiative and strong Evangelist backing from
groups in America that include the Romanian diaspora, suddenly presented 3 million
signatures (apparently gathered with help from the Orthodox Church) in favour of a
constitutional amendment that would make it clear that marriage was strictly
between a man and a woman. Up until then, the topic had not been on the public or
political agenda, since the strong traditionalist character of the Romanian society was
plainly clear to all and a debate on this subject was considered premature.

The proposal - backed by almost all parliamentary parties (except one, which
deposed its founder in the course of internal settlement of this dispute) and which
will lead up to a mandatory referendum - sparked a strong counter-reaction from
liberal activists, as well as ample and heated public debate. Political and civic
organizations took on board the CpF agenda and added to it a whole anti-Western
rhetoric: the EU is killing Romania’s traditions and Orthodox faith and undermining
essential social institutions like the ‘traditional’ family. It floods us with its decadent
habits, in exchange for no real benefits: Brussels and Washington have colonized the
country and used it only as a market and source of cheap labour force, have killed
local capital and used the anti-corruption fight as a pretext to interfere in Romania’s
sovereignty in order to keep it from developing. This discourse may not be embraced
by a majority of the population, but many agree with at least parts of it; national
elections in 2016 were won by the most socially conservative political force, the
Social-Democrat Party, whose public messages very much align with the CpF
discourse.

With society the main battleground of disinformation, solutions need to focus on
increasing people’s ability to cope with this complex phenomenon: cultivating media
literacy, organizing media training courses, funding and supporting quality
journalism nationally and across the EU, promoting a culture of civilized debate (as
opposed to social media algorithms and TV talk-shows encouraging one-sidedness)
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and tolerance of difference, pro-EU campaigns and dispelling anti-EU myths are a few
solutions at hand. More structurally, poverty and wage gap reduction, an education
system which includes lifelong learning and critical thinking as fundamental
dimensions and collaboration between church authorities and the state to distance
themselves from illiberal practices and those promoting mutual distrust are
indispensable long-term remedies.

Economy

As previously mentioned, Romania is an Eastern European champion in terms of GDP
evolution. However, this growth has been extremely unevenly distributed, so that
now the country ranks first in terms of income inequality among the EU 28, with all
the associated negative social consequences. The main strength of the economy and
defence against illicit influence is its firm Western orientation and integration with
the EU market (70% of exports, 75% of imports and more than 90% of FDI). Relations
with Russia are negligible by comparison (up to 5% of imports and 2 to 3% of exports,
and less than 1% of FDI). Ever since communist times, when Nicolae Ceausescu
sought self-reliance for the country, connections with Moscow have been much
looser than those of other former members of the Comecon bloc. The main enduring
advantage is energy self-sufficiency, which leaves Romania only minimally reliant on
Russian gas. As much as this comparatively privileged position shelters the economy
from unwarranted interference, it conceals nevertheless a hidden danger: the
possibility that Russian (or other) interests could pursue less conspicuous channels
of influence, with potentially lesser impact, but also harder to identify.

One of these potential avenues is the lack of transparency, which allows for unethical
practices among investors and for corruption in political-economic relations. The
legislative process is often opaque and discretionary, at the mercy of the
parliamentary majority of the day. Public administration is highly clientelistic,
unaccountable and incompetent, and subject to political influence. This functions as
a major brake on structural development and competitiveness and reduces the
attractiveness of the business environment.

The fact that only a part of the population has shared in the benefits of the economic
leap forward which Romania has taken in the space of two decades and a half is not
unique to Romania; throughout Europe, disenfranchised communities, left behind by
globalization and the unmitigated forces of the market nowadays make up the
disillusioned masses which turn to nationalism, populism or radicalism of various
kinds. In Romania, however, the situation is both more desperate, given the sheer
level of poverty (the country ranks second within the EU) and more easily associated
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in people’s minds with the main transformational process of the past decades: EU
accession and integration, reflecting negatively on the EU as a whole. There is ample
room for propagandists to portray these shortcomings as a direct consequence of
Brussels policies, rather than domestic corruption or incompetence.

Among the business sectors that have deteriorated markedly throughout the years,
the media is a particularly worrying example. Most foreign investors have withdrawn
from the market. Quality print media has lost audiences to Internet and 24-hour
news. Currently, most media institutions are running at a loss or have declared
insolvency, serving as platforms for political influence to protect their owners’ other
business or political interests, rather than information outlets. Perhaps more
business owners and managers have done jail time already or are facing criminal
convictions than in any other economic sector. Ownership is highly concentrated and
journalists are increasingly deprofessionalized and turned into spin doctors: they are
underpaid, overworked (because cash-stripped newsrooms are understaffed) and
subject to abusive contracts depriving them of negotiating power in relation to their
employers. The public broadcaster is subject to extensive political pressure and its
audiences have dropped to 3-3.5%, leaving it to the small but multiplying
independent journalism projects to re-establish some journalistic deontology or
standards of professionalism. At this point, an attempt by the Kremlin to indirectly
buy out a media outlet (overt ownership would meet with social and government
resistance) might be successful, given the dire financial situation of the market.

Perhaps at the other end of the vulnerability spectrum are critical infrastructure (all
in Romanian hands) and energy markets. A significant oil and gas producer,
Romania’s resources are running out fast (roughly in the next 10-12 years). However,
newly discovered deposits in the Black Sea, whose production is about to start in
2018 hold the prospect of making Romania a regional exporter and contributor to
reducing other countries’' dependency on Russia - pending timely execution of the
necessary interconnections. There is also potential for shale gas extraction, but
Chevron’s attempt came to an abrupt end when resources apparently proved inferior
to expectations. The company'’s exploration also came up against unexpectedly fierce
opposition from locals in deep rural countryside. The unusual nature of these
protests awakened suspicious of Russian intervention via the Orthodox Church, but
these rumours were never substantiated.

Nevertheless, the three main oil and gas players on the market do have relations to
Moscow not to be overlooked: OMV Petrom has important business dealings with
Russia and financial difficulties because of Western sanctions; Rompetrol, owned by
the Kazakh KazMunayGas is itself susceptible to pressure; the third player is Lukoil.
All three major oil refiners run their imports via a single Russian bottleneck - the port
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of Novorossiisk, relying on an increasingly unreliable Turkey for an alternative.
Gazprom itself has a hardly noticeable presence but remains interested. The
Competition Council has named the fuel market situation as oligopolistic, but has not
taken any measures so far. Interconnections with neighbouring countries are
gradually increasing chances of reducing the Russian footprint, although Moscow has
demonstrated a capacity for thwarting and delaying actual effective cooperation
(perhaps the most high-profile instance being that of the failed Nabucco pipeline).

While direct influence is hard to gain, Russia can still act to destabilize the market in
less obvious ways. One such example is provided by the business practices of
Russian capital, which may find willing partners in local politicians and businessmen.
The most significant Russian-owned industrial enterprise, ALRO Slatina, which is also
the country's largest electricity consumer, was accused of receiving illicit preferential
contracts for electricity supply. Steel giant Mechel has bought several local
enterprises only to bring them on the brink of bankruptcy, lay off thousands, ship
strategic assets to Russia or Ukraine and de facto keep the market in lockdown for
other competitors. Whether this was part of any deliberate scheme is hard to prove
and at this point seemingly exaggerated. But this tested model could certainly be
used again, this time with a purpose- and make an impact on some of the most
destitute social categories or regions of the country.

Similarly, alleged Russian influence has been reported on several high-profile
politicians, of which some are direct decision-makers on the energy or metallurgy
market. Beyond controversial business associations or rumours, no actual impact
has been traced though. The most salient vulnerability remains that of businesses or
regions where industry is not sustainable at current market price levels. Moscow
could see an opportunity, despite the current absence of Russian finance and
banking in Romania.

The prospective agenda for potential Russian interference is opposition (in every
way) to Romania’s contribution to diversification of energy supply and routes into
Europe; preventing the alignment of interests between Romania and neighbouring
countries and turning individual countries into chokepoints for regional cooperation
(especially under Brussels or Washington leadership); encouraging a favourable or at
least opportunistic stance toward Russia. It can also use corruption and rent-seeking
networks as a channel to political influence.
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Politics

The individual and collective traits outlined in the chapter on Society have a natural
continuation in the political attitudes of the Romanian public. Decades of
disinformation, used extensively by successive regimes, have made Romanians
suspicious of positive propaganda originating from the locus of formal power. At the
same time though, suspicion of ill intent and falsehood behind any political
statement, action or movement generates high receptivity to negative propaganda,
i.e. mudslinging and conspiracy theories. This suits well the agenda of both the
Russian Federation and illiberal forces (challenging the ground truths of democracy,
liberal society and of Romania’s Euro-Atlantic orientation).

Social trust is low and/or declining on all levels: intra-societal, trust in politics and
politicians (resulting in low political participation), in the Orthodox Church (slowly
declining), in the EU (declining, though it started from unsustainably high levels to
begin with) and definitely in Russia, seen as ‘public enemy number one’ (which makes
Romanians generally immune to pro-Russian propaganda). This lack of confidence in
established institutions creates a lot of room for alternative leaders and narratives
and for informal channels of influence. At the same time, the absence of a unifying
vision within society and of a common political project on the part of the elites
undermines the quality of democracy, increases polarization and limits the ability of
any one political institution or leader to have wide representativeness.

Interested actors can exercise a destabilizing influence, further deepening existing
conflicts, whether of values, inter-generational, between social classes, or inter-
ethnic. At the same time though, these divisions make it harder to reach multiple
audiences, with different grievances, with the same propagandistic message, thus
functioning as a natural defence against any large-scale attempt to sway public
sentiment in one direction. If protest and civic activism are indeed a measure for the
availability of a social corps ready to embrace an anti-establishment leader or cause,
Romania has been the scene of multiple large-scale protests during the past few
years. However most of these have been leaderless, spontaneous, organized by
informal communities mobilizing on social media, with different interests, ideologies
and motivations. This makes them relatively ineffective in producing any massive
impact, but also hard to hijack.

While no mass mobilization around an alternative agenda seems likely, at least in the
foreseeable future, the existence of considerable social anger remains a major
concern and seems to match the general Russian agenda. For lack of a better option
in Romania (outright pro-Russian propaganda), Moscow aims to diminish the political
and moral stature of its strategic competitors and create the impression that all
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powers are Machiavellian and playing a self-interested Realpolitik game, not one
based on values and cooperation. The message is that the EU and US are only using
Romania for their own interests; Bucharest should therefore stop being loyal and do
the same - there are no ‘good guys’ in this game!

It is also in Russia's interest to foment conservative Orthodox tendencies and
encourage a fundamentalist streak in Romanian conservatism. While Moscow has
little to offer to the Romanian population, it can offer something of symbolic
significance: its value as a bulwark of traditional values against the relentless march
of ‘Western decadence’. It can also seek to consolidate unionistic feelings among the
more nationalistic audience, for whom reunification with the Republic of Moldova,
lost to the Soviets, is a historic duty. The number of staunch advocates of unification
is not necessarily high in Romania and is even smaller in Moldova; however the
unionistic discourse can bring votes from the Eastern side of the Prut and popularity
on the Western side. Moscow can then recycle it for the domestic or regional
audiences to prove that all states are in fact imperialistic, pursuing geopolitical/
territorial interests; therefore Moscow's stance is in fact a defensive one.

All in all, disaffection with the traditional institutions of representative democracy -
part of a more widespread Western trend, but made worse by a still immature
democracy - can be exploited to cast doubt on the usefulness of democracy
altogether and to promote alternative leaders, ideologies, values, agendas etc. A few
systemic vulnerabilities provide auspicious conditions for this message.

First and foremost, the problematic quality of democracy is the ‘source of all ills'.
Romania has a very recent democratic history - starting from scratch after 1990,
following decades of communist dictatorship and rather authoritarian monarchy. At
present, only a small part of society (52%) prefers democracy to any other form of
government, while almost two thirds would like to have a strong, authoritarian
leader. This reflects a rather personalized view of politics, where leaders and not
institutions are the ultimate representatives of the people. Political corruption is
persistent and significant.

Within political parties, the same features make these political organizations highly
leader-centric. The power and authority of the head of the party is unchecked by any
internal structures and they can distribute party resources at their own discretion.
Parties are cartelized, clientelistic networks, and the internal definition of success is
based on the ability to command such networks. Hence, they essentially become
actual ‘'schools of illiberalism’, an organizational culture which increases permeability
to propaganda and manipulation because it offers clear unique channels for
influence: whoever controls the leader will control the whole party and its agenda.

22



Internal practices are then replicated in the exercise of governance and political
representation.

The party funding system creates additional challenges: it is generally well regulated,
but subject to little public scrutiny, legislation is not enforced and sanctions are
almost never imposed when the rules are broken. As only parliamentary parties get
access to public funding, proportionally to the number of votes obtained, a political
oligarchy is created, and smaller parties are finding it hard to compete. At the same
time, the system determines established parties to invest in their base and
discourage wide electoral participation. They end up being unrepresentative for the
electorate at large (polls confirm a marked gap between the issues ranked as
important by the public and the agendas of political parties), and this only deepens
public apathy and the lack of confidence in representative democracy and its political
institutions, making room for illiberalism, populist and anti-establishment
movements.

Last but not least, the high social polarization and lack of a common goal, mentioned
at the beginning of this chapter, is reflected in elite factionalism and the growing
mistrust among political parties. They no longer perceive each other as competitors,
but enemies, out to annihilate each other. The governing Social-Democrats (PSD)
accuse the opposition of using the “parallel state” (i.e. security institutions, the
judiciary, civil society) to unseat them, while the opposition is accusing the PSD of
abusing their representative mandate to drive the judicial system and public
administration into complete submission. The common ground once lost, the very
essence of democracy is compromised.

A few solutions would be to reform the public funding of political parties (financing
them per vote and lowering the threshold) to stimulate them to reconnect with the
electorate and public agenda. This would improve the quality of democracy and
reduce cartelization and the risk of external influence. To further open up political
parties, the introduction of open primaries for candidate selection could foster
internal democracy and merit-based leadership. Lastly, full disclosure of donors, in
yearly reports, should be mandatory.
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Foreign policy and security

In terms of Romania'’s foreign policy and security, there are two major categories of
vulnerability that can be - and have been - successfully exploited by propaganda:
one is institutional and the other has to do with Romania’s geopolitical position in an
unstable region, at the crossroads of competing security interests and visions.

To start with the latter, Bucharest's foreign policy can be characterized as firmly Euro-
Atlanticist, with a solid tradition of cross-party consensus and wide public support
and with a strong commitment to NATO, the EU and the strategic partnership with
the United States. Russia is clearly Romania's “Other”, inspiring fear and historic
resentment, more in terms of its destabilizing regional influence than of actual
Russian aggression.

The annexation of Crimea came as a shock to a public and security establishment
which had expected NATO membership to bring a sort of ‘end of history’ and “eternal
peace”, deriving from simply being on the ‘right side of the border’. This shock
translated into paranoia and polarization, on the one hand, with suspicion of
‘treason’ and ill intent in any discourse or behaviour that apparently aligns with
Russian interests. On the other hand, the view that Russia has proved itself again to
be too big and too strong to fight has been proliferating, with the corollary that more
energy should be invested in avoiding upsetting or provoking it, and rather stepping
up efforts for a rapprochement which could win over its benevolence. In terms of
effective manipulation, this is the equivalent of an age-old strategy of intimidating
your adversary into submission by the projection of sheer overpowering might.

Romania is easy prey to Moscow's instrumentalization of the instability and climate
of fear that it has itself created on the outer borders of NATO and the EU.
Throughout time it has sought to cripple military capabilities and undermine allied
solidarity by portraying NATO and the EU as inefficient structures dominated by great
power interests, which apply double standards in their treatment of newer member
states and request from them unnecessary sacrifices (i.e. an aggressive posture
toward Russia, troops in Irag and Afghanistan, accepting migration quotas against
their will), but would be unwilling to jump to their rescue, should they be in danger
themselves. A tradition of history education which emphasizes how the country has
always stood at the intersection of invasions, empires and great power interests
makes the public prone to believing in plots against Romania and accepting
bandwagoning and acting on opportunity as the best policy. Current tensions
between the European Union and the United States also place Bucharest in a very
delicate position, since it is so dependent on both. Dwindling Euro-Atlanticism would
shatter the unifying vision of a West which has always acted as a powerful magnet
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for positive change and it would cast doubt on the whole array of gains which
Romania has made thanks to this strategic option.

Along the same lines, Russian rhetoric has managed to alter threat perception and
undermine the formation of a common one among allies. It has convinced a
significant part of the population that the Ballistic Missile Defence Shield hosted on
Romanian territory is a provocation to Moscow, thus turning a security guarantee
into a threat to Romanian national security. This narrative has also strengthened
another, which the Kremlin constantly promotes: that the US and NATO are only
using Romania as a territory for the deployment of strategic capabilities to protect
their own interests and damaging Romania’s in the process. Bucharest policy-makers
loyal to the country's allied commitments are portrayed as an unpatriotic and
subservient cligue who serve foreign interests for their own personal benefit;
therefore the general strategic orientation of the country cannot be trusted.

This is where institutional weaknesses add their own destabilizing potential to
narratives circulated by the Kremlin. The foreign policy and security complex is a
gated community, non-transparent and with offshoots under the form of think tanks
and NGOs run by former ‘apparatchiks’, who serve as multipliers of the official
institutional message. Retired officials from security institutions end up being
recycled as echo chambers for the establishment or used by specific groups of
interests (see the recent founding of a nationalistic and ultraconservative Homeland
Party of former generals). Paradoxically, this situation arises from the very success of
Romanian diplomacy in securing a pro-Western orientation for the country, with wide
public approval. This has provided little reason for debate, dissent and criticism of
the political direction.

With EU and NATO accession behind now, the lack of consensus on a clear strategic
vision, the lack of Western and/ or domestic efforts to socialize elites into the Euro-
Atlantic mindset after accession, coupled with disengagement from the larger
society, academia and the expert environment, deprive the establishment of the
much-needed and creative competition of opinions. Even political party foreign
affairs platforms on are written inside the MFA, an institution traumatized by the
frequent changes in leadership accompanied by internal purges. It also leaves the
public exposed to propaganda and prone to conspiracy theories fed by the ‘shadows’
in which foreign policy is elaborated. In turn, the views that these constituencies
come to harbour reflect back on political decision-making, inclined to populism and
easier influenced than diplomats and defence personnel, schooled within the NATO
and EU tradition. To give just one example, repeated statements throughout the
years by high-ranking officials, including former president Traian Basescu, making
reunification with the Republic of Moldova ‘the next national project, have given
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Russia an unexpected gift, playing into the hands of propaganda portraying Romania
as a revisionist regional power with ambitions in both Moldova and Ukraine. It has
also distracted the establishment from devising a functional policy toward its
neighbour.

Romania lacks at this point a healthy debate on the country’s foreign policy, as well
as the environment conducive to one. Truly independent think tanks are few and
have difficulty funding their activity in the absence of state support and with little
interest from the private sector; therefore they have little capacity to harness existing
expertise or to make an impact on policy-makers. Given the near-absence (a situation
worse than that of any other country in the region) of solid research, international
circulation of experts, participation of think-tanks in international projects, and also
of major fora for national and international debate, as well as publications to host
opinions on international affairs, the Romanian foreign affairs environment is de
facto excluded from the international exchange of ideas and the public is left at the
mercy of dubious influencers. Romania punches well below its weight. This also
triggers slowness in adapting institutional culture (hierarchical, top-down, centred
mostly on military threats) to emerging threats which combine non-kinetic elements,
target the civilian population and which require horizontal connectivity, a whole-of-
government approach, flexibility and cooperation with the larger society.

In terms of concrete measures to tackle disinformation, some steps have been taken,
which have seen the setting up of dedicated units in the MFA, MoD, Mol, as well as
heightened interest among the intelligence community and presidential
administration, but it is hard to speak of a paradigm shift. Civil society and some of
the media have been more active in this regard, though the misperception that
Romania is not at the forefront of this game still endures.
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BULGARIA

“[...] adhere to NATO and the EU common positions, avoid direct confrontation with
Moscow in the hope of winning concessions, and occasionally make dovish
statements (e.g. on the sanctions) to pander to public opinion at home where only a
minority perceives Russian expansionism as a threat”, is Dimitar Bechev's
characterization of the Bulgarian posture vis-a-vis Russia.

Historical affinities, power asymmetry and energy dependence are a few of the
objective realities creating stronger links between Sofia and Moscow than is the case
of other countries in the region. What sets Bulgaria apart though is primarily a public
opinion that does not see close ties with Russia and membership of NATO and the
European Union as being mutually exclusive, but rather complementary, even in the
wake of the Crimean annexation. Moreover, the political - business - media - civil
society nexus creates an actual demand for Russian interference, unlike in other
states.

Society

Bulgarian society sees Russia as the liberator from Ottoman rule and fascism, and
the flag-bearer of similar linguistic, cultural and religious traditions. History
education, which emphasizes moments of convergence over conflict, contributes to
brushing aside the memory of relations that have not always been harmonious (see,
for instance, the case of clashes between 1878 and 1944). During the days of the
USSR, Bulgaria was so closely integrated with the Soviet Union that it was nicknamed
its “sixteenth republic”. The continuity of the communist party renamed as the
Bulgarian Socialist Party (BSP) beyond the regime change and its dominance over
political life until 1997 bears proof to that. The country bounced back after 1989 from
its isolation from the West - more severe than in the case of Central Europe - but
emotional and ideological bonds with Russia remain.

Bulgaria has nevertheless pursued a decidedly pro-Western foreign policy, with
parties both on the centre-left and centre-right contributing to NATO and EU
accession. Perhaps surprisingly, membership of Euro-Atlantic organizations has not
hindered, but rather seems to have boosted relations with its eastern neighbour:
billion-euro projects such as the South Stream gas pipeline, the Belene nuclear
power plant and the Burgas-Alexandroupolis oil pipeline were termed “Bulgaria’s
grand slam” by then-president Georgi Parvanov. Though they proved illusory and
were eventually abandoned, they apparently delivered benefits to both sides:
Bulgarian politicians extracted high cash-backs and Russia got negotiation leverage
regarding other projects.
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Continued support for EU and NATO membership does not seem to sit at odds with a
widely popular (and Russian-backed) narrative branding Bulgaria as a failed case of
EU-driven political and economic transformation. According to the polls, there is near
consensus within society that post-communist transition has been a failure, with only
10% of respondents holding the opposite view. Pro-Russian forces and nationalists
have jumped on the wagon, with a discourse that idealizes the pre-1989 period as
one of social cohesion, economic development and prosperity (despite available data
being indicative of the contrary). This thesis has found fertile ground in the low trust
in institutions and political elites, which allows the Kremlin and its adherents ample
room for manoeuvre, driving wedges between the ‘self-interested’ politicians playing
Brussels' or Washington's game for personal benefit, and the rest of society. Just like
in the case of other countries analyzed in the present study, Russia brands itself as
the protector of its Orthodox brethren, as well as the preserver of Christian traditions
and morals, threatened by Western liberalism, secularism and tolerance, and by EU-
endorsed migration, already a problem to a country with a 12% Muslim minority -
the largest share relative to overall population among the 28 member states.

To a considerable extent therefore, Sofia’s appurtenance to a pro-Russian bloc within
the EU (which seeks accommodation with Moscow, opposes sanctions and implies
that the annexation of Crimea should be regarded as a fait accompli) is prompted by
constituencies back home, not only by the private interests of rent-seeking
individuals in power. Beyond affinities with Russia, the favourable terrain that can be
easily instrumentalized as described is made up of a mix of social discontent and
populism, which has long been the norm in the country and is not at all a new reality.
Bulgaria is still the poorest EU member, with GDP per capita at 48.1% of the EU
average, hence few amongst the population actually believe in liberal democracy and
a market economy as the recipe for prosperity and good governance. More recently,
rising nationalism and xenophobia following early exposure to the refugee crisis
have pushed far-right parties into government and created additional vulnerabilities.

With most sectors of society aligned behind the view that Russia is not necessarily a
hostile actor, the Kremlin has a wide range of channels at its disposal to propagate its
messages: state structures and political forces, but also NGOs, the Orthodox Church,
nationalist movements, members of the intelligentsia, media, private sector,
transnational criminal syndicates. Among civil society organizations, the Russofili
(Russophiles) have 220 local chapters and 35,000 members, and a leader with ties to
Russian oligarchs on the Western sanctions list, himself a businessman, media
publisher and former leading member of the BSP. At their annual meetings, they
wave flags of the Soviet Union and the self-proclaimed Donetsk and Lugansk People’s
Republics. The Bulgarian Patriarch of the Orthodox Church and most other members
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of the Holy Synod were partly educated in Moscow. The media situation has
deteriorated markedly in recent times, reaching a catastrophic state.

Though Russian-language channels are not popular, some local media outlets are
directly sponsored by Russian state or para-state institutions (i.e. Russia Beyond the
Headlines project). The propaganda, conspiracy theories and fake news stories
circulated through various news portals and information websites, which often make
it to mainstream media, including the public radio or main TV stations, are even
worse, because they reach and can convert a larger and more diverse audience. Even
more neutral outlets tend to ply themselves to the populist tastes of their audiences
and/or host hard-line pro-Kremlin commentators on a regular basis.

Among the messages they spread, there are a few ‘standard’ ones: “the US have a
destructive impact on global affairs - exporting war, radicalism, and insurgencies
against legitimate governments, leading to strife and chaos”, “the West is aiding and
abetting Nazism (as in post-Maidan Ukraine) and also gives support to jihadi militants
(as in Syria)", “the EU is suffering an existential crisis and is on the verge of collapse”,
“Russia is a force for good opposing Western hegemony and defending the
underdogs and victims of American interventionism”, “refugees and Islam threated
Europe’s core values and internal cohesion”, “post-1989 pro-Western reforms have
destroyed society and prompted economic decay”, “Russia is offering opportunities

for development through energy cooperation and access to its vast markets".

As outlined in the present study, structural differences between Bulgaria and its
neighbour Romania make the former more receptive to both anti-Western and pro-
Russian rhetoric, as opposed to the latter, where deep Russophobia makes it almost
impenetrable to explicit Moscow-friendly messages.

Economy

It may seem a paradox that business ties provide Russia with its strongest anchor to
Bulgaria’s domestic life, while at the same time Bulgarian economy is almost fully
dependent on the European Union. EU funds, FDI, remittances from the EU drive
economic growth; two-thirds of Bulgaria’s exports go to the common market; the
national currency is pegged to the euro. Yet energy dependence on Russia (75% of all
oil and gas imports) and the business - politics nexus fuelled by corruption and lack
of transparency provides ample opportunity for malign influence over internal
developments. Russia is also not negligible as a trading partner, even more so
because ownership is often hard to trace, given that it is concealed behind entities in
Cyprus, the Netherlands, Austria or offshore havens.
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Against the backdrop of perceptions of decline and disillusionment with the little
improvement in the quality of life after EU accession, Russia seeks to present itself as
the saviour, who, through major infrastructure projects such as the “grand slam”, can
return the country to the industrialization of the pre-1989 golden era, help it recover
lost markets to the east and snatch it from the grip of its Western patrons who
practise double-standards and who have ruined local industry and preyed on the
nation’s resources. Pro-Kremlin propaganda portrays sanctions as damaging to the
national economy; the termination of the Russian-sponsored projects as a hard hit to
Bulgaria and a favour to its competitors Turkey and Greece; and EU policy such as
the encouragement of renewables over ‘cheap’ nuclear energy based on Russian
technology as imposing an unjustified extra cost burden on the population, just to
enrich subservient pro-Western elites.

Studies put Russian influence over the economy at around 20% of GDP, exercised
through both state and non-state entities: government, state-controlled companies,
banks, private corporations and small investors. The propagation channels are both
formal, government to government negotiations (i.e. the two-way deal whereby
Gazprom was conditioning a discount on gas on Sofia’s endorsement of South
Stream, as revealed by a European Commission investigation, while Sofia was also
trying to leverage South Stream in a bid to obtain better price conditions from
Moscow) and informal. A vast clientelistic system of Bulgarian companies with
connections to political parties uses backroom deals with Russia to extract rent and
appropriate public resources. These networks extend their control as well over parts
of the judiciary and much of the media.

Moscow's goals are quite varied. Firstly, it protects the interests of Russian firms,
some of which have a significant stake in critical infrastructure: Bulgaria's single
nuclear power plant runs on Soviet technology; the government in Sofia owes
Rosatom 550m euro over the abandoned project of building a second one near
Belene; Russian bank VTB is a shareholder in Bulgaria's largest telecom company.
Secondly, it seeks to slow down diversification of gas supply sources and preserve a
monopoly on the market, working through vested interests and lobbies in state-
owned companies and regulators. Thirdly, it uses Bulgaria as an ally in external
energy diplomacy, to advance the same goal at EU level: Sofia had a central role in
promoting South Stream and undermining Nabucco, and now it is pushing for
TurkStream. Additionally, Moscow manipulates economic links to attain foreign
policy goals: Sofia has been opposing sanctions, albeit only rhetorically, despite the
minimal impact they have had on its trade. Ultimately, Bulgaria functions as a safe
haven for the Russian elite and other “affiliates” in the region: Deputy Prime Minister
Dmitry Kozak, the head of the Duma legal affairs committee Vladimir Pligin, who is on
the Western sanctions list, former Moscow mayor Yuri Luzhkov and apparently also
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Viktor Yanukovych and Armenian politicians are keeping assets there, with the help
of local figures.

As a matter of fact, just as the promised grand infrastructure projects have failed to
materialize, but have nevertheless enriched quite a few, other high-profile bilateral
dealings seem to have served the same purpose, while causing significant damage to
the national economy. Demand from rent-seeking networks inside Bulgaria
encourages supply from Russia. Bulgaria's fourth largest lender KTB, “a political slush
fund on a grand scale with connection to most, if not all, parties” (D. Bechev) went
bankrupt in 2014 and 5% of the country’s GDP was wiped out, but the Russian VTB
bank, which held one third of KTB shares, managed to retain stakes in KTB-controlled
strategic assets like Vivacom (the largest telecom company). Lukoil was under
government investigation on suspicions of tax avoidance, cartelization and petrol
smuggling, it was reported to operate a de facto tax-free trading zone outside the
control of the Sofia government at its Rosenets terminal, but emerged unscathed.

Politics

Perceptions of Russia within society bear on the political parties’ orientation as well.
Parties left and right of centre avoid any staunch anti-Russian positions, for fear of
alienating their constituencies or because of the balancing act they need to perform
while in power. Many within the ranks of the leadership of the successor to the
communist party, BSP, were schooled in Moscow or have Russian spouses. Even so, it
has supported EU/NATO integration and only its elderly constituents favour ever-
closer links to Russia. Current Prime Minister Boyko Borisov's centre-right GERB
started off as a continuation of the anti-communist opposition, strongly pro-NATO
and pro-EU; yet once in power, it has pursued the same ‘safe’ middle-of-the-road
strategy to avoid alienating Moscow: supporting some energy projects but not
others, calling for the end of Russian sanctions but doing little in fact to have them
removed, abiding by NATO and EU decisions, but keeping options of economic deals
with Russia open. While until 2017 GERB governed together with the staunchly anti-
Russian Reformist Bloc, currently it partners with far-right parties either - as it seems
- directly funded by the Kremlin (Ataka) or very close to Moscow. Other smaller or
opposition parties are also no strangers to Russian connections.

With no strong adversaries anywhere across the political spectrum, Russia's best
hope is to have an interlocutor in Sofia who can deliver and who will tilt the balance
as little as possible toward the West. This is only partly the case with premier Borisov,
as well as with president Radev. Hence, to secure a better chance of controlling the
government, Moscow has been using its acolytes in civil society and in radical parties
to put pressure on Sofia (for instance in the case of the Belene power plant, or to
protest Western economic sanctions).
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Overall, just as in the case of Romania, but on a far more serious scale, it is weak
democratic institutions that make Bulgaria particularly permeable to outside
interference. Clientelism is rife, vote-buying is a common practice, party financing is
non-transparent, populist and nationalistic parties are gaining ground. Rule of law
institutions do not function well (the judiciary has no track-record of prosecuting
high-level corruption cases) and independent watchdogs, like the media, are not
independent at all. As previously outlined, external influence is “as much a matter of
supply as of demand” and interested domestic players have a direct interest in
preserving democracy as dysfunctional as possible, placing Moscow in the fortunate
position of easily deriving benefits from this situation, without needing to go through
the trouble of persuading its Bulgarian interlocutors to participate in this ‘collusion’.
Oftentimes, relations run so deep that the latter are very likely not just indebted to
their Russian patrons, but also easy targets of kompromat, should the need arise to
use such means of persuasion, which the Kremlin surely keeps at hand. Russia
therefore has plenty of opportunity to set the agenda for issues as critical as the
development of the energy system or the modernization of Bulgarian military forces.

Foreign policy and security

When it comes to Sofia's foreign policy and defence, Russia scores highly on both
counts: preventing the modernization of the country's military capabilities, away
from dependence on Russian technology and increase in interoperability with NATO;
as well as using Bulgaria as a Trojan horse (as it has - somewhat unfairly - been
called) within the EU and NATO. And yet it must be retained that, while it seeks to
avoid making mutually exclusive choices between the West and Russia, the country
has always opted for the former over the latter in terms of strategic alighment when
it had to choose.

From the point of view of operational capacity, the power asymmetry, as well as the
scarcity of options are blindingly clear. While the Russian occupation of Crimea has
further increased the Kremlin's capability to deliver precision strikes against targets
anywhere on Bulgarian territory and to impose anti-access/ area denial in the Black
Sea, Sofia has very limited capabilities and as such is fully dependent on NATO
collective defence. It is also bound by the NATO line on Russia and it actively
develops bilateral cooperation with the US. However, it is only very recently that
national strategic documents clearly identify Russia as a threat. A previous attempt in
2014 met with such fierce opposition from the administration, but also from
Moscow, that it had to be redrafted without any controversial mention of Russia.
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The lack of a sense of urgency on the strategic level leads to the sluggish pace of
reform in revamping the military. The rearmament programme is blocked; the
procurement procedure for new fighter jets is back to square one after disagreement
about what to buy and from where - which foresees continued dependence on
Russian MiGs for quite some time to come. The navy largely relies on Soviet-era
vessels. A major part of the budget, which is well below the NATO target of 2%, is
spent on maintenance and repair of old equipment. On cyber defence, Sofia is only
now starting to take its first steps. Even the diplomatic service is full of graduates of
the Moscow State Institute of International Relations and possibly also of
collaborators or informants of the pre-1989 repressive security services, as the
‘clean-up’ of both diplomacy and intelligence establishment has relied solely on
voluntary disclosure, with no mandatory lustration legislation in place.

Looking at Bulgaria's foreign policy, we note the same East-West double game.
Premier Borisov's focus has been to build better ties with major EU powers Germany
and France, despite advocating for energy cooperation with Moscow and criticizing
sanctions. President Rumen Radev is a former NATO general who has won the
highest position in the state on an anti-Western platform and whose personal brand
is built on his patriotic credentials. Both therefore perform the same balancing act
whereby from the country's position as a EU and NATO member, they seek to
maximize any potential for relations with Moscow (especially economic). Geopolitical
realities, historic legacy, the Kremlin's influence over domestic affairs and sympathies
toward Russia among their constituency raise the cost of abandoning this middle
ground (a lesson from which perhaps states with similar circumstances vis-a-vis
Moscow, like aspiring EU member Serbia, might have something to learn).

Certainly though this causes trouble not just for Bulgaria, but for allied solidarity and
creates multiple possibilities for Russia to have its way, at least in the Black Sea,
bordered by NATO members who are either too weak by comparison (Romania and
Bulgaria) or in a complicated relation with the Alliance, as is Turkey's case. In the
same way, permanent pressure from an anti-sanctions bloc within the EU makes it
more difficult to preserve the unity of the Union’s position. Even failed Russian
projects like South Stream, which Prime Minister Borisov has subsequently striven to
revive in some shape or form (working together with Serbia and Hungary), in the end
grant Moscow some limited gains, namely flexibility in negotiating with other
potential transit countries. Last but not least, Bulgaria proves a useful tool for Russia
to discredit EU policies in the neighbourhood - i.e. in Macedonia, where Russia Today
launched rumours of Bulgaria and Albania together plotting to partition the country,
an accusation that has also been made about Romania with regard to Moldova and
even Ukraine, in the wake of the Euromaidan.
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GEORGIA

Georgia provides some very interesting insight into how Russian propaganda
operates, adjusts to the target and can achieve significant impact even in the most
inhospitable conditions. More than other countries in the region, Georgia seems a
very unlikely victim of deception: its relations with Moscow have been crystal clear
over the past decades - it was invaded by Russia and the two fought a war against
each other only ten years ago, which has left Tbilisi with two large chunks of national
territory outside its control and currently at risk of annexation. Georgia has seen
chances of Euro-Atlantic integration vanish under Russian pressure when it was
refused the MAP (Membership Action Plan) for NATO integration. It has known
energy sabotage from Russia, export bans and deportations of Georgian migrant
workers.

In many ways, this experience of conflict has contributed to views on Russia generally
being very clear and almost unanimously negative, both among the society and the
political establishment. Similarly to the situation in Romania, pro-Russian narratives
stand almost no chance of gaining ground. Georgia has also acknowledged the need
for resilience measures. It has dramatically reduced its energy dependence on
Russia, going from 100% to 5.4% on natural gas, for instance, within a single decade.
And yet all it seems to take for successful interference is the cladding of the pro-
Russian narrative in an anti-Western, ethno-nationalistic overcoat of traditional
values and anti-EU scaremongering, and the chances of advancing the Kremlin's
agenda increase exponentially. Still a very young democracy, whose underlying
principles and values have not yet gained a strong foothold in society, Georgian
cohesion can very easily be shattered. This, in fact, is Russia’s purpose: draw Georgia
back into its sphere of influence, of course, but also prevent it from emerging as a
model of success which could give ideas to other neighbours and even to the Russian
public.

Society

Russian goals within Georgian society are summarized by the authors as follows: the
erosion of public faith in democratic institutions; the spread of illiberal propaganda;
demonization of the West and undermining pro-EU and pro-NATO sympathies by
portraying the West as an enemy to Georgia’s identity and traditions, in opposition to
Russia, the defender of a commonality of history and spirituality; nostalgia for
Russia’s imperial aura and for Georgia's status within the Soviet Union; prevention of
the country’'s democratic development and modernization and of potential
membership of NATO and the EU. Polls indicate a remarkable level of success, given
the history of hostility between the two.
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Much of Georgian society still trusts religious institutions more than democratic ones
and has a paternalistic view of the state which stands at odds with the idea of
democracy - based on participation, accountability, public oversight, delegation of
mandates, checks and balances and limits on power etc. “People are like children and
the government should take care of them like a parent”, believe 51% of respondents
to one survey (up to 62% among some ethnic minorities). Such expectations, in stark
contrast with the current disappointing state of governance, as perceived by the
population, generates nostalgia for the past, seen as a golden era even among those
who have not lived it. While on average 42% of respondents, to another opinion poll,
believe that the dissolution of the USSR was a negative development for Georgia, the
percentage among adults aged 18 to 35, though smaller, still stands at 30%. Around
57% of those surveyed also believe that Stalin played a very/mostly positive role in
history.

With such marked disagreement about the very events that have led to the existence
of the independent Georgian state, it is no wonder that differences run deep among
races, religious, ethnic and sexual minorities. Rapid transformation of the country
has led to the exacerbation of intolerance and now radicalism is on the rise. From
social attitudes to legislative proposals, everything is formulated in terms of identity
and identity conflict: being Orthodox, having a Georgian last name or even looking
Georgian are considered features fundamental to being a true Georgian national.
Ethnic and religious identities are considered synonymical and are constructed in
opposition to the historically developed perception of Georgian identity. This comes
in a single package with branding everyone else who - subjectively - does not fulfil
these criteria as evil and ‘the enemy’. The years 2012-2013 also saw clashes between
Muslims and Christians. Though Armenian and Azerbaijani minorities have
traditionally lived peacefully side by side and with the majority, they are isolated in
every way: they often do not speak the national language, they do not mix or marry
outside of their communities and they are overall not integrated in the life of the
state and community.

The diversity of Georgian society is instrumentalized as ‘dangerous fragmentation’ by
radical nationalist groups, some of whom are openly pro-Russian, and others whose
agenda simply happens to align with the Kremlin's interests. Liberal values, tolerance
and coexistence with minorities are branded as conducive to a loss of Georgian
identity - which is shown to have been appreciated at its best during Soviet times.
The number of such radical groups is in itself not alarming; however social media
and the wide public appeal of stories capitalizing on intense emotions and fears
allow them to punch way above their weight. To give just one example, these far right
movements circulated stories in 2017 alleging rape of Georgian women by
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foreigners, perhaps following a model previously tested in Germany. Certainly, it also
does not help that credible - even official - figures are backing such movements. A
march organized in July last year to “cleanse the country of illegal immigrants”
included a former deputy minister in the current government.

In fact, the administration has been tacitly supportive of these undercurrents,
climbing on the populist wave - which also explains their proliferation, as they are
not marginalized or penalized in any way either by society or by the state, and are
endorsed by the Church, which enjoys more trust than state institutions. What is
more, legislative changes have been effected taking cues from the ultra-nationalists.
A new provision was introduced in the Constitution banning the sale of agricultural
land to foreigners, after media articles circulated, which were sounding the alarm on
“whole villages” being owned by foreigners, who would soon take the land from
under the Georgians' feet till they wouldn't own their country anymore. The law was
fast-tracked to adoption despite experts’ assessment that in reality only 0.7% of the
overall agricultural surface is owned by foreigners. Similarly, another change in the
Constitution bans gay marriage; another measure analogous to those in other
former communist countries aiming to stop the import of Western “immorality” into
traditional culture.

While the Church is often the main flag-bearer of such messages and initiatives
everywhere in Orthodox countries, in the Georgian case some clergymen are
particularly militant and actively anti-Western, anti-liberal, xenophobic and even
openly pro-Russian. They can be found among the organizers of a protest against gay
rights, in May 2017, turned violent without any legal consequences. The same Church
has openly pronounced anti-discrimination legislation adopted in 2014 as a “deadly
sin” and has called the adoption of European and American values a move away from
Christ. As in every other Orthodox country analyzed, the huge grassroots influence
and mobilization capacity of the Church renders it immune to being challenged and
politicians in particular go out of their way to maintain good relations. In Georgia,
that has led to the Prime Minister calling “secularism in Georgia, in its classical
understanding, as inappropriate”!

The Church and the government are not the only actors who use anti-Western
rhetoric. Media (especially online) does too; a multitude of outlets often (though not
always) has the same founders and the backing of the same openly pro-Russian
NGOs, who in turn are funded by Russian foundations, with money from the Russian
state budget. They frequently circulate translated fake news from the likes of RT,
Sputnik and Russia24 and rally around Eurasian integration, demonizing the EU
Association Agreement, promoting Christian and conservative values as the core of
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Eurasian civilization and amplifying the myth that the West is out to destroy Georgia's
national identity and traditions.

Nevertheless, popular support for the goal of EU membership is still extremely high,
at 77%, as well as for NATO integration (66%). The numbers are much lower among
ethnic minorities, many of whom get their information exclusively from Russian
channels, since they do not speak or understand Georgian: 53% support EU
accession and only 29% agree with the country joining NATO. Despite these
favourable attitudes to integration with Euro-Atlantic part of the population
construes Western values in opposition to Georgian ones: 28% expect respect for
Georgia’s traditions to decrease once it becomes part of the EU and 45% agree with
the statement that the European Union threatens Georgian traditions.

Just as little effort is made to integrate ethnic minorities, there is a lack of accessible
information about the EU and NATO, while the Russian market and environment are,
of course, extremely familiar. Lack of media literacy, ICT skills and knowledge of a
Western language make it difficult for individuals to fact-check and confront
narratives. On the government level, there is no visible effort to expose Russia’s
subversive activity. All of these elements reduce social resilience to disinformation
and manipulation.

Economy

Though Georgian economy has finally reached the 1990 level after taking a plunge in
the early ‘90s, poverty and unemployment still cause high levels of emigration (half of
which to Russia) and significant dependence on the Russian economy - though this
has been drastically reduced and overall we can talk of a potential for influence, but
not control. This dependence has deprived Tbilisi of 500m USD in losses generated
by Western sanctions on Russia and the drop in oil prices between 2014-2016. By
leveraging its significant share in Georgian tourism, and its influence on remittances,
trade and energy, Moscow can cause its neighbour losses amounting to cca. 9% of
GDP. If Russia decides to throw its full weight behind this goal, it could also coerce
Eurasian Economic Union member states Armenia, Belarus, Kazakhstan or
Kyrgyzstan, thus affecting export potential of up to 10% of Georgia's total.

Through its illegal occupation of a fifth of Georgia's territory, Russia also maintains a
permanent climate of instability and the looming threat of renewed large-scale
aggression, which translates into investors’ perception of Georgia as a high-risk place
for doing business. Nevertheless, Thbilisi's efforts to climb up the charts in
international rankings have not remained without results and the country currently
enjoys sustained growth.
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Russia is the top destination for Georgia's exports (with a share of 15% of the total),
but the EU as a whole absorbs 60% more than the Russian market. However, Russia
is a traditional market for agricultural products, which means that a ban on imports
from Georgia would affect first and foremost the poorest and most vulnerable
segments of society, and given the concentration of production in certain regions,
the local impact would be even harder felt. This would be nothing that Tbilisi has not
seen before: in 2006-2007, when the country was growing at a spectacular 10% per
year and was becoming more and more vocal about its Euro-Atlantic aspirations,
Russia decided to curb this enthusiasm by banning imports, cutting the gas and
electricity supply and deporting thousands of Georgian labour migrants.

When it comes to imports from Russia, Georgia’'s bigger neighbour holds more than
9% as a share of overall imports and it is its second largest trade partner. Wheat
supply is a particular vulnerability, since almost 100% of domestic consumption is
sourced from Russia. Surely Georgia could decide to diversify its suppliers, but that
could potentially lead to price increases and cause social tensions, at least in the
short run.

Tourism from Russia (in 2017, Russia ranked second in Georgia as the source of
foreign tourism) is also a potential liability, as we have seen in the recent Turkish-
Russian spat, which led to the Kremlin warning Russians against travelling to the
country and banning package holidays. The number of Russian tourists decreased by
87% in 2016.

The situation of remittances holds out an even larger potential for destabilization.
These amount to cca. 10% of GDP, of which 40% comes from Russia. Should Moscow
obstruct the transfer of money to Georgia or even deport Georgian citizens again, the
damage would be significant.

Unlike a decade or more ago, Georgia is now remarkably self-sufficient in its energy
supply. Only cca. 5% of gas comes from Russia, down from 100% in 2005. Soon it will
be able to consume 100% Azeri gas, while also collecting from Russia a transit fee for
the Trans Caucasus Gas Pipeline, which supplies Armenia. Suspicions remain only
with regard to the non-transparent negotiations carried out between the
government in Thbilisi and Gazprom, which have ended with a confidential contract
and price conditions unknown to the public. The situation is similarly favourable as
concerns electric energy - with an import share from Russia of only 3% (down from
20% in 2005). Here too, there is one glitch: most of it is imported during winter
months (10-15% of consumption), when Georgian output is insufficient. Again, if past
experience is an indication, Russia has sabotaged electricity lines and gas pipelines
before and left Georgia without electricity and gas for two weeks in 2006 - but at that
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time, dependence was much higher. Smaller skirmishes could be caused by the
borderization process and the manipulation of Russian-controlled separatist regimes
in Abkhazia and South Ossetia (Georgia’s largest hydroelectric power plant Engurhesi
is placed on the Administrative Boundary Line of Abkhazia and it is operated jointly
with the Russian Federation. In previous occasions, sectors of oil pipelines were left
outside of Thbilisi's control) - but here the damage might be shared with the
population in the occupied territories, so this strategy is less likely to be employed.

Other than trade, remittances, tourism and undermining the economy by imposing a
general climate of instability through occupation and the presence of Russian troops
(which could also degenerate into accidental or provoked escalation), Moscow has
little in the way of direct influence on the Georgian economy. Absent official data
(unavailable to the public), empirical evidence shows Russia to be only a minor
investor, with a contribution to FDI of only 3-4%. The influence it could exercise
nevertheless could be channelled through its involvement in energy, financial and
communications infrastructure, which it has consistently shown special interest in,
and where participation can provide it access to important information. Another
additional cost that Russia indirectly imposes on the Georgian budget is the cca. 50
million USD spent annually on internally displaced persons from the occupied
territories (currently around 273,000).

Objective reality aside, the view that Georgia's economic development would benefit
more from closer cooperation with Russia than with the EU is both popular and
permanently reinforced - as is the case in Bulgaria. A few EU-bashing myths are
added to the mix: that the DCFTA brings little benefit to Georgia and just imposes
extra demands; that traditional exports to Russia will be disrupted because of the
adoption of European standards and that the EU stands more to gain than Georgia
from the removal of customs duties.

Resilience-building measures include deepening the economic relationship with
Western countries, especially in the most vulnerable sectors described above, trade,
tourism and energy, thus shrinking the Russian footprint and expanding on a 500
million-strong EU market, three times and a half the Russian market of 140 million;
informing exporters of the risks of the Russian market and EEU countries;
diversifying sources for wheat imports; boosting domestic electricity production to
cover winter months needs and carrying out negotiations with Gazprom in a
transparent fashion; treating Russian investments with the utmost caution and
awareness of the political and security risks; mobilize support from international
partners to end the “creeping occupation” from Russia.

39



Politics

By regional standards and in comparison with other former Soviet countries, Georgia
is a success story in the economic, political and foreign policy realms, despite all its
shortcomings. This is bad news for Moscow, which has no interest in seeing a model
emerge among former Soviet states which can show others, both in the region and at
home, that it is possible to escape the Russian sphere of influence and stand on your
own feet, and possibly even integrate with the West. Ever since it picked itself up and
got back in the game, Russia has sought to reverse this process. Its means have
changed after the 2008 invasion of Georgia, with more emphasis placed on soft,
rather than hard power.

The domestic political environment plays a key role in determining whether Moscow
will be effective in its subversive efforts or not. And from this perspective, the
Georgian state of governance, politics and rule of law still offers plenty of cracks for
Russia to penetrate the system. After a period of controversial, but largely successful
transition, Georgia is now a country run by one single party, led by an unaccountable,
informal ruler with links to Russia and a fortune the size of the country’s annual
budget, a party whose supermajority has led to a constitutional reform rejected by all
other social and political forces and questioned by the Venice Commission, but
nonetheless implemented. Some commentators consider that Georgia “has never
been able to transcend the one-party state”. Given the recent constitutional changes,
it looks likely that it may not succeed in the future either: recommendations from
other parties and NGOs (proportional electoral system, direct election of the
president) were ignored and the Constitution was amended to give the incumbent a
clear advantage in elections; prevent the president from being an independent
counterweight to the parliament; keep the parliament too weak to perform efficient
oversight of executive functions and essentially avoid the formation of a functional
system of checks and balances.

Circumstances are aggravated by the deinstitutionalization of governance, which has
moved actual decision-making outside the framework of democratic institutions
under public and legal scrutiny and to a shady area of unaccountability and lack of
transparency. Just like in Poland or Romania, the de facto leader of the Georgian
Dream party, Bidzina Ivanishvili, stepped down from the premiership at the end of
2013, but continues to be the informal eminence behind his two successors, both his
former business associates. If we factor in his fortune (accumulated in Russia, where
he was a Gazprom shareholder), he looks set to almost single-handedly determine
the direction of the country and the fate of elections over the next many years. At
this point, the very system of informal power which he is promoting, let alone his
plausible connections with Russia, are helping further the Kremlin's agenda of
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deterring Georgia's democratic development. The same consequence arises from
political control over the judiciary and the overall lack of reform in the justice system,
as well as from the lack of real oversight by the parliament or civic bodies of the
institutions of force, some of which can be suspected of infiltration by Russian
agents.

The dire state of governance is facilitated by the weakness of political parties,
personalized structures dependent on their leadership and prone to populism in the
absence of any real ideological cohesion and ability/ willingness to serve the public
interest. From ethnic minorities, who do not have a say in political life, to the most
disenfranchised social categories, the population at large does not feel represented.
The fragmentation of the political scene generates voter apathy, but also risks
leading to disillusionment with political parties as fundamental institutions of
representative democracy. The most pessimistic scenarios in that case range from
the emergence of a third force - either nationalistic or pro-Russian (perhaps with a
deceiving populist facade), which can sway a disaffected electorate relatively easily by
proposing a ‘different way of doing things’, to the reiteration of a revolutionary
scenario. The latter is not a far-fetched idea, since the 2012 parliamentary election
was the first peaceful transfer of power through free elections in the history of
independent Georgia. Russian (or other) interests can also enter Georgian political
life via cash advances provided to the chronically underfunded parties, as donations
tend to go overwhelmingly to the party in power. The substance of democracy is also
diluted by the intense polarization and lack of bipartisanship, as is the case in other
countries - the Romanian example being discussed at large in the respective chapter.
In this case though, the threat is compounded by the very brief democratic tradition
and the fragile statehood of Georgia. The impact could be devastating.

Foreign policy and security

As outlined at the very beginning of the present chapter, Russia’s primary interest in
Georgia is to keep the country within its sphere of influence, hinder its political,
economic and security autonomy and prevent its integration with the West. The most
obvious path in this direction goes through the occupied territories of Abkhazia and
South Ossetia and the Russian military presence there, followed by borderization
(pushing the administrative demarcation line deeper into Georgian-controlled
territory) and potential annexation. In the absence of territorial integrity, with
Russian troops on the ground, frozen conflicts and the permanent prospects of
escalation, the country is much less appealing to Western investors and can be
regarded as a liability to the collective security and organizations it seeks to join.
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In turn, Georgia has concentrated its international efforts on mobilizing support for
de-occupation and non-recognition of the separatist regimes, as well as on
countering threats from Russia and advancing toward its Euro-Atlantic objectives.
The National Security Concept does not explicitly identify disinformation and malign
influence as part of these threats. In fact, Georgia still lacks a strategic document
which could present a unifying vision, integrate the role of various institutions, serve
as the basis for policy planning and provide the framework for horizontal
coordination - all needed in fighting hybrid threats. The country's cyber security
capabilities are also in their infancy, despite having suffered major attacks as early as
2008. As a matter of fact, Thilisi also lacks a comprehensive anti-annexation strategy,
even after the precedent of Crimea.

The absence of both an overarching strategic document and a genuine consultative
process with the expert community at large (something which can also be found in
other countries under analysis) leads to underperformance on the international
stage, where Georgia currently starts with a disadvantage, after the government has
toned down its commitment to NATO and the EU and seems to have warmed up to
Moscow, avoiding any move which might bother it. This has triggered a certain level
of disengagement from external partners, in a context where Russia, on its side, has
never stopped trying to leverage its own influence with Georgia’'s Western partners to
signal that it would meet any further steps toward enlargement with a strong
response. At the same time, should the Eurasian Union become a viable foreign
policy option, this would complicate things further; surprisingly, 23% of the
population in Georgia supports the EEU. As long as the EU has no regional
competitor, Tbilisi will likely stay the course, backed by widespread popular support.
Once a choice is put in front of the public though, the government will have to
defend the Western option more energetically in front of its own constituency.

The Caucasus and Black Sea region itself is volatile and violence in one country can
easily spin out of control to its neighbours. Just as Russian occupation of Georgia
poses a problem to the rest of the region through the trafficking, organized crime
and terrorism that it encourages, Georgia itself may be caught between a rock and a
hard place, if the Nagorno-Karabakh conflict is reignited, as it almost seemed
inevitable not long ago. Having not one, but at least two difficult neighbours
(relations with Turkey have never been perfectly smooth), the administration will
have to come up with answers to a number of key questions regarding Thbilisi's
position, such as if Russian troops should be allowed to pass through Georgian
territory to supply the Gyumri base, or the Turkish military to use it to aid Azerbaijan;
or if Georgia will open its airspace to Russian aircraft; or how a potential flow of
refugees would be handled etc.
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REPUBLIC OF MOLDOVA

The Republic of Moldova is perhaps the quintessence of all other cases under
analysis - one will find every vulnerability in other countries replicated here, but
amplified and aggravated. The intensive and brutal process of Russification under
Soviet rule seems to have paid off: much of Moldovan society looks like an offshoot
of the Russian one - fundamentally conservative, overwhelmingly Orthodox, with a
worldview which aligns with Moscow’'s objectives. Thus it constitutes a captive
audience to Russian-language media and its lack of a culture of dissent easily ushers
in authoritarian rulers.

Indeed part of it, the one which feels closer to Romania as the homeland, is not well
represented by this description; yet many of its members have either migrated to the
West or neighbouring Romania, or are concentrated in the capital Chisindu.

The extent of its permeability to Russian influence, as well as these cleavages, set the
very statehood of Moldova at risk, especially with a history of less than three decades
of independence and the unresolved issue of the separatist region of Transnistria
and the Gagauz Autonomy. Unlike in its sister country Romania or former Soviet
republic Georgia, but rather like in the Bulgarian case, Russia is not seen as an enemy
in the Republic of Moldova, except by a fraction of the population. The current
president Igor Dodon has won elections on a clear pro-Russian platform. With no
identification of a threat, the natural consequence is that there are also very few
measures taken to limit exposure or the potential damage.

Society

Moldovan society is heterogeneous, with Moldovans, Romanians, Ukrainians,
Gagauz, Russians, Bulgarians, Roma, Belarusians, Jews, Poles and Armenians sharing
the same territory. One other thing they share is the Russian language to enable
communication, a legacy of Soviet times, with four times more Russian speakers than
ethnic Russians. Having Russian as the lingua franca makes them more susceptible
to propaganda, delivered by the generously funded Kremlin media machine of
infotainment, for which the small, underdeveloped and cash-stripped local media
industry is no match. Worse still, this category is socialized more in the Russian
culture than the Moldovan one. This keeps them from integrating in society, but also
in the social paradigm of values and beliefs, turning them into a reactionary force
opposing Moldova's liberal, democratic transformation.
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Russian propaganda strives, like in all other cases, to present a negative image of the
EU and NATO, to foster nostalgia for the former Soviet Union and admiration for
Russian resurgence, as well as to sap at the foundation of Moldovan democracy -
and even statehood, it must be emphasized - by undermining public trust in
democratic institutions and the Moldovan state.

However, the larger goal goes beyond shaping short-term political preferences;
Russia plays the long game and follows through its objectives over decades. To this
end it seeks to mould identities (as it has done before, with the Russification of
Moldova, it is worth repeating) and slowly nudge them on to align with the deep-
seated principles and structures of Russian society. It receives support in this
endeavour from two fundamental vehicles whose mission is, among others, to
influence values, beliefs and behaviours: the media and the church. Moldova has
only recently done what others among its neighbours did long ago: banning the
rebroadcast of Russian media. It delayed action for so long for fear that the relatively
high degree of liberalism in Moldovan political life would lead to the perception of
such a move as censorship, but also because the rebroadcasting rights to some of
the most prominent channels belong to local magnates and politicians. They will not
lose that control now either, since broadcasters are free to register their media
outlets as local stations and present propaganda as local production.

The success of the media and others in projecting a favourable perception of Russia
and instilling certain beliefs and values in the public opinion is immediately visible in
the popularity of Vladimir Putin. The Russian president is not only the most popular
foreign politician, but he scores higher than any of the local figures. The associated
concepts - a strong leader, submissive legislatures, public administration and civil
society - simultaneously make their way into the popular psyche, relegating
individual rights and civic agency to a negligible place. In parallel, the Kremlin seeks
to discredit the EU and the Association Agreement signed by Moldova, by implying
that the Union is a failing project doomed to final collapse, and only a Russian-led
order can deliver according to citizens' needs. Kremlin-sponsored NGOs are an ally in
delivering and multiplying these messages: the Byzantine Club, an imperial-
conservative movement that supports Russia’s role as a spiritual alternative to the
“decadent” European civilization; the League of Russian Youth; and especially the
Izborsk Club, whose most prominent member is president Igor Dodon.

Some of the messages, which capitalize on the conservative tradition within
Moldovan intelligentsia, are: “the basic trait of the Moldovan collective identity rests
in Orthodox religion”, “Moldova is part of the contemplative Eastern civilization”, “the
permanent neutrality of Moldova is a fundamental component of the country's
foreign policy and a cornerstone of our Constitution”, “Moldova must reject its status
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as a political and economic colony of the West, in favour of political and economic
independence”, “Moldova needs a conservative intellectual and spiritual revolution”,
“Moldova needs to conclude a strategic partnership with Russia without which it will
not be able to have an independent domestic and foreign policy”.

Apart from civil society and the media, the religious homogeneity of Moldovan
society (96% of the population being Christian Orthodox) and the subordination of
the Moldovan Orthodox Church (MOC) to the Patriarch of the Russian Orthodox
Church creates the ideal environment for weaponization of religion as an additional
means of opposing a liberal turn. Just like in Georgia, where antidiscrimination
legislation was declared a sin, the MOC has organized major protests against the
anti-discrimination bill that was part of Moldova’s commitments under the EU
Association Agreement. The current president vowed to repeal even the diluted
version that was eventually adopted, but could not harness the needed majority.
Instead, he rewarded the clerics who lent him support during the campaign, among
which one hardliner distinguished himself by saying that Dodon’s competitor Maia
Sandu was unfit for the job because she was a single woman.

When it comes to social norms and constructs, Moldovan society can display
frightening levels of intolerance to the LGBTQ community in particular. This poses a
permanent problem through the potential it creates for linking - as Russia and
ultraconservatives never fail to do - modernization, EU accession and Westernization
to immorality and decadence, to discredit the process in the eyes of the population.
According to a 2014 study, 90% of respondents wouldn't accept a homosexual as
their neighbour and 70% associate homosexuality with illness and sin, while 57% call
for it to be punished. With media largely controlled by Russia or populist political
leaders, the only hope for much-needed grassroots education in the spirit of
tolerance lies with civil society.

One last aspect of the Republic of Moldova's close relation to Moscow is the large
number of labour migrants who work in Russia (half of the overall diaspora). Most of
them integrate and accept the doctrinal views propagated within Russian society,
which find fertile ground in the tradition of thought of their own upbringing. This
allows the Kremlin ample access to the hearts and minds of some of the poorest and
least equipped for critical resistance among the Moldovan populace: low-skilled
workers, from rural areas in particular. This helps explain why the annexation of
Crimea, for instance, which has modified Russia’s relations with the Western world,
has produced very little - if any - uproar in the Republic of Moldova, despite the
reality of the country’'s own separatist regime in Transnistria.
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Most of the numerous vulnerabilities which make Moldova highly permeable to
external influence, especially coming from Russia, have already been utilized by
Moscow in its so far successful attempt to deter the modernization of the country
and the progress of its relation with Euro-Atlantic structures. The existence of a
massive Russophile group within society provides the Kremlin with ‘agents’ who can
echo its agenda from within and submit the society to constant bombardment of
pro-Russian messages, while the current administration does very little to oppose
this ‘charm offensive’. This makes Moldova’s situation similar to the three other
countries under analysis, but more dramatic than any of them.

Economy

The list of soft spots in the Republic of Moldova’s economy is long: its very high
energy dependence on Russia; a sprawling informal economy and pervasive state
capture by Russian interests or local oligarchs with Russian connections; political
control over the judiciary and extreme levels of corruption, leading to the billion-
dollar bank fraud of a few years ago; a business environment affected by recurrent
political crisis and general instability; external control over large categories of
population, from small farmers (agriculture is the main source of Moldovan exports)
whose produce Moscow can ban from its market, to the large numbers of economic
migrants working in Russia and sending remittances back home.

After almost one billion dollars vanished from the country’'s banks in 2014 and was
converted by the government into public debt, the Republic of Moldova made a
surprising recovery (with help from the EU) and it is now on a positive trend. Growth,
however, is very much based on internal consumption, driven by pensions and
remittances - both presenting clear potential of illicit instrumentalization by various
groups of interests, internal or external. Pensioners are a volatile section of the
electorate, likely to be easily influenced by political authorities with decision-making
power over their daily income; migrant labourers are socialized into the mindset of
the host society (Russia is still the top destination), on the one hand, and on the other
hand, they send home remittances which are a lifeline for their families, given
Moldova's high poverty rate - unless, that is, Russian authorities decide to prevent
them from doing that or deport them altogether, as was the case with Georgian
workers (a less likely possibility though, since Moscow would rather use them as a
loyal mass of manoeuvre, in this case).

With fragile drivers of growth, a high quasi-fiscal deficit and low FDI caused by an
unreliable investment climate, the country is short on cash, finds it hard to borrow on
the internal and external markets (or is granted short maturity rates) and its public
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debt is growing. The main overall risk is that its currently underdeveloped, factor-
driven economy will not be self-sustainable or competitive any time soon, keeping it
in a state of unhealthy dependence on foreign partners. This parallels the threat to
Moldova'’s statehood encountered on the political front.

Fortunately, Chisindu’s relations with the European Union have not failed to leave a
mark: trade dependence on the EU is high and exports to the common market have
diversified (though it seems some are actually re-exports of Russian products under
sanctions, rebranded as Transnistrian to take advantage of the free trade
agreement); the Union brings in 61% of total FDI; and the value of remittances from
member states roughly equals that originating from Russia, after Western sanctions
have halved the latter. Yet political crisis and lack of will on the part of the Moldovan
authorities to genuinely implement reforms have led to the EU suspending direct
budget support to Chisinau.

Against this background of alarming public debt level, and in the absence of
structural reforms (which are wunlikely to be carried out by the current
administration), a rent-seeking public sector will continue to drain resources from
state-owned enterprises (currently making up 32% of GDP) and will potentially block
vital EU-funded infrastructure projects. Corruption surfaces in multiple forms in the
country’'s economy: investors accuse frequent abuses and harassment from
regulators and have sometimes had to appeal to the EU courts to settle disputes; the
public sector is a vast clientelistic and excessively bureaucratic network which carries
out non-transparent and non-competitive transactions; the judiciary is largely
controlled by Moldovan and Russian oligarchs (some of whom are on the Western
sanctions list) and is used as a weapon against business competitors who are not
politically aligned with these powerful influencers; public tenders are likely rigged
(see the case of the Chisindu International Airport, which has ended up in Russian
hands after a mock tendering process).

Russian influence over the economy remains significant, although the EU has acted
as a successful counterweight throughout the years. Full interdependence with the
other Soviet republics during the times of the USSR and the degree of control that
Moscow has preserved are hard to shake off in the short or medium term. The
Federation holds a significant share of FDI, either directly, or indirectly, through
offshores in the Netherlands or Cyprus, or through Moldovan investors who have
registered their companies in tax havens. Moldovan enterprises controlled by
Russian capital dominate all sectors of the economy, including critical infrastructure
and media. Russia continues to be the top destination for the Republic’'s agricultural
exports, though a previous ban has determined the country to reorient itself toward
the EU. While in the long run any repeat of such a ban would do Moldova a favour by
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prompting it to further diversify its export markets, in the short run the measure
would hit one of the poorest and most vulnerable social categories: small farmers.
The economy’s agrarian character is not negligible, with the sector accounting for
50% of export income and experiencing the fastest growth.

By far though Moscow's control is primarily exercised in the energy sector, as
Moldova is 100% dependent on Russian gas and overwhelmingly dependent on
Russian-controlled electricity distribution. The Moldovan thermal power plant is
located in the separatist region of Transnistria and under Moscow control. The
market is not open or competitive. Attempts by Romania to balance the electricity
supply are both difficult and stalled by authorities in Chisindau. To ensure
interconnection with the European systems, it will take at least five years of work and
investment to meet the technical requirements. Russia also controls the Moldovan
national gas company, so the likelihood of blockage in the extension of the lasi-
Ungheni gas pipeline - which can provide an alternative to Russian gas and
strengthen Moldova’s negotiating position - is not unlikely. Political instability on
both sides of the Prut can also negatively impact project development. Ultimately, in
fact, domestic political instability - the Republic of Moldova was without a president
for two and a half years and changed five governments in two years - is one of the
most damaging factors, leading to erosion of investor confidence and leaving it easy
prey to predatory investment by those who feel they can leverage political influence
to their benefit.

Politics

Just like in the case of other states on course for democratization or in the process of
democratic consolidation, the main determinant for Moldova’s susceptibility to
foreign interference is the extent to which it has overcome the clientelistic one-party
system of its communist past and internalized and institutionalized democratic
norms and pluralism. Currently, it doesn't seem to have secured any of these
sufficiently well.

The Republic’s post-independence trajectory has alternated periods of pluralism, but
marked by poor governance and political infighting, with times of popular revolt and
protest, with constitutional crisis and domination of the state by a single powerful
party. Russian-dominated media has aptly amplified these divisions, framing them as
part of an existential East-West competition. EU assistance has helped the country
score some important victories, but not yet transform altogether; in fact support for
EU accession has fallen from 70% in 2008 to 40% today. The most acute problem
remains that the constitutional and institutional framework of Moldova, which could
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lay out the conditions for democratic development, is still - and permanently - under
construction. Therefore the backbone of the country’s future evolution is often at the
mercy of politicians alternating to power and aiming to consolidate their grip on the
entire state system.

The analysis of Moldovan politics focuses on three different levels: systemic
(constitutional, electoral), institutional (political parties, government institutions) and
individual (politicians, voter profiles).

On the systemic level, despite its nominal character as a parliamentary system, the
Moldovan context pitches the president against the government, in an unhealthy
competition that can be destabilizing for the entire political system. The president’s
influence derives from the public mandate received through direct elections (since
2016). He or she can have wide public appeal and can raise political issues high on
the agenda - which makes the president a prime target for foreign influence.

The electoral system, on the other hand, presents its own disadvantages: the present
proportional system in one national constituency is vulnerable to external influence
under the form of illicit funding or media support. Far from solving this problem, the
envisaged changes, which replace it with a mixed system of single-member districts
in a single-round election, are introducing new ones. Such electoral systems are
usually suited for countries with a long multi-party tradition, as they lead to political
party consolidation and reduction in the number of relevant parties - hence, less
pluralism, not more. In Moldova’s case, with its slant toward concentration, this is
rather counter-productive. The main beneficiaries are large and resourceful parties,
which come to establish increasing dominance - in Moldova's case, these would be
left-wing political forces, which are well consolidated, usually around a single party,
as well as traditionally pro-Russian, whereas right-wing parties are rather
fragmented. Oligarch Vlad Plahotniuc’'s Democratic Party is in a position to also
capitalize on its vast clientelistic network and to pressure independent candidates,
thus perpetuating itself at the helm of the state.

When examining institutional vulnerabilities, what immediately catches attention is
the personalized nature of Moldovan politics - not unlike all other countries reviewed
in the present study. Political parties are leader-centred organizations, with little
internal democracy and poorly institutionalized, hence easy to influence with
minimal ‘investment’ and high returns. Concentration of decision-making power in
the hands of very few high-level party officials leads to low representativeness. Their
inability to truly articulate public interests discredits the democratic principle of
political parties as the proper vehicles for representing the public agenda. Parties are
also not connected by a common ideology, but rather by a clientelistic network and
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common personal interests to be fulfilled through the exercise of political power.
This makes them prone to shifting positions easily, if prompted by external influence,
for instance.

Additionally, a combination between underfunding and lack of accountability and
transparency offers plenty of opportunities for interference. Electoral campaign
financing of the parties in power is usually not closely scrutinized, even when
suspicions exist. Despite a complaint filed with the Central Electoral Commission by
president Igor Dodon's opponent in 2016 elections, his alleged connection with
Russian funding via offshore accounts has not been investigated properly.

Government institutions, on the other hand, are hyper-politicized and corrupt. They
are full of political appointees that change with every successive government and no
institutional memory exists as a counterweight. Political control over the judiciary,
central bank, regulatory agencies or law enforcement discredits yet another
fundamental democratic principle, that of checks and balances. Support for
democracy itself is dwindling among the population, which decreases bottom-up
pressure on decision-makers. This is, at the same time, a reflection of internal
polarization, including in terms of fundamental beliefs and the allegiances that
accompany them.

Similarly to the case of Bulgaria, external influence is a matter of supply as much as
of demand. In 2014, the Party of Socialists used the image of president Putin next to
then party leader Igor Dodon in their campaign posters. Foreign endorsement for
domestic candidates was outlawed after the elections, but since no mention was
made of religious leaders, in 2016 Dodon received the blessing of Patriarch Kirill, a
very strong symbolic figure in a country where the church is directly subordinated to
the Russian Orthodox Church. In a highly conservative country like Moldova and in
the absence of a robust welfare system and state solutions for poverty or loneliness
of the elderly in rural areas, the church provides at least a spiritual substitute - and is
invested with the corresponding power; another dysfunction, impeding actual
separation of church and state and sapping at the root of confidence in democracy.

Against the background of multiple elements rendering democratic principles empty
of real substance for at least part of the population, the simple geopolitical narrative
of East-West competition is powered by the country’s brief democratic experience
and low level of political culture - and then further disseminated and exaggerated by
Russian-dominated media, also through nominally pro-European Moldovan
politicians, who claim to be fighting Moscow's influence, while in fact advancing it.
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The Republic of Moldova is dealing with a dramatic mix of a young (and split) national
identity, with territorial divisions (the separatist regime in Transnistria and the
Gagauz Autonomy), high social and political polarization along the East-West axis,
poverty, endemic corruption and a dysfunctional state apparatus verging on state
capture. As such, it is highly unlikely that even in the future it will find within itself the
resources to build the strong democratic and pluralist system that it needs and which
would increase its resilience in front of external destabilization efforts. Top-down
reforms tend to lose momentum and continuity and bottom-up pressure are still
weak, coming from a civil society under construction. Paradoxically, the hope lies
with foreign influence: positive one, from the Moldovan diaspora and the European
Union.

Foreign policy and security

The Republic of Moldova's foreign policy and security conundrum is not hard to
decipher: its defining cleavage is the permanent East vs. West dualism, which keeps it
in a state of high vulnerability to external interference. The same deadlock drives the
country in limbo in a counter-productive neutrality status, while Russia maintains a
military presence on the separatist territory of Transnistria. Regional relations are
influenced by past memories of history and geopolitics, rather than onward-looking
pragmatism and values.

Internally, the back-and-forth between the choice for European democratic
development and Soviet nostalgia slows down the country's transition to democracy,
creating obvious vulnerabilities and making it an uncomfortable international
partner. This hesitation has internal reasons, but it is also fuelled by exogenous
factors, with several stakeholders actively trying to push the country in one direction
or another. The result is instability and lack of predictability in Moldova’s foreign
policy. Shifts in direction are usually associated with major events, external pressure
or high domestic dissatisfaction with the foreign policy of the country. At the same
time though, given the factionalization in Moldovan politics, every national election
can result in a radical change of strategic orientation. Since so much of Moldova’s
evolution depends on this East or West choice, foreign policy is high on the agenda in
every national election - and even in the Chisinau mayoral race. While it refuses to
evade this dualism, the Republic remains hostage to destabilizing interference from
Russia.

Strangely enough, it was communist president Vladimir Voronin who turned the
country westward in 2005, after refusing to sign the Kozak Memorandum in 2003,
which would have federalized the country and given Transnistria veto power over
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strategic decisions (including joining the EU and NATO). During his second term,
support for the EU was at an all-time high of 70%. In 2009, following parliamentary
elections, wide popular support for the European direction led to the Moldovan
Twitter Revolution, which prefaced active engagement with the European Union,
whereas previous reforms had been lacking, being replaced by empty political
statements.

The counter-performance of the Alliance for European Integration in terms of
domestic governance led to the discredit of the whole EU integration idea. Once the
poster child of the Eastern Partnership’s success, with a signed Association
Agreement in hand and among the first to receive visa-free regime, Moldova has
been going downhill from there, partly for reasons of domestic instability and weak
rule of law, partly because of regional turmoil. Ten years since the 2009 exultation
with Moldova's European prospects, public support is at only 37%, whereas 42%
favour the Eurasian Union. The political scene is as divided as ever on the issue: the
governing Democratic Party advocates enshrining EU accession in the Constitution
despite low public support, while president Dodon had vowed before his election to
denounce the Association Agreement and join the Eurasian Union instead. This is a
very improbable move, since many of the costs of reforms required under the
Agreement have been borne already and the benefits should start showing before
long. Economically it would be an unnecessary sacrifice, while politically, it would
mobilize the pro-European electorate against the president. These are risks that
Dodon will likely not find worth taking, and instead he will simply stall the EU
integration process. For Russia, this counts as a victory, since all it wants is to keep
Moldova within its sphere of influence - and this goal is well served if it turns into a
grey area suspended in the middle of a troubled region.

In truth, Chisindu can hardly afford to make any radical decisions against Russian
interests, for as long as Moscow maintains troops in Transnistria. This was the
original interest behind the introduction of neutrality in the Constitution - to
delegitimize the deployment of Russian military. Both the military presence and the
existence of the separatist conflict itself are a major security vulnerability for a young
and rather weak state. The Republic is virtually defenceless: it has no international
security guarantees and in a deteriorating regional environment, it relies on
internationally unrecognized neutrality status. Moscow has protested the opening of
a NATO liaison office in Chisinau, while president Dodon has stopped Moldovan
officers from participating in NATO-led exercises, which negatively affects capabilities
and interoperability with NATO. He also refused to approve a national security
strategy drafted by his predecessor, leaving the country without a strategic
document. Moreover, conflicts with government led to the deferral of the
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appointment of a defence minister for almost one year. On the security front,
Moldova is completely exposed, with internal political forces using the East/ West
cleavage to settle political disputes.

Alongside this geopolitical polarization, underdeveloped capabilities and the inertia
of preserving a state of neutrality that cannot possibly provide security, the Republic
of Moldova also has complicated relations with its neighbours. Romania has been its
most vocal advocate at EU level and provides a model and a window to the West
through its own growth (both economic and in importance). Yet in concrete terms of
action in key areas, which can reduce Moldova's dependence on Russia (i.e.
information and energy security), no particular progress has been made. Recently,
two interconnections, one for gas and one for electricity have started being built
between Romania and Moldova, after years of procrastination. Given the high stakes
(cutting down on Russian leverage), it is to be expected that Moscow will employ its
saboteurs to delay or derail the projects, either through propaganda or through
corruption. If successful though, the projects will also help raise Romania’s profile vis-
a-vis the relation with Moldova.

The more resounding the success, the higher the stakes for Russia; it may hence seek
to inflame suspicion about possible unification between the two. The issue of
unification is one of the most divisive. Support on the Moldovan side was never high
enough to be taken seriously. Yet numerous statements by Romanian officials
(mostly populist and electoral, not with real intent) have only populated the fake
reality Russia had created and have legitimized it. Relations with Ukraine are likely to
continue being mixed too: on the one hand, the two countries are finally cooperating
now, after Kiev has looked on Transnistrian separatism for years, without being
helpful to its neighbour; on the other hand, weak institutions and corrupt elites are
reducing the effectiveness of such cooperation. The determining factors for the
Republic of Moldova's future relations with the rest of the world are bound to remain
the EU and Russia.

53



ROMANIA



SOCIETY

The fundamental narrative of Romania is one of change: political metamorphosis,
shifting borders, modernization, industrialization and, more recently, becoming a
society in which information technologies play a key role. These transformations
have been extremely rapid and uneven, leaving behind at times significant parts of
society. It is within these gaps that Russian propaganda currently operates, trying to
emphasize differences of opinion and lifestyle between segments of society, setting
the old against the new, nationalists versus Europhiles, Christians versus
progressives, small towns and rural communities against the inhabitants of
Romania's largest and most productive cities, etc. It is to be expected that any foreign
or non-foreign entity that aims to influence the fate of Romania will make use of the
differences in development, values and living standards that have been mentioned
above.

Overt pro-Russian attitudes are exotic in Romania. The main cause: poor historical
relations between the two countries. In Romania, almost all political vectors of the
last 170 years have tried to secure the support of the population by rallying against a
factual or imagined Russian menace. In that sense, the Russian Empire, the USSR or
the Russian Federation were seen in turn as threats to the integrity of the national
territory, dangers to Romania’s economic well-being, as well as culturally alien
entities to which Romania could not relate. The political and financial elites were well
aware that Russian control over the country would imply them losing power or even
their life (something which actually did occur from 1947 until 1965). Russophobia is
one of the main reasons for Romania’s consistent pro-American and pro-European
trajectory after 1989.

At the same time, it must be stated that Europhobic and illiberal attitudes have taken
speed due to the global financial crisis and its effects - a development which aids the
Russian Federation greatly in its propaganda efforts in Romania. The Russian
disinformation machine utilizes public sentiment concerning national identity and
pride, the fading away of Romanian traditions in an inter-connected world and
negative perceptions regarding the country’s status in the European Union. At the
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same time, adaptability and flexibility are the keywords of Russian propaganda
initiatives in Romania.

The tale of the past is important in understanding the significant resilience of today's
Romania to overt pro-Russian discourse. The local elites have used history as a
means of legitimizing themselves and in order to create an all-encompassing,
credible national narrative. Russian acts of aggression and strategic mistakes have
supported the creation and maintenance of the narrative.

During the 19" century, as the regions of Wallachia and Moldova left the Ottoman
sphere of influence and united under the name of ,Romania”, the Tsarist empire was
at times their ally, trying to utilize the emergence of Romanian nationalism in order
to further its own agenda in the region, and on occasion a wannabe master of the
newly-founded country. Russian land grabs of Moldovan territory in 1812 and 1878
soured the attitude of Romanian elites towards the Russians and a consistently anti-
Russian discourse was encouraged to spread in the population at large; the country
joined World War One on the Entente side (therefore, having Russia as an ally)
belatedly, which is to say two years after the beginning of the war, and only in order
to acquire the region of Transylvania from Austria-Hungary. The Russian Revolutions
of 1917 occurred at what was, militarily speaking, a critical juncture, eventually
forcing Romania’'s departure from the war. The loss at that time of valuable and
symbolic governmental goods, such as 93 tons of gold, ancient coins, art, etc. (the
Treasury/Tezaur) at the hands of the Russians became a point of relevance for
Romanians in the ensuing decades and even today sours official Romanian-Russian
relations (a concerted, full-blown Russian soft power offensive would probably
include the return of the remaining Tezaur components; however the Federation is
not likely to do so except in order to strengthen the image of a regime it wants to
promote, a difficult task since Russian support for a Romanian government would
create anti-governmental backlashes of various sorts).

In the inter-war period the ideology of Bolshevism was unpopular in Romania, as it
was in conflict with both the country’s economic setup (capitalism) and its existence
(Romania being defined by the movement as a multi-national empire’). In 1940 the
USSR made use of Romania's poor strategic situation in order to effect a land grab;
this action worsened the image of the Soviet nation in the eyes of Romanians and
provided Romania's leaders with the moral justification - in the citizens’ eyes - for
entering the world war on the side of the Axis. The country's occupation by the Red
Army after 1944 and the imposition of communism by the Red Army following World
War Two led to a lasting negative impression of Russia to which no section of society

! http://legeaz.net/personalitati-juridice/george-g-marzescu
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was immune. The somewhat brief period of total Russian control over the country -
from the end of World War Two until the late 1950s - was later defined even by
Romanian Communists as a destructive event, a "harrowing decade"? of economic
loss and broad political persecution. Nicolae Ceausescu, Romania's leader after 1965,
devised a strong anti-Soviet narrative in order to build legitimacy, symbolically taking
the part of the people in an invisible struggle against the non-Romanian opponent to
the East.

The Romania in Russia’s dreams: conservative, Eurosceptic, in economic turmoil

The Federation's long-term vision is a Romania that has left both the EU and NATO
and that in the process has become an ideological ally of the current Russian elite,
which would imply turning into a country dominated by a conservative, anti-Western
discourse. In addition, due to the sundering of economic links to the West, in this
future Romania would find itself in economic turmoil and therefore vulnerable to
Russian financial pressure. In order for this goal to be reached, on a medium-term
basis the Russian Federation needs a serious build-up of Eurosceptic or anti-Western
sentiment in the country, perhaps leading to a situation similar to that of Hungary: a
country still formally part of Western structures, but where the dominant values are
in major disagreement with those harboured by the West. In Romania, the Russian
Federation cannot hope to wipe out decades of anti-Russian sentiment, but it can at
least try to portray itself as a moralistic, Christian country, a "protector" of sacred and
traditional values - a posture which may bring it popularity. The neo-Tsarist imagery
prevalent in the current ideology of the Russian Federation limits its interest in left-
wing movements, which have been mostly dormant in Romania, and which may be
used exclusively in order to spread anti-EU messages to sections of society for which
conservative values are not appealing.

The ideals of the Federation have found a home in the hearts and minds of some of
Romania’s leading politicians, members of the currently ruling coalition. As a recent
journalistic investigation pointed out®, they perceive the modern world as filled to the
brim with conspiracies of all sorts. While not Russophile or at least not publicly
Russophile, the current front row of the Social Democratic Party leadership is in
quasi-perfect synthesis with the Russian outlook on the world. Their actions and
statements influence, in turn, the party's very stable and loyal voting block of
approximately 3 million people - more than a fifth of the adult population currently
residing within the country.

? http://jurnalulunuivulcanolog blogspot.ro/2013/08/obsedantul-deceniu-marin-preda-si-lupta.html
* https://www.riseproject.ro/articol/dragnea-partidul-nevazut/
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On a short-term basis Russian presence and activity are predicated upon driving a
wedge between different groups within Romanian society and, also, between
Romanians and the West. The logic behind the latter goal is easy to understand:
somebody who trusts NATO or the European Union is very unlikely to be sympathetic
towards Russia. What would Russia have to gain, however, from sowing dissension
among Romanians? There are two possible answers, which do not contradict each
other:

a) An unstable and unmanageable society is hard to govern, less appealing to foreign
investors and less efficient. All of these effects, in turn, would create more
discontent, which could be easily blamed on the European Union and Western
countries by skilful agitators;

b) Anarchy, discontent and strong emotions create the need for a strong hand, a
decisive leader or party who/which would stamp out dissent and, in the minds of
his/their potential followers, “allow the country to get on with its normal business”.
Such a tyrannical, populist figure might be more amenable to Russia than the current
political class.

A different but complementary perspective starts from the premise that the Russian
Federation is interested in and focusing its efforts on undermining NATO and the
European Union as political and security constructs. In Romania's case, by pointing
out the differences in social values between the West and traditional Romania (on
issues such as the rights of sexual minorities, migrants or atheism) Russia is trying to
widen the already existing perception that "supranational [NATO/EU] policies are
substituting ours".

Painful change and the comfort of nationalistic myths. Ceausescu reloaded

The tools which Romania’s former dictator Ceausescu used in order to achieve
popular support are relevant for understanding the stepping stones of the Russian
propaganda of today. In a country with an anti-Socialist intellectual elite, a large rural
majority and a very newly urbanized proletariat, Ceausescu - himself a person of
small educational ability - could not use ideology effectively. The real conceptual
framework of the regime consisted of nationalist myths, recycled from Romania's
small but dramatic pre-WW?2 Fascist movement, Archangel Michael's Legion, or from
stretching to extremes the ideological paradigm of 19" century Romanian
conservatives. The main pillars of the framework were:

¢ defining Romanian history as a struggle between brave, resourceful and patriotic
leaders (supposedly mirroring Ceausescu himself) and hostile or unreliable foreign
powers.
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e emphasizing national uniqueness, resourcefulness and achievements - a type of
psychological autarchy. The mystique of Romanian superiority was sometimes
backed by baseless propaganda (such as the extensive falsification of public and
publicized data concerning agricultural output) and sometimes by solid state
investment that translated into authentic successes (in fields such as Olympic
sports or football/soccer).

Russia has faded from popular consciousness after 1990, as the Communist regime
in Romania fell and the country doggedly pursued EU integration and membership of
NATO; approximately 4 million citizens - a fifth of the total - left the country in order
to work in the West. Yet Ceausescu's discourse has never really faded from the
national psyche. For most Romanians born before 1970 - and for some who are
younger - the changes brought on by EU integration have been difficult to absorb.
The lack of a positive, enduring narrative concerning Romania's post-1989 trajectory,
coupled with the global financial crisis have opened the door to Europhobic
propaganda and, in a broader sense, to the rejuvenation of Communist-era
nationalist themes. The anti-corruption drive of the last decade has strengthened the
perception already held by many Romanians, according to which capitalism is a farce,
by exposing a number of dysfunctionalities. In 2013, 44% believed that communism
was ,a good thing for the country” and a similar percentage claimed that their
lifestyle was economically superior before 1989.

Sociological data consistently underlines the resilience of Russophobia while at the
same time identifying the existence of a significant Europhobic minority:

e a July 2014 poll asked Romanians to indicate whether they had a positive or
negative emotion towards a series of 18 countries. Russia ranked last in ,positive
emotions”, below historical enemies such as Turkey or Hungary. In fact, Russia and
Hungary were the only countries for which the number of respondents expressing
a positive emotion was lower than that of those expressing a negative emotion.
When the same poll was repeated two years later, this time concerning 23
countries, Russia ranked better than Syria or Iran; yet it is worth mentioning that
the percentage of those expressing a positive emotion about Russia had dipped
from 37% to 29%.

e a 2015 poll showed that only 5% of Romanians believed the country should have
the Russian Federation as an ally. The Russian Federation ranked first as the
answer to the question "Who do you believe Romania's greatest enemy is?", with
35% of respondents indicating it as the greatest threat to the country, twice as
many as for the country which ranked second.

* http://www.inscop.ro/10-decembrie-2013-adevarul-sondaj-jumatate-dintre-romani-suspina-dupa-comunism/
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e a 2017 study undertaken in Central and Eastern Europe by the Slovak think-tank
GlobSec Policy Institute> showed that 87% of Romanians believe NATO
membership is essential for their safety.

At the same time:

e a 2017 opinion poll showed that 29% of Romanians who live inside the country
claim they had more to lose than to win from Romania’s accession to the
European Union, a significant rise from 20% in 2014° and 23% in 2015’.

e one Romanian out of every seven would vote for leaving the EU, should there be a
referendum®.

The result is a conflicting worldview, pointedly noticed by anthropologist Vintila
Miha&ilescu, whose analysis® is paraphrased in the following paragraph. According to
a 2016 study, 93% of Romanians are proud of their nationality, but only 61% state
that being Romanian is important to them. Whereas 87% state that they'd rather be
citizens of Romania than of any other country in the world, only 68% claim they
would like to live in Romania (if they had a concrete choice to make). Romanians are
proud of their country’s art and literature (79%) or history (69%) but not of their
democracy (17%) or the country’s economy (8,5%!).

Also, 72% of Romanians believe that foreigners who live here have a good or very
good influence on the country; at the same time 67% state that “Romanians take too
many models from abroad"”.

Mihailescu concludes that ,, ‘patriotism’ has become a socially desirable value on an
upward trend, but which expresses itself as an abstract demand. To a great extent it
is also a reactive “patriotism” or a form of nationalism that has risen from the
unfulfilled hopes Romanians had placed in EU integration. “

In other words, while Russophilia is not an exciting stance, a significant portion of the
Romanian public - albeit not a majority - looks at the European Union and the West
as a whole with displeasure or hostility. Who are these people? Which are the
segments of society that may join the anti-European or illiberal narrative in the near
and medium future?

http://www.cepolicy.org/publications/globsec-trends-2017-mixed-messages-and-signs-hope-central-and-eastern-europe
http://www.inscop.ro/wp-content/uploads/2014/05/INSCOP-mai.2014.-Perceptii-Europal.pdf
http://www.inscop.ro/wp-content/uploads/2015/05/INSCOP-05.2015-Uniunea-Europeana.pdf
http://www.ires.com.ro/articol/334/brexit---perceptiile-romanilor-cu-privire-la-decizia-marii-britanii-de-a-iesi-din-uniunea-europeana
? http://dilemaveche ro/sectiune/situatiunea/articol/nationalism-patriotism-cosmopolitism-1
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The losers of transition. Clinging to a real or imaginary past

Scepticism is pronounced among those who had the most to lose (or the least to
gain) from the technological and economic changes of the past 27 years:

e senior or even younger citizens for whom the shift to a capitalist democracy was a

daunting, harmful process, which threatened their sense of self-worth and/or
stability. Deeply infused with the nationalist ideology of the Communist regime,
they have witnessed the decay and disappearance of the economic entities in
which they had spent some or most of their life, such as factories or other
industrial enterprises. A whole social infrastructure has vanished in the past two
decades - a new set of values, artefacts and opportunities have sprung to life, and
the cost of adapting to a rapidly shifting world is high for some Romanians. Too
old to benefit from the opening of EU borders, which is to say too old to find a job
in Western Europe, these individuals try to match their own personal narrative to
that of the country - as they age and start facing major medical and financial
hurdles, they seek clues that the country as a whole is undergoing the same path.
Of special importance in this context is the large Romanian diaspora - the
offspring of the blue collar workers of the 1970s and 1980s, offspring who are now
working abroad; the feeling that families have been broken and separated by the
existence of economic opportunities in the West is a painful one, manifesting itself
occasionally in a dislike of the European Union as a whole.
Within a decade, the generation that has been socialized in the Communist
framework will pass away, and it is unlikely that the current 40-to-50 year old
citizens will experience the same discontent, disorientation and ennui towards the
existing situation.

e the poorer sections of society that do not have access to remittances and for
whom job opportunities are scarce or non-existent; blaming the status quo, which
may include Romania’s western trajectory, is a natural psychological reaction. As
there is a significant correlation between income and education levels, these
sections of society are also vulnerable to fake news and propaganda campaigns.

e the sub-qualified segments of Romania's bureaucracy, for whom efficiency and
transparency are difficult to implement.
Recruitment within Romania’s state apparatus is a generally corrupt practice, in
which public, open contests have pre-selected winners. This climate is not
conducive to selecting the best human resources available in the market; with the
exception of a few institutional ,islands”, there is no link between an individual's
performance and her or his pay, and firing public employees is legally difficult or
in many instances impossible (therefore low-quality employees cannot be
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removed from office). This state of facts has existed since Communist times and,
one might argue, even since the emergence of the Romanian national state. For
such a workforce, EU performance standards are at least annoying, if not
disruptive. In some domains, the bureaucracy even fails to keep up with the
standards imposed by Romania being a European country; illiberal and anti-
Western attitudes are, from this point of view, reactions to a wider and more
important phenomenon, namely the rapid increase of the intricacy of the
Romanian society, an evolution which burdens Romania’s bureaucracy.

party members who have benefited from petty or not so petty corruption at the
local and national level, and who see the anti-corruption drive of the past decade
as the result of the country’'s Western trajectory.

Party membership is traditionally seen as a path to a cosy job in the local or
national administration, a situation brought partially into existence by the weak
ideological cohesion between the party and its members. The anti-corruption
drive has severed personal and financial networks; it has also created disarray in a
social spectrum driven by the concept that the state or the local administrative
unit is to be ,milked” for the use of one’s self, family and political organization.
This is a social phenomenon affecting hundreds of thousands of Romanians, who
have become members of one party or another in order to reach financial well-
being or whose close relatives are party members and therefore expected to
provide for the family. These people feel threatened, and they are angry.

Romanian capitalists who have difficulty competing with Western products and for
whom the European common market is an excessively competitive environment.
Many have tried switching from market competition to contracts involving the
government; most such cases end up in corruption charges, as politicians
routinely demand cashbacks. Very few Romanian brands have survived the
contact with either democratic capitalism or the EU; numerous ventures deploy
marketing campaigns which aim to prove that Romanian goods are by definition
better, healthier, tastier, etc. than the non-Romanian goods they are in
competition with. This efficient tactic damages the image of the West in the eyes
of Romanian consumers.

Christian conservatives, who bemoan the rising tolerance of the youth and society
in general towards behaviour that contradicts Christian teachings; some have
strayed towards neo-Fascist beliefs, and those who espouse a democratic
discourse are often ,overwritten” by their more radical brethren, who are far more
present and visible in the public arena. Russia’s use of conservative values in the
West is well known; the Federation’s image as the “last true defender of Christian
values” rarely resonates well with Romania’s conservative intelligentsia, for whom
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the horrors of Russian occupation in the 1940s and 1950s are an element of
maximum importance. However, as new communication vectors emerge, the
situation is shifting and is likely to continue to shift. The Russian Federation is far
from being identified as the sole source of Christian values in Romania, but it is
making headway in that regard.

Additionally, it may be emphasized that, as long as Christian movements act in a
manner which divides the nation, creates mistrust and deepens already existing
divisions, they fulfil the strategic objectives of the Russian Federation even if the
movements or their leaders are authentically Russophobic.

e some left-wing intellectuals with an Americanophobic or anti-capitalist bent, for
whom the EU is a tool of oppression utilized by cross-national capital. Dogmatic,
limited in its audience, but energetic, the Romanian left is making inroads into
society at large on issues which are liberal and pro-cosmopolitan in nature, such
as the rights of minorities, anti-corruption, etc., and not through its opposition to
capitalism. Its utility for Russian propaganda is limited - an aspect which may
change in the coming years.

e ecologists both of the modern and pre-modern persuasions, the former being
affiliated with broader, internationalist ecological discourses or enterprises while
the former see maintaining the heritage "of the ancestors" as a way of expressing
their patriotism. After a period of intense activity in 2012-2013, a time during
which they managed to create strong coalitions with other sections of society,
these movements are as of now dormant, but they may become active once again,
should circumstances present an opportunity.

The heterogeneous structure of said groups limits their ability to act together. It is
close to impossible for a single message to reach all of them at once and at the same
intensity. At the same time, because of that very same attribute, they have the
capacity to spread disinformation widely across society.

As it can be seen, not all - and indeed only a part - of these societal strands are pro-
Russian or could conceivably build a pro-Russian agenda. However, their situation
places them in conflict with the status quo; the existence of these groups and of their
discourse may be subtly encouraged - or nudged on - by Russia in order to achieve
maximum effect in moments of national emotion.
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The 2018 Centennial: a potential minefield

In the short- and medium- term perspective, Russian endeavours will not focus on
promoting direct pro-Russian discourse. Europhobic or Eurosceptic tendencies will be
encouraged under the keyword of ,national independence”. The 100-year centennial
of the formation of Great Romania - an anniversary that takes place in 2018 - will
offer a springboard for nationalist messages centred on the notion of "national
superiority", a gateway towards intolerant or nationalistic messages. As a 'bonus’,
unwise statements made by politicians or other stakeholders in 2018 will have the
added impact of worsening Romania's relations with its neighbours and possibly the
West. From the point of view of discourse, communication and public expression,
2018 is a minefield for the Romanian society, and it is almost certain that the Russian
propaganda machine will attempt to steer the national atmosphere towards themes
and positions that would emphasize Euro-sceptic and anti-Western trends.

Between June 2019 and December 2020, which is to say within 18 months, all four
possible election types will take place in Romania (European Parliament / presidential
/ local / parliamentary). For a year and a half the country will be exposed to an
electoral "fever", and populist messages can have a strong impact on several
consecutive elections. The repeated validation of populist messages by recognized
politicians is a clear and present danger. The peril is underlined by sociological data
that suggests that, due to demographic imbalances, 2019 will be a year of anger,
disappointment and social discontent, as men of marriage age will find it excessively
difficult to start a family'®.

The use of fake news and massive disinformation drives will continue to be a relevant
space of action for Russian vectors. In its activities which deal with the Romanian
society, the Federation will continue to make use of existing discontent, repackaging
it via Internet ,trolls”, “useful idiots”, etc. Regional disparities and ethnic diversity may
take the forefront in the coming years, depending on the course of events, which
may lead to the rise of authentic social movements, perceptions and attitudes.
Distrust will be created between majorities and sizable minorities, such as between
ethnic Romanians and Romanian citizens of Hungarian ethnicity (approximately 1
million in number) or between the country’s Christian Orthodox majority and the
approximately 2 million non-Orthodox Christians (such as Catholics, Protestants and
neo-Protestants). The 100-year commemoration of Ardeal (Transylvania)’s acquisition
from Hungary will create vast opportunities for Russian Federation agents or “useful
idiots” to make use of Hungarian rhetoric in a fashion which would inflate Romanian

nationalism, creating international scandals.

"% http://www.hotnews.ro/stiri-esential-8300861-sebastian-lazaroiu-noua-revolutie-sexuala-asteptat-jumatatea-acestui-secol-
romania.htm
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A very likely line of attack will consist of exacerbating inter-regional differences, such
as between the wealthier north-west of the country ("Transylvania" / "Ardeal") and
the rest of the nation (of which some parts, i.e. Moldova and southern Oltenia are
dramatically poor as compared to the national average, as well as much less
connected to sources of trade and wealth by physical infrastructure). The emergence
of a Transylvanian independence movement is as of yet unlikely, but may become a
topic in the immediate future, if regional developments gaps do not disappear.

The Orthodox Church is undergoing a massive popularity crisis'’ and it is nearing the
point at which fewer than half of (officially) Romanian Orthodox Christians have
confidence in the institution, down from 88,5% in 19902 By definition, in any society
that is undergoing modernization, traditionalist movements are on a downward
path, as they face significant demographic and cultural challenges. Romania’s
connection with the West and its liberal values represent a constant and clear danger
for conservative Christians; their drive to act publicly is in part shaped by the fact that
they are aware of the multitude of factors which threaten their lifestyle and their
expectations concerning Romania’s future.

Russian propaganda will make extensive use of any American or Western European
faux pas or mistakes, trying to define them as unreliable, deceitful or disinterested in
Romania’s well being. Romania’s middle age population is a particularly important
battlefield, as the youth is pro-Western and senior citizens are not useful as a long-
term target group.

Russia will also encourage the glorification of Romania’s pre-modern traditions and
cultural items of interest. One case in point is the mythology concerning the Dacians
- the country's inhabitants prior to and immediately after the birth of Christ; a trendy
topic since the late 2000s, it is likely to be re-emphasized and popularized once more.
The mechanism behind the use of Dacian imagery consists of two elements:

e the glorification of a non-Western, non-modern culture, subtly signalling that
Romania’s identity is not Latin or, in effect, European; this aids the Russian
narrative according to which Romania’s ‘natural’ path is not fully aligned with that
of the European Union or the West in general;

e the reprisal of Ceausescu’'s theme of national uniqueness, performance and self-
reliance. The wondrous and at times supernatural powers assigned to the Dacians
in the Romanian fake news media have the effect of underlining the supposed
innate qualities of the Romanian people.

"http://www.gandul.info/stiri/sondaj-ires-cum-s-a-prabusit-increderea-romanilor-in-biserica- 15025517
'2USIA opinion poll, April 1990, available at http://fspac.ubbcluj.ro/romanianelectoraldata/surveys
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Broadly speaking, Russia will aid and promote any initiative which is simultaneously
divisive and popular; a topic or movement which fails either of the two tests (“is it
likely to create a major breach in society?” and “is it capable of attaining popular
support?”) is of no interest for the Russian Federation, as it cannot further its goals.

Back to a pre-modern future

In addition to the elements mentioned above (economic, political or psychological),
there are three other auspicious conditions for the spread of Russian disinformation
and misinformation - conditions of a special nature.

Firstly, due to the bad reputation of communist-era propaganda, there is widespread
distrust among Romanians over the age of 40 in the official media. Conspiracy
theories have abounded in the country even before 1989, caused mainly by
Romania’s small international relevance (which led to the perception that the
country’s geopolitical fate was always decided elsewhere) and the widespread feeling
of lack of control over one’s own destiny. The end result is an ambiguous situation,
ripe with opportunities for a hostile foreign actor:

» 32015 poll concerning manipulation pointed out that 75% of Romanians feel they
are immune to manipulation, while at the same time 73% consider that there are
entities which seek to manipulate Romanian society'?;

» according to the same study, 70% of Romanians get their political information
primarily from TV stations, as opposed to 16% from the Internet. Figures for
economic information, social and cultural life, incidents and natural phenomena
etc. are similar. However, 57% of Romanians do not have confidence in the
mainstream media'”.

Russia does not possess overt avenues of communication with the Romanian public;
the Romanian-language section of the Moldovan site sputnik.md occasionally
addresses Romanian topics, but no TV networks maintain a visibly pro-Russian
agenda. On the Romanian Internet however, there is a vast and popular array of
"conspiracy" websites, whose subjects range from UFOs to orthodoxy and diet
advice. The underlying and occasionally overt message is that Romania is a colony of
the West and that there are broad plots aiming to destroy the country's wealth,
identity, etc.

13

https://www.academia.edu/33506913/Perceptii_ale_manipularii_in_societate_Perceptions_of _manipulation_in_society?auto=download
" http://www.cepolicy.org/publications/globsec-trends-2017-mixed-messages-and-signs-hope-central-and-eastern-europe
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Secondly, religion is also a key battleground in the Federation's attempt to reach its
goals in Romania. The Romanian Orthodox Church has a strong and credible identity
as an institution outside Moscow's control; dissensions within the Church, while not
leading to secession, have pointed out the existence of a traditionalist faction in
Romania's impoverished east. Throughout the country, individual priests, by
definition defenders of tradition, find themselves bound by their views to defend
values dear to Moscow's heart and to participate in initiatives that aid the Russian
Federation in reaching its goal.

A new avenue for action has opened up in Romania's northwest, as neo-Protestant
communities have been growing in number and visibility. More dogmatic than the
Orthodox majority, these communities have an important role to play in furthering
Russia’s agenda by unwittingly promoting some of its favourite themes. A case
fascinating through its apparent redundancy is the initiative of a group of NGOs ("The
Coalition For The Family") to insert an article in Romania's Constitution defining
marriage as taking place exclusively between a man and a woman. There was no
initiative to the contrary - and no chance for Romania's political class to back such an
initiative. Furthermore, Romanian law already prohibits marriages between people of
the same gender. The Coalition's campaign has created a major breach between
progressives and conservatives, in particular between the younger and more
educated inhabitants of large cities and the religious senior citizens. Both the neo-
Protestant and the Orthodox establishments gave their support to the Coalition, an
unusual occurrence in a country in which inter-faith relations have been traditionally
poor. It is quite obvious that the anti-same-sex marriage referendum is but a
stepping-stone for the Coalition, whose presence will soon be felt in more
substantive issues. In February 2017, the Russian ambassador to Romania went out
of his way to point out the fact that he supports the Coalition for the Family,
simultaneously portraying Russia as on the side of a popular Christian movement
and exposing the Coalition to charges of Russophilia by its enemies (which is to say
pushing an already divisive conflict to new heights).

Lastly, the Romanian mainstream media is in disarray. After the downfall of several
media magnates, who were sentenced to prison as part of the country's anti-
corruption drive, TV networks are easy prey for potential outsiders, since their
business model is deficient and cash flow is a constant issue'”. Romania's news
networks have a total primetime viewership of less than 600 thousand people in
urban areas - less than any of the top 3 TV channels in the country'®, and slightly
more than 10% of the country's total urban population. However, their viewership

"> For example: http://economie.hotnews.ro/stiri-media_publicitate-19107936-reportervirtual-taieri-salarii-disponibilizari-anuntate-
antena-3.htm but also https://www.paginademedia.ro/2017/06/concedieri-si-probleme-cu-salariile-la-romania-tv
'S https://www.paginademedia.ro/tip_audienta/audienta-medie/
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consists half of senior citizens'’, who are naturally attracted to a paradigm which
paints the past in rosy colours while diminishing the accomplishments of present
post-industrial Romania; the other half consists of party members (of all colours) and
political operators, a very influential public in the political arena. Marketing studies
show the existence of a huge media consumption gap between senior Romanians
and the rest of the population, as the latter watch less TV and focus more on
entertainment or sports'®. These facts limit to a certain extent the influence of
politics-driven news networks, however messages transmitted through this medium
have a strong chance of entering the online world, especially if they are sensational
in one way or another.

Increasing resilience and fighting back. Recommendations

While there is some awareness in society of the existence of Russian aims concerning
Romania, no effective mechanisms are in place as of yet in order to mitigate said
efforts. In April 2017, a National Academy-based initiative was set up with the goal of
investigating the mechanisms behind Russian propaganda in Romania'®. The correct
response for minimizing Russian propaganda in its social impact consists of a series
of actions, such as:

e media training courses, aiding journalists in understanding the difference between
real news and fake news, as well as the negative impact of the latter. It must be
noted in context that many of the employees of Romanian newspapers, TV
stations, radio stations, news websites, etc. do not possess a B.A. in Journalism,
but rather in related fields, and that therefore some of the practical or theoretical
aspects of journalistic methodology may be unknown to them. In fact, a European
Union-level initiative in that sense may be useful, with specialists from countries
that have resisted the fake news frenzy being valuable, hands-on teachers.

e the formalization of debates on thorny issues in a formal and polite setting, in
which all sides involved maintain a respectful attitude towards the other. The
absence of dialogue feeds mutual distrust and raises the temperature of
communities, which find themselves in disagreement on one issue or another.
Facebook algorithms encourage one-sided debates® and so does traditional
media, albeit in a much more unsophisticated fashion. Lack of exposure to the
thinking of "the Other" effectively separates and breaks societies, discouraging

' http://www.stiripesurse.ro/ce-romani-se-uita-la-antena-3-romania-tv-realitatea-tv-b1-tv-si-digi24_963090.htm!

'8 http://economie.hotnews.ro/stiri-media_publicitate-21461063-studiu-intereseaza-adolescentii-tinerii-singuri-familistii-romani-
televizor-net-google-facebook-filmele-piratate-divertismentul-singurele-constante.htm

' http://www.gandul.info/stiri/academia-romana-si-a-facut-laborator-de-analiza-a-razboiului-informational-cum-se-vede-propaganda-
rusiei-si-ungariei-de-la-bucuresti-16247874
“http://edition.cnn.com/2017/01/22/health/facebook-study-narrow-minded-trnd/index.htm!
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empathy, critical thinking and the ability to adapt and change one's own point of
view.

e pro-European Union media campaigns, events and public initiatives, aiming to
clarify the importance of the EU for Romania and Romanians, to dispel negative
myths and to establish a stronger bond between Romanians and the Union as a
whole. These initiatives should be targeted in particular towards the groups who
are more Eurosceptic than the average. Some have been identified in this study,
but social studies must be undertaken in order to identify with more precision the
social strata that are vulnerable to Euro-scepticism.

e through governmental and parliamentary efforts, the reduction of poverty and of
wage gaps. Due in particular to the inefficiencies of the Romanian economy, 44%
of Romanians inside the country live on the minimum wage. Inequality of income
and of opportunity represents a national vulnerability, which may be easily
speculated or converted by entities hostile to society. It must be noted in context
that the elimination of poverty is not a central issue for any of Romania's current
parties and that political stakeholders are mostly blind to the existence of wide
economic and regional gaps. The necessity of lifelong learning is made obvious by
the need to adapt to fast changes in the economy and in society as a whole.

e the development of critical thinking skills, since they are a ‘shield’ against fake
news and disinformation. It is not only the standard or traditional educational
system that should be brought up to date from this point of view; adults should
also be encouraged to develop a ‘natural immunity’ to fake news. The traditional
media is particularly important in this aspect.

e an effort by church authorities, regardless of nomination, to stifle anti-democratic
discourse and to distance themselves from movements which make use of
religious vocabulary and imagery in order to promote dissent and mutual distrust.

Given the objective inefficiencies of the Romanian state apparatus and its poor
record in communicating effectively with the entire society in the past, alliances of
NGOs or responsible, informal civil society organizations are the best actors for
developing and implementing the measures above.
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ECONOMY

Romania is a fast-growing economy, having managed to grow from low to upper-
middle income in a time span of just 25 years. In nominal terms, GDP grew eightfold
between 1992 and 2017, from a low of $25 bn. to almost $200 bn.!, which places
Romania as a top achiever among world economies. However, growth was uneven in
terms of both temporal and social distribution, with occasional imbalances that, at
times, led to recession and currency balance crisis.

Structurally, the economy has moved from (low-performance) industrial to services-
based, with high-tech being a leader of growth in latter years. The share of industrial
output shrunk from half to about a quarter of GDP, while nominal industrial output
actually quadrupled with just a third of the employees (from more than 4 million
during the communist era to less than 1.5 million nowadays), suggesting an
outstanding increase in productivity.

Just between 2000 and 2017, according to Eurostat, general productivity in Romania
grew by 135%, fastest among all current EU members, with Bulgaria a far-distant
second at 63% and an overall average of just 18.7%>

However, as already mentioned, growth was uneven, with rural and small-urban
areas mostly left out. The jobs that were no longer needed in the industrial sector
were never fully replaced, therefore total employment dropped from 8 to 5 million,
with between 3 and 4 million Romanians nowadays having to work abroad, mostly
due to the lack of decent paying jobs locally.

Wages are still among the lowest in Europe, with an average net monthly salary of
500 euros and a minimum of about half that (coming to 1.5 euros/hour). Of the total
number of employees, 86% earn less than the average wage, this being a
consequence of Romania having the highest level of income inequality among all EU
member states (8.3 fold between top and bottom quintile, as opposed to an EU

' World Bank: https://data.worldbank.org/indicator/NY.GDP.MKTP.CD?locations=RO
?  Eurostat: http://ec.europa.eu/eurostat/tgm/table.do?tab=table&init=1&language=en&pcode=tsdec310&plugin=1
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average of 5.2). Disposable income is at the absolute lowest in the entire European
Union, at less than 2,500 €/year3.

A fully Western-oriented economy

Although fragmented, Romanian economy is firmly oriented towards the West, with
the European Union accounting for 70% of exports and 75% of imports. Of the
Foreign Direct Investment stock, more than 90% comes from EU countries, with
entire business sectors (financial included) firmly in Western hands. Also, of the
millions of Romanian nationals working abroad, virtually all are employed in another
EU country.

Comparatively, Russia accounts for up to 5% of Romanian imports, 2 to 3% of
exports?, less than 1% of FDI stock and negligible employment of local workforce
abroad.

The rather loose ties date back to the latter decades of communism, when Romania
sought self-reliance, away from the relationship with the former Soviet Union. Tight
economic integration only lasted between the post-war occupation and 1964, at
which point the Soviets came up with the “Valev Plan”, which sought to assign
Romania an agricultural role inside the Comecon economic block. The plan was
vehemently rejected and Romania started to seek a path towards industrialization,
favouring Western technologies. For example, the first local car factory used a French
Renault license, the only nuclear power plant was based on Canadian technology and
the attempt at building an airliner relied on licenses and components from British
Aerospace and Rolls Royce, Romania thus trying to emulate non-aligned Yugoslavia
rather than the rest of Eastern European countries.

With dictator Ceausescu's opposition to the 1968 invasion of Czechoslovakia, the
unfavourable attitude towards Russia became socially widespread and politically
acceptable, a situation that lasted throughout the communist era.

Some economic reliance on Russia persisted until the end of the Ceausescu years
though, as well as shortly after, as industry was so energy intensive that it required
more resources than could be produced locally, even at a time when Romania
reached its peak energy output (the 70s and ‘80s). However, during transition to a
free market, the model proved no longer viable and most industrial enterprises were

* _Eurostat: http://ec.europa.eu/eurostat/web/gdp-and-beyond/quality-of-life/median-income
“ . Gandul: http://www.gandul.info/stiri/ce-exporta-romania-in-rusia-13054694
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either closed down or completely overhauled, bringing demand much lower, to the
point that energy imports, while still necessary, are no longer critical.

Romanian economy thus holds a particularly strong regional position in relation to
Russian interests, due to its energy self-reliance, loose commercial ties with Russia -
current or historic - and high levels of suspicion towards anything coming from the
former Soviet bloc.

Romania still runs a yearly trade deficit of 1-2 billion dollars with Russia, which it
never managed to bridge in spite of importing mostly raw materials (oil and gas)
while existing exports have much more added value, such as cars, car kits for further
assembly in Renault’s factories in Russia or electrical machinery.

From a strategic point of view, this is arguably a strong point. Romania had practically
nothing to lose when it came to sanctions over Crimea, unlike countries like Poland
or Bulgaria.

While comforting, the apparent resilience of Romanian economy may warrant
Russian interests to pursue more pervasive but less obvious methods of influence,
which may prove even harder to counter.

Business interests run the government

Transparency in the economy is not up to the challenge - with offshore companies
and bearer stock being allowed even in public procurement, without detailed
knowledge of the ultimate beneficiary owners. There is also a risk of exchanging
favours (privileged contracts, loans) with local magnates that historically made their
fortunes by means of political favouritism.

Foreign capital is dominant in the economy (57%) with most of it coming from
Western companies®. However, it is hard to categorize it as either more or less
resilient than local capital for several reasons: they both use largely the same pool of
talent for management, they are both rather oriented to short term, high-risk gains
and both have to be "well-adapted" to a not-so-stable environment. Local capital is
more cash-constrained, thus being more vulnerable to financing promises. On the
other hand, foreign capital is often decoupled from the ethics values back home and
can easily be lured in by opportunities for easy gains.

° Hotnews: http://economie.hotnews.ro/stiri-finante_banci-21615063-capital-strain-capital-autohton-companiile-din-romania-cine-
bate-cine.htm
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On the political front, lobby regulation and party financing is loose enough as to
allow for some illegitimate interests to be pursued at the highest levels of political
decision. Things can go as far as outright corruption, in some of its more
sophisticated forms, where the money can't be easily followed (money laundering),
such as "contracts" awarded to apparently unrelated third parties, in order to gain
access to public work or procurement contracts, licenses and privatization tenders.

As the integrity of administration is rather weak and political subordination usually
comes first, the regulatory framework is not always resilient in the face of illegitimate
interests, either financial or strategic.

Effectively, laws can easily be passed through Parliament, with little to no debate, at
the indication of party leaders. Moreover, the executive branch has discretionary
legislating powers, being able to pass decrees that instantly come into full force, at
the will of the Prime Minister.

Ministries and government agencies are often politicized or captive to illegitimate
groups and rarely accountable for their decisions. While attempts have been made
towards the independence of some regulatory agencies, transparency is still low,
making abuse possible.

At regional and local levels, power is centralized in the hands of mayors and county
council presidents, with the councils effectively having little say over decisions.

The forgotten half

Looking at the social impact of economic development, while joining the EU led to
unprecedented levels of prosperity, this has been unevenly distributed, with large
swathes of the population being left out (or even stigmatized), and thus receptive to
all sorts of alternative approaches. Rural and small urban areas, where revenue
increases have hardly kept up with prices, are especially vulnerable to propaganda.

Disenfranchised communities have constantly been the target of political
manoeuvering. Whether from a lack of will or of policy-making knowledge, as well as
due to the particulars of Romania’s situation, most social measures meant to address
the situation of the cca 36% of the population at risk of poverty or social exclusion®
have mostly just achieved a structural vicious circle which only further consolidates
their dependence on the state, on the often corrupt local administration, on the
incumbent party in power and the pre-election subsidies it is able to dispense.

® http://ec.europa.eu/eurostat/web/income-and-living-conditions/data/database
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Romania is among the countries with the highest income inequality in the EU, both
by market income and disposable income Gini coefficient’.

Romania has low unemployment as compared to other EU member states (4.6% vs.
the EU-28 average of 7.3%)%, but high long-term unemployment among the jobless
(50.3% of total)®, as well as few active job seekers and many NEETs (persons Not in
Employment, Education or Training). With 2-3 million people who are in fact either
occupied in agriculture, with very small subsistence farms, or homeworkers (all
figuring as ,self-employed”, which in fact means they do not receive a stable income
and are outside the regular labour market and system of welfare benefits, taxation
and social contributions), most EU-wide socio-economic models are only partially
conducive to the proper development avenue in Romania, which severely delays
convergence.

State mechanisms meant to incentivize labour-market integration are hardly
adequate or efficient. Income growth has not reflected productivity increase until
2010-2011, when it started catching up, but distribution shows marked imbalances:
many minimum wage earners, many top earners (in the IT sector, for instance, which
has come to account for more than 6% of GDP growth'?), but few among the labour
force who make average wages.

The situation is, on a smaller scale and with due regard to structural differences,
similar to some of the circumstances that have led to Brexit. Membership in the EU
has brought more business in the financial and high-tech sectors, in turn driving
property prices up, which left a large number of people unable to afford buying their
own property. In Romania, the combination of low-paying jobs with higher living and
property prices leads to low-income employees either seeking work abroad or
accepting radical, populist solutions; or both.

Media - one of the most corrupt and politicized sectors

The dire financial and professional state of the media makes some of them
vulnerable to being extensively controlled or bought outright by all sorts of interests,
including those of state actors. Most of the media are running at a loss and/or are in
insolvency and a single large contract can be critical for a publisher's or broadcaster's

7 https://ec.europa.eu/romania/sites/romania/files/conferinta_de_lansare_a_raportului_de_tara_-_semestru_european_2017_-
_ioana_gligor.pdf

8 (seasonally adjusted totals), http://ec.europa.eu/eurostat/statistics-
explained/index.php/Unemployment_statistics#Recent_developments_in_unemployment_at_a_European_and_Member_State_level
? https://data.oecd.org/unemp/long-term-unemployment-rate.htm

"% https://www.romania-insider.com/central-bank-itc-sector-gdp/
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survival''. Media owners show little-to-none ethical behaviour in terms of critical
judgement towards the demands of advertising customers, selling to the highest (or
sometimes only) bidder. There is also a too thin (or often none at all) firewall
between advertising and authentic editorial content, with sponsored pieces being
passed as genuine journalistic research, which makes agendas even harder to detect.
For example, only a few years ago, the promoters of the controversial (and ultimately
abandoned) Rosia Montana gold mining project were able to buy out virtually all
media, accounting for over half of the revenue budget with some publications.
Nothing has changed that could prevent such an outcome happening again, this time
at the hands of Russian or whatever other hostile interests.

While outright propaganda would not bode well with most of the public, there is
always a risk that particular issues be pushed higher (or lower, if need be) on the
public agenda. As a matter of fact, the practice is already widespread. According to
the Digital News Report 2017, Reuters Institute for the Study of Journalism, “trust in
the Romanian media has declined sharply due to a long list of issues, ranging from
corruption and blackmail to insolvency, from fake news to obvious political biases.
Some of the most powerful media owners and directors have criminal records and
have spent time in jail in recent years”'? The report also cites ,evidence of political
and economic interference in the news agenda, not least scores of transcripts from
prosecutors’ files on politicians and media owners”. Consequently, only 39% of the
public trusts news overall. The little hope there is lies with independent journalistic
projects and individual bloggers (who, it must be said, are not transparent
themselves as to their sources of funding etc.).

Numbers show'® that 84% of users are taking their news from television and 88%
from Internet and social media. Internet penetration is 56%. With television still a
major influencer, high concentration of ownership (a de facto oligopoly) - and much
of it in the hands of one individual or a family/ closed circle of interests, most often of
Romanian nationality, rather than in the hands of several shareholders, with the
current exception of CME, a regional company listed on Nasdaq - makes it easy for
interested actors to gain access to multiple media channels and a variety of other
platforms by influencing a single person.

' The media market was hit hard by the economic and financial crises of 2008-9, but started to show signs of recovery in 2016,
especially for TV and internet. The advertising budgets per capita, however, are still around 40% lower when compared to the period
before the crisis, making it hard for Romanian newsrooms to compete” (Digital News Report 2017, Reuters Institute for the Study of
Journalism, p. 88-89)

2 p.88-89

" Digital News Report 2017, Reuters Institute for the Study of Journalism, p. 88-89
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For a long time now, more than 40% of the television market has been controlled by
two major media groups (comprising 10 TV channels): CME (ProTV SRL) and Intact
Media Group”. The former successfully combines entertainment, movies and news,
it was the first Western-style television in Romania and acquired market dominance
in the "90s, which it has never since lost, both online (Stirile ProTV) and offline (ProTV).
It was started by a Romanian businessman, Adrian Sarbu, who in the meantime has
been investigated for money laundering, fraud and tax evasion.

The latter is owned by business mogul Dan Voiculescu (1.5 bn EUR in 2009, in Capital
Magazine's Top 300, then down to 340-360 m EUR in 2013), who is often described to
have made his fortune by appropriating part of Romania’s pre-1989 foreign trade
money and then acquiring state assets at very favourable prices'. He owns multiple
other businesses, in industry, energy, agriculture, trade, aviation and started a
political party (the Conservative Party/ PC) whose honorary president he continues to
be, which has been the kingmaker to some extent, in repeated elections, helping
make or break the government though it has never received more than cca de 4% of
total votes. For a good number of years it was a junior coalition partner to the Social-
Democrat Party, which it continues to be now, after merging with a breakaway wing
of the Liberal Party and forming the current governing coalition junior partner ALDE.
Dan Voiculescu has scored a record among prosecuted officials and business people
with a criminal conviction of 10 years in jail on account of a fraudulent privatization.
It is said that it was his television station Antena 3 that won PSD the national
elections in 2012 rather than the party’s campaigning. Intact Group, through all of its
media outlets (5 television channels, one national daily, radio channels etc.) has long
taken on a clear political battle against former president Traian Basescu, current
president Klaus lohannis, what it calls the ,parallel state structures” (the
Anticorruption Directorate, National Intelligence Service and other intelligence
services, the #Resist movement, the political opposition to the PSD etc.).

It was later joined in so doing by news channel Romania TV, which belongs to
Sebastian Ghita, IT mogul suspected of having received the generous state contracts
for his companies thanks to his connections with intelligence and with former PSD
prime minister Victor Ponta. Sebastian Ghita is now in Belgrade, where he fled house
arrest in Romania and awaits possible extradition. Victor Ponta himself has recently
been granted Serbian citizenship.

" https://www.forbes.ro/cine-controleaza-audienta-pe-piata-tv-aprilie-2017-83456

' http://evz.ro/averea-lui-dan-voiculescu-sau-cum-s-au-evaporate-sute-de-milioane-de-dolari-are-apartineau-statului-
roman.html?&page=1, http://www.hotnews.ro/stiri-esential-17848790-portret-dan-voiculescu-marirea-decaderea-unui-mogul-
brokerul-putere-care-suspendat-presedintele-romaniei-zece-ani-puscarie.htm
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At the other end of the political spectrum, former minister, presidential adviser and
confidante to Traian Basescu, Elena Udrea, herself convicted for corruption and
abuse of power, admitted to have paid off journalists. Even a small TV station,
Realitatea TV, may have disproportionate influence; it has passed from the hands of
a convicted fraudster to those of a political consultant with alleged connections
within intelligence and the Russian masonery and former advisor to Moldovan
oligarch Vlad Plahotniuc. The channel's huge debt to the Romanian state has been
tolerated for years. Last but not least, Digi24, branded as a pro-liberal broadcaster,
also has a business model whose sustainability is not immediately obvious.

All of these TV stations though, alongside 50 other, share the remaining half of the
total market, while Kanal D, a stand-alone Turkish-owned entertainment TV channel
takes another 10%. The public broadcaster’s two television channels, TVR 1 and TVR 2
are at a meager 3-3.5% consolidated market share'® and since 2011 its financial
situation has deteriorated markedly and made it increasingly dependent on the
public budget, at high cost for its credibility.

A very fragmented, imbalanced and non-transparent market (money flows in through
various foundations, advertising agencies and other businesses to cover its true
origin or beneficiaries) operates with understaffed and underpaid newsrooms where
journalists often work on intellectual rights contracts only, leaving them with no
negotiating power in front of their employers, and with media managers who are
most often trusted friends to the owners or shareholders themselves. The result is
polarized, selective and biased news reporting, with daily talk-shows which have the
same invited guests (aka spin doctors) as commentators every single night and
politicians who seek a platform for themselves and dictate the spin as much as they
need to serve the interests of these media outlets themselves to keep their air space
access. A situation that effectively cancels the media’s watchdog function, makes fake
news undistinguishable from fact-based journalism, but also creates plenty of
inroads for external interests aiming to influence the public agenda.

Audio-visual watchdog CNA has recently denied a licence to a Moldovan-owned
company that rebroadcasts the Russian Rossyia 1 and wanted to enter the Romanian
market. However, in the described context there is always the possibility of new
media entering the market at first under a more or less professional guise to achieve
credibility and then veering toward propaganda.

"% according to Kantar Media measurements
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Energy autonomy, the main shield against Russian influence

Romania currently needs to import more than half of its oil and between 0% (even
with a slight surplus in some years) and 30% of its gas consumption. While there is
potential for diversification of sources for oil imports, gas imports are, for now,
bound to be sourced from Russia. However, the occasional imports are not critical
for the economy, as those inputs can be easily substituted at an affordable extra-
cost. This makes Romania self-reliant in terms of covering its energy needs.

Traditionally, Romania was a significant oil producer, with output peaking 10 m.
tons/year in the ‘70s, but reserves have been dwindling ever since, with extraction
now at around 4 m. tons/year, or less than half of domestic needs'’. Known onshore
oil and gas reserves are estimated to last for less than another 10-12 years at close to
current production levels',

Further down the road, there is great potential for development of newly discovered
reserves, offshore in the Black Sea, in shale deposits or at greater ground depths.

Offshore tapping is the most advanced of these endeavours, with ExxonMobil, OMV
Petrom, Romgaz and Lukoil (!) having invested a combined $ 2 bn in Black Sea
exploration and estimating to start oil and gas production in 2018"°.

There is also potential for shale gas extraction, by hydraulic fracking, with licenses
already granted (even to Gazprom among others!) and an attempt by Chevron to
start drilling back in 2012-2014. The Chevron attempt however started on the wrong
foot, as it drove ample protest from local communities and activists around the
country. The company eventually quit as soon as findings didn't rise up to initial
expectations and the price of oil and gas dramatically dropped.

While the Chevron withdrawal is most likely the result of economic calculation, the
company also experienced violent resistance from locals, as well as from
environmental activists around the country, and there was speculation of covert
Russian support. The gendarmerie had to move in to secure Chevron equipment in
the tiny village of Pungesti after a series of protests both locally and in the capital
Bucharest against hydraulic fracturing. The mayor, quoted by the New York Times?,
expressed his surprise at the sudden outburst in civic activism, which his village had

"7 http://adevarul.ro/economie/stiri-economice/cat-petrol-romania-rezervele-dovedite-titei-14-mai-mici-decat-cele-tatneft-companie-
medie-rusia-1_566847467d919ed50e0dda02/index.html

'8 Agerpres: https://www.agerpres.ro/economie/2016/09/14/rezervele-de-gaze-naturale-ale-romaniei-se-vor-epuiza-in-9-ani-iar-cele-
de-titei-in-12-ani-ropepca--14-26-06

"9 Adevarul: http://adevarul.ro/economie/stiri-economice/havrilet-anre-romania-incepe-2018-extractia-gaze-marea-neagra-devine-
exportator-1_58a480635ab6550cb87ff1e6/index.htm!

2 https://www.nytimes.com/2014/12/01/world/russian-money-suspected-behind-fracking-protests.htm!

78



never known before. There was also no evidence of where the funding was coming
from. The American company faced a similarly hostile reception in Lithuania and
decided to pull out of there too. No proof has ever been produced though of any
Russian interference, and Gazprom, the potentially interested third party in
Chevron’s failure, denied any involvement.

Regarding the depth of oil drilling, the challenge is to find the right balance between
higher capital and operational costs, market prices and long-term sustainability of
production. This challenge falls onto OMV/Petrom, the company that has operational
control of virtually all existing onshore oil fields.

While there is no clear estimate of the size of potential reserves, it can safely be said
that they can cover for Romania's conventional energy needs for the foreseeable
future and even put the country in a position to help some neighbouring countries
towards the same goal.

This comes at odds with Russia's goals to maintain an energy stranglehold on the
region. Gazprom's negotiated prices are (to a lesser extent since oil and gas prices
went down) a good barometer of Russia's diplomatic stance towards its partners. In
extreme circumstances (i.e. with Ukraine) Russia even resorted to completely cutting
off deliveries.

There have also been attempts by Russian capital to penetrate Romanian economy,
some of them fruitful.

Russian Lukoil owns one of the three remaining oil refineries, Petrotel in Ploiesti, with
some 25-30% of total refining output and a market share of 15% of the vehicle fuel
sales. It has also managed to obtain an exploration license for the new perimeters in
the Black Sea. Also worthy of note are Gazprom attempts to enter oil and gas
exploration on the one end and the gas stations market on the other end, but with
very little to show for it this far.

In terms of indirect leverage, OMV itself, owner of Petrom, the largest oil and gas
company (40% market share), has overt business deals in Russia and stated
difficulties due to sanctions over the Crimean invasion.

The other player on the fuel market is Kazakhstan's state-owned KazMunayGas, itself
susceptible to vulnerability to Russian pressure, which has acquired the refinery at
Petromidia (30% market share).
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Together, the three companies control almost 85% of the vehicle fuel market*, a
situation that the Competition Council (the national anti-trust authority) described as
“oligopolistic”, but against which it took no active measures so far. Such
concentration potentially allows for attempts at price manipulation or even
disruptions in supply.

The regional context also favours such a scenario, as Lukoil owns three refineries in
the region (at Burgas / Bulgaria, Odessa / Ukraine and Ploiesti / Romania) but can
only operate two at full capacity, with production strategically cut down at each
refinery, in turn.

Even in the absence of collusion, the “competing” companies are bound to Russian
constraints and stimuli. For instance, Petrom itself favours importing oil via the
Russian Black Sea port of Novorossiisk, as the Strait of Bosphorus is considered too
expensive and logistically complicated.

Thus, all three major oil refiners in Romania - while apparently diversified in
ownership (Austrian, Russian, Kazakh) and import sources (but mostly Azerbaijan,
Kazakhstan, Russia) - run their imports via a single Russian bottleneck.

This shouldn’t be too concerning as long as the Bosphorus alternative remains on the
table, but it could become a vulnerability as soon as a less-and-less reliable Turkey
may start to make things even more complicated than they are now.

Keeping a tight grip on critical infrastructure

No key infrastructure in Romania is held by foreign entities. A high-voltage power line
and a gas pipeline are under extended Russian control by treaty (Issaccea-Negru
Voda), but they mostly serve for transit to Bulgaria - thus being a point of leverage for
Romania, rather than for Russia.

In terms of connectivity, Romania has managed in recent years to open new gas
pipelines with neighbouring countries: Hungary (at Arad-Szeged), Moldova (at lasi-
Ungheni) and Bulgaria (at Giurgiu-Ruse), allowing - in theory - better balancing of
regional surpluses, to the detriment of Russian interests. However, they have so far
proven less-than-effective, due to either market context or even high-level policy
decisions influenced by Russia's strong leverage just outside Romanian borders.

! profit.ro: https://www.profit.ro/povesti-cu-profit/energie/principalele-trei-companii-petroliere-controleaza-peste-80-din-piata-
autohtona-de-carburanti-care-au-fost-primii-9-jucatori-de-pe-aceasta-piata-anul-trecut-17111744
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For example, Gazprom itself, quickly after the 2010 opening of the Arad-Szeged
pipeline, somehow managed to book all capacity on the Hungarian side. With the
lasi-Ungheni connection, there was no demand from the Moldovan side after the
2014 opening, although prices quoted by Petrom were lower than Gazprom's. The
project also needs significant additional investment to overcome technical challenges
that greatly reduce its actual efficiency. The Giurgiu-Ruse pipeline, opened in 2016, is
still incomplete, part of a corridor that may stop short of its further destination, after
the recent decision by Hungary's Viktor Orban to cut short the BRUA pipeline of
which it is an integral part and not allow it to go all the way to Austria.

As the Northern route (Nord Stream and Nord Stream 2) is already a Gazprom
monopoly, most regional routes to core Europe are effectively closed.

Without a wide European distribution network, Romania's contribution to the
continent's energy security can be intermittent at best, even in the most optimistic
production or transit scenarios.

Thus, Russian efforts may continue to go in the direction of trying to prevent any
such development, by all means available.

Such was the case with the now defunct Nabucco pipeline project, which was
intended to pump gas from the Caspian Sea region into Europe. Russia put forward
its own "alternative", South Stream, had some countries along the route sign for it
rather than Nabucco, only to abandon the project as soon as the competing one no
longer had enough backing.

Controversial business practices among Russian-owned companies

The most significant industrial enterprise owned by Russian capital is aluminium
producer ALRO of Slatina, the largest power consumer in the country, buying some
6% of national electricity output®, ensuring for a number of years cca 30% of liquidity
on the Romanian Stock Market and the largest aluminium producer in the European
Union. This is the second most important Russian enterprise in Romania after Lukoil,
in terms of turnover, jobs and share in the economy.

ALRO has already been involved in a high-profile scandal a decade ago, having
received preferential electricity contracts from state-owned producer Hidroelectrica,
through proven connections to the highest echelons of political power. In the future,

2 http://www.zf.ro/companii/energie/topul-facturilor-la-energie-sau-care-sunt-cei-15-colosi-care-impreuna-consuma-cat-jumatate-din-
populatia-romaniei-16040759
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it remains in a position from which it could, at least theoretically, leverage some
power by threatening to influence electricity demand, national cash-flows or even
employment.

Other known Russian ventures in Romania have rather negligible influence on the
overall market. In the late '90s and early 2000s, metallurgy companies Mechel and
TMK acquired some local factories all around the country, but their businesses have
been dwindling ever since, with most of them now bankrupt or on the verge of
bankruptcy.

While initially they all seemed legitimate business pursuits, with Russian capital trying
to expand into areas where Russia had indisputable experience and capacity,
miscalculations and poor management rendered them economically inefficient.
ALRO's profitability remains exclusively dependent on cheap electricity inputs, heavy
industry factories were never able to find enough customers, while Lukoil, as
previously described, can only use the capacity of two of its three refineries in the
region at once. Thus, there is a risk that any of them may in the future be recycled as
tools of political influence, mostly related to jobs preservation.

At the same time though, in the case of Mechel, the business practices of the Russian
investors have been highly controversial from the very moment of their entry to the
market. Mechel International, run by powerful Russian billionaire Igor Zyuzin,
entered the Romanian market in 2002, by using a Swiss-based offshore vehicle to
acquire from the state, by direct negotiation, a formerly profitable steel plant,
brought to the brink of bankruptcy by politically appointed administrators. It then
expanded its control to other steel plants (5 in all), reaching what seemed to be a
dominant market position, which sparked an investigation by the Competition
Council in 2008. The Council approved the group's expansion in the end and did not
raise any objections. Mechel was also suspected of breaking the terms of the
privatization contracts by laying off one thousand employees in the first three years
from one plant only and moving some equipment and production facilities out of the
country, to Russia or Ukraine (such as one which was NATO-certified and part of a
special law regarding defence capabilities, because it was used to manufacture
cannon components). It had by then received generous state aid and had set up a
trading company that was re-exporting the group'’s steel products at higher prices, to
make sure that profits were exported to Russia, while the Romanian manufacturer
got very little. The group’s plants were gradually decapitalized, they accumulated
significant debt, layoffs continued and against the background of massive protests by
employees, the government ordered an investigation in 2012. It found no breach of
privatization contract terms, but the fiscal authority started seizing company assets
to cover a 10 m EUR debt to the state budget. A few months later, Mechel sold all five
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plants in Romania for 52 EUR to a locally registered company, behind which there are
still Russian citizens close to Mechel®®. Nowadays only 2,000 workers are still
employed by the Mechel group in Romania, as opposed to 14,000 in 1999, and the
group’s debt amounts to half a billion EUR, most of it to the Romanian state®.,

To be sure, this is not a unique instance of potentially fraudulent industry
privatization in Romania that turns out to be a long and sad story, nor have such
practices been restricted to Russian investors. However, given the share of the
Romanian steel manufacturing market which the Russian group came to own - and
the negative impact in both social and economic terms which it was able to achieve
(at the expense of and with due support from the Romanian state, whether
knowingly or not), as well as its capacity in so doing to keep the market in a lockdown
for other competitors should certainly serve as a rich source of lessons learnt in
order to avoid similar reiterations.

“Useful idiots” and knowledgeable crooks

Russian finance and banking has stayed out of Romania, at least overtly, with the
only high profile attempt - Nova Bank - being left without a banking license a decade
ago. More recently, when Volksbank was internationally bought by Russian group
Sberbank, they specifically left out the Romanian branch, which was later acquired by
local capital.

However, possible covert ownership can't be ruled out, as offshoring is the known
modus operandi for plenty of Russian businesses trying to stay below radar.
Speculation is rife that some banking and insurance companies may have some ties
with Russian interests.

Moscow is often actively seeking to find vectors of influence among political,
business and social leaders. While few Romanian politicians dare take a stance that
may favour Russia, there is always the risk of some being corrupted, blackmailed or
even fooled into making detrimental decisions; the current low levels of transparency
and accountability fully allow for that.

The focus is, probably, mainly on decisions regarding energy security and self-
reliance, so efforts should be made to further liberalize and open the sector to public
scrutiny. At the same time, legitimate concerns and even opposition of interested

? https://www.riseproject.ro/articol/operatiunea-mechel-tranzactie-ruseasca-prin-firme-offshore/
* https://www.digi24.ro/special/campanii-digi24/romania-furata/romania-furata-cazul-mechel-cum-au-ajuns-rusii-sa-controleze-mare-
parte-din-siderurgia-romaneasca-343777
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communities should be properly taken into account and accommodated, otherwise
there is a risk of further radicalization.

The improbability of open pro-Russian positions does not remove the risks of
political leaders harbouring anti-Western sympathies, or of everything from
promoting legislative initiatives to endorsement of social attitudes which are
indirectly favourable to the Kremlin by weakening EU sentiment, undermining EU
common positions and the deeper socio-economic integration of Romania with the
EU core etc. In recent years, high-ranking Romanian officials have increasingly
aligned with approaches until now mostly characteristic of the Visegrad Four
countries, especially Hungary and Poland, both in domestic and international affairs,
though there have been no calls yet for any backing off on the sanctions policy.

For decades now though, the media has been reporting murky relations between
several influential politicians, many of them from the northeast of the country, and
businessmen from the same area, with alleged unorthodox connections in Russia.
These range from energy expert and head of the Industry and Services Committee in
the Chamber of Deputies Iulian lancu; to current minister of Transport Lucian Sova;
to other high-ranking politicians: former PSD strategist Viorel Hrebenciuc, former
chairman of the Chamber of Deputies Valeriu Zgonea. Apart from probably
cultivating corruption networks (visible from the judicial investigations that target
them) - but not necessarily more influential or more extensive than others in the
country, so far no detectable political actions coming from these politicians have
indicated any pro-Russian activity and no wrongdoing has been proved beyond
doubt by the media or state authorities.

Economic vulnerabilities remain though, which offer opportunities for external
interference - perhaps Russian, but increasingly also Chinese, if we are to judge by
Beijing's slow advance into Europe via the economically fragile south and east. Russia
still has a strong enough economy that it can try and leverage in order to gain
support from businesses and their employees, not only in the area of energy but also
export markets or tourism. They can either promise lucrative contracts in exchange
for a favourable attitude or, on the contrary, threaten with cutting back on the
existing ones, where they do exist.

Especially vulnerable are businesses or regions where industry is not sustainable at
market price levels, while alternative job opportunities are scarce. But even
companies that are already competitive may find some opportunities here!

Subtle forms of propaganda may focus on the pitfalls of EU membership while
overlooking the gains. Should levels of substantial Euro-scepticism be reached in
Romania, propagandists might jump on the boat and try to tip it over. There is a risk
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that vulnerable groups, likely to be particularly disgruntled, may be targeted in less
conspicuous ways. To find these cases, it may be useful to cast a large-enough media
monitoring net (including local media, specialty TV and web, social media etc.) and
match the information with audience data from available Eurobarometers. Although
not as spectacular, grassroots propaganda efforts may prove more pervasive than in
the case of mainstream debate topics.

Prospective agenda

The rather obvious part of a possible Russian agenda targeting Romania could be
summed up in three punctual and three broader points.

The punctual agenda is mainly centred on energy, as the sector is critical to Russia's core
interests and chances of fruition are significant.

e preventing any development that allows for alternative routes for competing gas
producers into Europe.

e limiting local energy production as much as possible, in order to keep
neighbouring countries dependent on Russian imports.

e increasing the levels of uncertainty towards the future and the reliability of current
projects and partners, in order to keep Romania at least potentially dependent on
peak energy demand.

The broader agenda is related to Russia's aspirations of taking back its position as a
regional leader, at least to some extent.

e preventing the alignment of interests between Romania and neighbouring
countries, that may lead them to work as a bloc, except for the circumstances
when that itself is in Russia's favour. As such, small incentives may be offered to
one country in order to turn it into a chokepoint for whatever regional project that
may benefit all parties, as was the case with Hungary's decision to cut short the
BRUA pipeline.

e discouraging the adoption of policies suggested by Brussels or Washington that
may go against Russian interests - from sanctions, to energy strategies and
economic integration. Individual short-term benefits (export markets critical to
even a minority of producers, provision of financing or energy at times of peak
demand, jobs etc.) may be stimulated in order to stop the development of
collective longer-term goals
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e encouraging a favourable or at least opportunistic stance towards anything
Russia, by overplaying affinities (economic, historical or even cultural) while
minimising the inherent diverging interests.

The case of the South Stream gas pipeline is a telling tale. It was put on the table as
an alternative to Nabucco and, although it would have indeed achieved the same
technical goal in a more reliable way, it defeated the very fundamental purpose of
the concept - that of serving as an alternative to Russian supply. In actual fact, South
Stream made no business sense in itself and proof to that is that it quickly became
forgotten as soon as Nabucco failed. It did manage to gain traction by playing
whatever weakness could be found in Nabucco: inherent disagreements over routes,
contractors, responsibilities, frustration among some participating countries and
companies, distrust of some links in the supply chains; all that while managing to
preserve a blind spot on the wider picture by all means available. This is now an
already proven scenario, from which too little was learned, so it may always be used

again.
SWOT synthesis
Strengths Weaknesses
e Extremely loose economic, political e Corruption in both public and
and social ties with Russia private sectors
e Little to no social acceptance of e Uneven economic development.
Russian influence e Lack of transparency

e Energy near-autonomy

Opportunities Threats

e Managing to cover for its own e Being logistically isolated by Russia,
energy needs and also help the including with the aid of some of its
region towards the same goal weaker neighbours

e Need for further EU integration e Being blindsided by offshore or
because of Eurozone dependency other indirect vehicles of influence

and multispeed EU
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POLITICS

At least since the 1930s, Romanians have been exposed to heavy propaganda from
revolutionary movements and from their states of origin. One could even argue that
modern propaganda started in Romania as far back as the 1848s generation of
enlightened boyars who persuaded the two Romanian principalities Moldavia and
Wallachia to abandon the “ways of the past” and enter a new era. Those were
fortunate times though, when ‘propaganda’ was mostly the best expression of deeply
and sincerely held beliefs - probably more appropriately called ‘persuasion’ for the
purposes of this study’.

Since the 1930s we have had duplicitous propaganda and doublespeak. The fascist
Iron Guard needed to simultaneously hide their true violent intentions to some and
reveal them to others. The dictatorship of Carol Il needed to hide the corruption of
the royal clique (“camarila regald”). The communists also had many things to hide:
political persecutions, economic hardships and so on.

Trust no one and nothing

It is difficult to measure the results of this
exposure to propaganda, but Romanian
culture may have acquired a sense of
suspecting falsehood in public speech that
originates in the locus of political power. In
Pomerantsev”s words, the public may have
developed the conviction that “nothing is
true and everything is possible”, presuming
lies and concealed motives behind literally
every statement from a person who is (or is
perceived as) the formal power holder. This
leads to an abandonment of the rational
search for truth as pointless, instead
making emotional choices (i.e. based on the
need to belong, charisma etc.).

Figure 1

'See Garth S. Jowett and Victoria O'Donnell, Propaganda and Persuasion, 6™ edition, Sage Publications, 2015
? peter Pomerantsev, Nothing is True and Everything is Possible, PublicAffairs, Perseus Books Group, 2014
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